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Security Analysis Model of Power Intelligent Unit Transmission Protocols
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Abstract Security of communication protocols for power intelligent units is the basis of achieving high speed, reliability
and security intelligent communication of smart gird. The mainstream security analysis theories and methods of protocol
were reviewed for the sake of constructing security analysis model for power intelligent unit transmission protocols. The
formal methods based on the symbolic theory include logic reasoning, model checking and theorem proving. The compu-
tational methods based on the theory of computational complexity include RO, BCP,CK and UC model. The methods
based on the computational soundness theory include mapping based methods, model based methods, computational
sound formal methods and formalization of computational methods. A security analysis model for power intelligent units
transmission protocols facing the field of smart grid was proposed, which lays a foundation for the security analysis of
protocols of intelligent power units.
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