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Novel Two-way Security Authentication Wireless Scheme Based on Hash Function
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(School of Computer Science and Technology, Nantong University, Nantong 226019, China)

Abstract With the development of science and technology,more and more network devices are connected to the wire-
less network. In order to ensure the legitimate users’ correct identification and connections, based on the Wen-Li au-
thentication scheme,a novel two-way security authentication wireless scheme based on hash function(TSAWSH) was
proposed. By using the send packet sequence number instead of of timestamp, the TSAWSH can avoid the influence to
the certification process caused by the network delay and needn’t the strict clock synchronization between the devices.
By comparing the security and complexity analyses with the Wen-Li scheme, the TSAWSH can effectively avoid the
common network attacks, has higher safe property and less computational quantity, and also has lower computational
complexity, The TSAWSH can effectively reduce the overhead of the actual system.

Keywords Two-way authentication, Hash function, Packet sequence number, Man-in-the-middle attack, Off-line pass-

Vol. 43 No. 11

word guessing attack

1 3lE

WEE Tok W48 A8 3h i & Byl & B , i P °T LAZE AR AT
B 18] A AT A5GE i % 3 IR & (A BEF-HL. PDA %) 3R EUW
SR EAMMEFEEMERED, B MEXRNTLRE
BRBAURSFEER SN, MEEBE2RBE R
HETHRMBRSHEELE FENEZERHRZIA
TREM™ . BEGEEFMEIRELZ SN EERGREER
ZMEREPERERN LA SHY . BHAMER—F 5%

WEMGE WERESN NS SHRESROLA, BAEA

IR FEE X IHIT THFEH R THXT R,

1981 4F Lamport g et i T —M AL 2B EHETH
P ASEAET R, BEWENEBREIEM &S,
MMZETRF Hash BB ISR, AE T REHLFRRA .
2000 4F Hwang %021 T —F s T8 B+ A A2 A P GE
TR 77 RAEH S W LR e it (B PR BB B P
BRI O, BN AR N Z2ERRB, 2004
4 Das VR T —FET ID MEiSZBAFNEF R, %

F5E H:2015-09-02 R4 HH:2016-01-27

FREAW AR, BFARFAP B HERE NTREOS,
AEBEHIPTMIRLSME. BE REEEX Das FR
BEAT T RS IFR 8 T B 7 R, 2009 4E Wang 5%} Das 5
AT T 47, RIAT RS T —Fr 3R B XU AE R I
HEAESRLLME. 2012 4, Wen 20738 ) Wang HFRHE
FETC R 8 o O R T B RBP4 IR R, 6T 4 1) — Feh kot
FRFRT Wang HRFHENLZ 2R, ZF REEES
Mz 4k, {2 2014 4, Karuppiah M U 5 Hi Wen 442
B RTFARRLOAHN RS A RIELRS RHMER, F
mrHE SN Wit Wen 7 RV 72 1A A HER:, BT
LA Wen 7 3 IFREEH B E SR Z2ER,

LA 5 R 5% R st [R] R i O SR AR IR IE TR IH 8. 1Y 3 £
P, BRRBT T'<ST+HAT BB, Kb AT MM ERT, 2
A B B 3 s B) K F & % B i) 55 9 45 A A D, 004 2 S T
BIR . BFh BR B SR W 4 48 i K5 IR 95 5 O RS (B =A% [R) 2
BEME H 7R 458 % 1WA TR, #RORAR £ 1 P48 2355 in
ABI SN &, 158 BT A 20 5 IR 5545 B (8] B P4 [F] 25 25
BRHE EME, B2 FEE SRR HAAT TR R H THM

AU ZFEFARB2RESE LI H (61170171, ILHE “SHKAA B 14”15 B (2010-WLW-

008), IL & BB BB AL R 7=k A 35 H (JHB2011-45) , BB KR2EBFR A QIFTH B (YKC14018) ¥ 8,
FRHE1965—), B i+, BIEER, FEHETE N MEEL BF K, E-mail: wang, jh@ntu. edu, cn; ML F(1990—), F, Bl 4, TEHR
Tk ERE S, B 1975—), B, Bt , BIEE, TEHMF A BRI WIS MRRA91 ), 3, Bld &, TERRFAAFEEEL.

e 205 -



FHAE TR . Hb, B a0 31 AR B s oL gL
EFrEERZBHS SREBREAEHN TR, HEEER
Bf 5 F B RS B B R A 28, S S PR R e v iR KP4
2008 4F Liu ZU2V 42 H— 5k i) I BE AL B0k 52 B A TE B 5
£. 2010 4F Huang S35 11 Wen HF R A% B B R T
HRETHMMAEBRTE, BAEFRFEMNA-XERGR
1.0 (Key Information Center, KIC) 3k 7= 4= B 4~ & 2 B LA #
THETE, REETERETEERRE XK.

EHFLL AT, AR —MF W E T Hash sREH
TLINMINEFT R, T Hash RECEF Stk SRS
IR 3 MR, RRARE N E 2N, ¥ AR A5
TAUEFR S RAHEAT F P Sm A IR S 280 A9 NE . RIRT A SCRIF &
HEEFFE PN AW B 60 Re 0 k50 TETH B3 4, W R ith
ST R S5REH|EHEEINE.

2 Wen-Li &

2.1 Wen-Li 7 6/

2012 4E, Wen ZPVRE T —FMET ID KB INEF R,
BABHAEAF R WEAMEFRURFEAHE TR, WA
NEFREETRIREBHUT 3TN 2R R &
T EBFRATER B . A SO RHZ LR AE F RT3
#, R 1FH T Wen-Li MAHAEF RFFTARTSHE L.

1 H5EX
it £ X
i ) =
S ERBEE
M XA P
CIDi AP s A miciR
X R4 8% E 4
D AP i & HaER
PW; RPigfgnusd
T B ]
h(.) # %] Hash & #
I BEEE
@ FHEHE

A—B ABLAAFENBERER
A=B AR ZsFHHBERER

Wen-Li R INETr £ 8 B AL ISR INE 1 .

RA; R#BS
Y D; PW; L
8 n=h(ID;|[PW;)
m=n; ¥x
Ni=h(ID;) & h(PW;) @ h(x) ® h(m;)
§* - hO N;n;
BB
U#RAID; PW,
Ai=h(ID,) ® h(PW;)

B;=N; ® h(ID;) ® h(PW;)=h(x) ® h(m;)
CID=h(A;) ®h(h(n) ®B; @ h(N;)) @ T
CID; n; Ni T .
T T'< THAT
BB m=n; ®x
Bi=h(x) ® h(m;)
Ai=N; @ B=h(ID;) ® h(PW;)
CID; @ h(A;)?=h(B; ® h(N)) & h(n;) © T)
AP US%
C’ =h(A; ® T" @ h(n;))

_ C, PN,
T<T +AT
Ci?=h(A; ® T'® h(n))
Sé
RINER X
B 1 WenLi IaEAIESFR
2.1.1 EHMHE

FERZTRE, XM U FHERREH S #1750
« 206 -

i, B SAT TR -

(LA P U; EEYL%E ID; #1 PW:, 304 ID; 1 PW, i@t
REFHAERE S HITEM

(2)S#F4B U W ID; 1 PW,; J5 , AR I AT B H
niom: ARN; BE. Kb n BSFHEXTU FRHME—ME,
LU n FINTE RER 08 54

() SHHFEE Nin LUK Hash BEFHEEE EE B HE
HELFEERRA U,

Z A R 24580 A P i A R 4 B AT, B F—NH
FRBFT—,
2.1.2 REH&

U m S BREFERFRNE, U MEER@A ID: #
PW,, B/E 8 BRI HATLL T #84E

DOU; BEHELERNARITE L A, B KR CID; 1
18

(OU; B ARfFERHTHE BB {CID:»n, N;, THTE
RiE4 S HITHIE.
2.1.3 GAEM-E

Y S T BRI U, BAEREE R R, AT #
145:

(g2t 6] B A A 3, B E T'ST+AT BB
S FIET I 7 REFEEMFIER D, FHFEHEFRG, N
SPATHIR2) , & WE HiAE

(DS HRFEIHWUAR K S AR BEH « tHEH mi A
B, ME;

AISHAEBE) 8 A #17 Hash 2B r(AD,
¥ h(ADS U, Ri%# CID; #HATREIEHE, HAIW TR R
EBE SHAMB @rh(ND® ()@ DEFITEREN
Hash {5 —3, & —8, W U AAIERSL, B H CWME: &
T IATESR WL

(DOSHECES RGN T @LAREERKSA U

(OU; 7 T B 21 UE B 5 BiE B M A B, &8
ROMPRAT TR 6,75 I 1B Y IAGIE 5

(6)U; FHABEFRHBEF RO ITEHK A 1S RikH
BFHE] T A8 B R AP RAF R s, FIET R ACA @ T'® R (1))
HE MMM Hash (B, AIWZER TS U K&K CID; 8
EAR%, EAHE, WHE S &8, S AIER S 8 0 B e A
ERK .

SERUESBEIFER T Wen-Li B TAGE T R 23

AR,

2.2 Wen-Li FEMEBESF

HHETF Wang 7R, Wen-Li JF 2EUE TR KR #E 2, 3K
T Wang FREARL G, BIZF RIVFEREZ4 . ARE
LB R EIR. FBOEWSEHEFT .
2.2.1 BHRoLHEMALE

U: M S REBIFHRFEELFRELSAFESE, &
BR/ M ASEEE B8 n, B0 M AT LLURE B % B — 5t
(ID! sPW? ) € Dyx Dy, s D F1 D, 53 528 ID 1 PW B BUE
ZS (8], {48 n’ =h(UD; || PW? )=n;, NTNi$K1B EIER ID #1
PW,
2.2.2 HHeFEaLE

BREAFERREREE MERBEREU KA



BURR, U M AT LGE S R R SR K PW, 31
N =N; @ (PW)® h(PW; YEFHEEH N,/ EGEA
Fr U 2 BB RAERTAIER K .
2.2.3 FistEEY

W7 SR 56 TAE f58 P s 1) 8 Oy S0 9 B 4 AT IR
BIE T<THATRZEE RS, MERAMBKE
SR K AT BT B B B 4 B 1] A R 2 52 BRI T
H M4 B KIER AT, B AT 188 — E VSRl , IAIE
RSN, AR P RREIER R,

3 A 4347, M AT AR A Wen-Li 77 & 50 B9 A B 58 1R
Xt P BRI BT S B R L P BB BRI R , A U RE
Wen-Li 77 RIL A ZERD bR H T — B B IAETT R

3 ET Hash HHPITENEAREINEFR

X Wen-Li FR#IT T BB 4387 T Wen-Li HRH
IR, ST SR AR Y T — PR3 W L IAIE 5 28, i
AR RZBFF) 56 I AR B A, DL P45 1R
SHATEAS FR BRI ; [R5t Wen-Li J7 RFATBc sk, Bt 7 R
BEANUBRFINERZEN R MR, wE 2 fix, &
XHREBCLE 3 NEAYE M B B SR BORAE BT
B, RTEFMAHRFTER,F 238 TARICNIES
FEPHHEE L,

RAU; L€ 333
23 ID; PW; .
b -
m=h(PWjl|x)
hO) N; Nen @m; x
R o+ 0
BB
U AID; PW;
A=h(ID; 8 PW, ®N)
B~h(A;@N; e PN) @ N;
PN=PN;+1
A; B; ID; PN,
WiE T PN,2=PN+
8 A?=h(ID; # PW; @ N))
B; @ N?=h(A; ® N; & PN,)
RPUA®
i # PN, =PN,+!
o C, PN, C=h(B; ® PN, ® h(N;)}
PN2=PN;,
Ci=h(B; ® PN; ® h(N;)
c=C,
Sé&i%
TS K
Bl 2 %ET Hash BEA L EHAUES £
*2 R/EEX
%5 4 X
Ui AFAi
S #ERE B
M BEH P
x MEBmEYH
D R0 & BRiR
PW; AP igxosd
PN RPEBARRENRE - KRRBEFIE
PN, REBHRRFHERE —KERCFF 5
h(+) # 15 Hash & %
I HEEE
@ FREL
A—+B ABRMNAFEEE BAREER
A=B ABZ4EER BAERREE
3.1 FHEE

FEINER B2 B, 3T P Us AU IR &5 fe stk A7

BARDSTHERIT -

(DU, HESEW ID: #IPW, 3B LB HEER S
fR%4% S,

U;=S:{ID;,PW;}

(D %2% SHBE 7 o FIN; HI1E.

n=h{UD; || ) D
m; =h(PW; || 2) @
Ni=n ®m; ®x 3

(3)5&%%‘; S’I% Hash @ﬁ&&u& N; f?lﬁ% Us.
S=U; :{h( +),N;}

3.2 BRHE
FAP Us B3 58 BEIERT  # 76 P 5 thAT LU T R4k
DOU; BAEMETEE R ID; 71 PW,, 8 A f B

H{E -
A;=h(ID; @ PW; DN, (4)
B;=h(Ai ®N: ®PNO® N; Y
OEHAP REENETFIS .
PN;=PN;+1 (6)

(DU KA, B;»ID;, PN; RiR# S:
U,—S:{A;,B;,ID:;,PN;}
3.3 JAIEBTER
S U, RiEKIEERJE HX BT H W38 ik
F#RImHINIEE B ZE BUSUR AGE , BB TR .
(DSWBIERE, HIWT R X BHE G0 A S, R IES
#H PN, =PN,+1 BB E WAL WARHE ID; F kAR
FRH9XRL PW; AR N FEAMT AT SR B ML :

A;=h(ID; ®PW; ®N,) )

B ® N:=h(A; ®N; @ PN,) (8

FRD KB, WA P AERY, AT H BT (2);
A PE RN

(DEHFME ML LAIFING .

PN,=PN,+1 D)

(3O C 1A

C;=h(B; ® PN, ®h(N;)) (10)

(4)S¥C; #1 PN, RK#EA U,

S—U;:{C;,PN,}

(5U; W5 BJ5HW %R PN, =PN, % L, &R
SLBATH R 6, B IATER M.

(6)U; & C.'H{H .

Ci=h(B, ® PN, ®h(N;)) an

¥ G5 C RIER B RS, A%, MEAERY, )M
AR ; 8 WHAE R K

SERLAE 3 ASHEA B B AT SE B AR SCHE A TR R T ) tA
W% E LI WL, BE T LA VER b IR B H TOLR R 45
HESREP, BAER PRIk ERE, R AEA bR % T
LM LML,

4 MEEESH

4.1 REWHH
ARSCHE Wen-Li FRAEGEM B3R T —Fgr 895U AE
HR,RIFIBTEAXRENWFREHMITREREHRFTE
B9 3, Horb O FRFTLABH A , X AR A AT B
o 207 -



#3 BeHdt
Das % Wang %% WerLiZg AXFE

o AAE 3 = b

EHAEH 0 0 0 0

G & X b 0 o}

A K & 0 X 0 0

R A K [o} o} X [o}

BERUA RN & X 0 X 0
4.1.1 ELE

ASCHR T R LA R O B B . B,
MR 55a% S BAHRENAEEH 5U, B ID; MIPW, {H
HATIEREBR N N, 7% 5% UL BGAUER B A it 83 3t
gt BEEAP MARBEIEHNFERBR N, HixE
SHBERNHFRREBWHWE B MAREHERU: 5S2Z
[ REE—F , RERBUE B AT ERUS R 3 h3EE
4.1.2 AHRgE

HZMETFEE U #HITEMRE BT ARFHS
WRAAER, FA2AU EEREFH . MEEL LK.

Ni=n ®m; @x=hUD; | YD h(PW, || 0)® N, %
RS SRS, HE M R G S$1TEkEREE
Nu, HF Hash BB 4, MARHE Ny #EH 2 HEERR
FIATRY, E LB MRS U, & ID; #1 PW, . \LARBERB IEH
B N A 0] LB Bk e .
4.1.3 BZosHmalgd

H U, Mz MERERIEE B8, M 7T LIG R 3R48 ID;,
A; F1PW; A FER B N, HAE 3 HCTE NS &%, Br
LI MORBEISE] N; W18, N LR IR#E A =h(D; ® PW; @
NORFABLROSBN K RIKE PW,, AT RAT AR
WHEL OSBRI MRS,
4.2 EERHH

4% Wang TR Wen-Li FREXXFRIBE R
T FIHT SHRFREARARES U 5S MEER,
Het o, A —K Hash BB, . BR—KRREBEH
Fe.

x4 BEEYNL

EMTE

EERB B

AT B B

U s U; s Ui s e
Wang 7 £ 0 2t,+2t, 21, +4t, 0 2t +2t, 3, +8t, 91, +16t,
Wen-Li 7 £ 0 Sty T4t 6t +6t, 0 2t +2t, Tt +9t, 201, +21t,
ESYF S 0 2t +2t, 2t +5t, 0 2t +2t, 4, + 71, 10t, +161t,

By Rep 89 EAUE R 249 810 Hash 2B LUK R
BBH, RHATIE PR R ST R S AR A 4R 4, Li AT
B EEERT BEERETURTR: Te>Tu~Ts K
F Te, Tu M Ts 2 HIERIEHOSE | Hash 18 B HXFR 0
FEREKNEERE, HILTHEEZHE, & CEHE Hash
BHERABHEER . REIFH/DFR R RIRE S T X FR
FERTEATEEZRNAE., EEXFRAENEALIES,
A7 REEA BB R H P B ER R B TRAGREW
RS, AR T B SR & iR A B RE B R AR T A
XHRETHER, ARATUER  AXFREFEDIH
EHE AT Wen-Li 7 RH M FHY 20 K Hash @B LUK
2L RFBBE,AXTRMEAT 10 K Hash BRLUK 16
KABEBE BB EKIEE/), 7ELBAER P aEA B R
GIFHH.

BRIF AICFEX Wen-Li 75 R#EFT 047 5 » 76 K B Al
ERET ML DA ZRINEH R, Bt &My
B AT RERE T RIS BERT A ROBMR T FH
ABESFERBGEF R, WRELKME FERERNE S
MRATRE, BIEERAOMN AN, AT REATESH
BHE AR T LR RERBEIFHE. R, A5 REE
1 78 P AN {5 R B TR » BB AT AR IR IO 28 2% B[R] [ 2 TR G
VR, B 5 T PR SER XA 12 = A S . 3T kM
TAEH AR SUHR 07 K & BTS2 PR R4 16 I 7 SERR e
RHAIOT R S5 TTTHE, FE AR HAES R &
EEARLBBENTIRS 5.

2% XM

(1] Saraswathi S,Renuka D S, Yogesh P, Secure and efficient Smart-
Card-Based remote user authentication scheme for multi-server

+ 208 -

environment{ J]. Candian Journal of Eelectrical and Computer
Engineering, 2015, 38(1) : 20-30

[2] Chen Yan-li, Du Yingjie, Yang Geng. Efficient attribute-based
authenticated key agreement protocol [ J]. Computer Science,
2014,41(4):150-154(in Chinese)
BRIt RLBEA B B, — M AR T R R AE R B i th
WD HHEPLRHSE, 2014,41(4) 1 150-154

[3] Qiu Hui-ming, Yang Yi-xian, Hu Zheng-min. A new mutual user
authentication scheme using smart card [J]. Application Re-
search of Computer,2005,22(12):103-105(in Chinese)
HEE B e SER. —MHEFHNETE R R E S HINE
TF R T HEHLR RS , 2005,22(12) : 103-105

[4] Lamport L. Password authentication with insecure communica-
tion[ J]. Communication of the ACM,1981,24(11),770-772

[5] Hwang M S,Li L H. A new remote user authentication scheme
using smarts[ ] ]. IEEE Transactions on Consumer Electronics,
2000,46(1).28-30

[6] Zhan Li, Yao Guo-xiang, Qiang Heng-chang. Improved mutual
authentication scheme based on smartcard for cloud computing
[J]. Computer Engineer and Design, 2014, 35 (2) . 440-444 (in
Chinese)
&, Bk IR, A2 T smartcard 8 2 F P XU 1A
HEFRUL RN IR S8, 2014,35(2) :440-444

[7] Das M L,Saxena A,Gulati V P. A dynamic ID-based remote
user authentication scheme[ J]. IEEE Transactions on Consumer
Electronics, 2004,50(2) : 629-631

[8] Wang Y Y,LiuJ Y,Xiao F X,et al. A more efficient and secure
dynamic ID-based remote user authentication scheme[]]. Com-
puter Communication, 2009, 32(4) ;583-585

[9] Wen F, Li X. An improved dynamic id-based remote user au-
thentication with key agreement scheme[ J]. Journal of Compu-
ter Electrical Engineering,2012,38(2),381-387



[10] Karuppiah M, Saravan R. A secure remote user mutual authenti-
cation scheme using smart cards[J]. Journal of Information Se-
curity and Application,2014,19(4):282-294

[11] Gan Hong,Pan Dan. Research on dynamic ID-based remote user
authentication scheme[ ] ]. Digital Communication, 2014,41(5):
1-5(in Chinese)

HE B8 BTFHAEMERAFAEFRUHELD] HFE
15,2014,41(5):1-5

[12] LiuJ Y, Zhou A M, Gao M X. A new mutual authentication

scheme based on nonce and smart cards[J]. Computer Commu-
nications, 2008,31(10) : 2205-2209

[13] Huang HF, Liu SE, Chen H F. Designing a new mutual au-
thentication scheme based on nonce and smart cards{C] // Inter-
national Symposium on Parallel and Distributed Processing with
Application, ISPA 2010. Taipei, Taiwan, 2010:570-573

[14] Li C T,Hwang M S. A lightweight anonymous routing protocol
without public key en/decryption for wireless ad hoc network
[J]. Information Science,2011,181(23):5333-5347

(E#% 192 ®)

SPICE % = 3 (i SE < iR TR 8, TR O AL B 2 1 S 1
A ZE S AR E MO B L3 218, E W FEFE B (KT 5000kB/s)
R EFEREAHE, B R, RUEHEFwEL
BHEETHEBEABRRAS LB G, X WERESHRHN G
.

== Unoptimized
1000 ~— Optimizied

Average Delay(ms)

0 1000 2000 3000 4000 5000 6000
Bandwidth(kB/s)

B8 MR ARG XS b

HFIE @7 SPICE S LA R 2035 50T M F9 2%
e, A B TR R N8 AT 3R T B oK R 4R R i B H R
R T 7 SPICE R 55 s f % - i 2 18] 44 EE 4R 61 18 A AWK
£ RBE R, X B X E MRS =R T AR
g, LHRH, HITERT R SHUF R T 27 SPICE i
R EE B X LRGSR RRA .

2 F X W

[1] Yu Tao, Bi Jun, Wu Jian-pin. Research on the Virtualization of
Future Internet[J]. Journal of Computer Research and Develop-
ment, 2015,52(9) : 2069-2082 (in Chinese)

REBERBY. RREHM BRI HENHES
% &,2015,52(9) : 2069-2082

[2] Wu Jie,Kan Wen-xiao, Du Ran, et al. Application-oriented Vir-
tualization Desktop Grid Architecture[ J]. Computer Engineer-
ing,2014,40(3) :88-92(in Chinese)

RS BISCR RAR %5, T N AR A R LR v A 2R M [T . 1T B
PLILAR,2014,40(3) . 88-92

[3] Zhang Jian-xun, Gu Zhi-ming, Zheng Chao, et al. Review of
Cloud Computing Research[J]. Application Research of Com-
puters, 2010,27(2) :429-433(in Chinese)

TRERD, AR R E. SITER R TRV A
#39%,2010,27(2) : 429-433

[4] Simoens, Pieter, et al. Remote display solutions for mobile cloud
computing[ J]. Computer, 2010,8:46-53

[5] Xu Hao,Lan Yu-qing. Research on desktop virtualization tech-
nology based on SPICE protocol and its improvement solutions
[1]. Computer Engineering & Science, 2013, 35(12); 20-25 (in
Chinese)

#®s, 2 WM. & F SPICE hiX R @ L E AR 530
FHEUL HEHL IR S5H,2013,35(12):20-25

[6] Qiao Yong. Research and Improvement of Video Transmission
of SPICE in Cloud Desktop Environment[ D]. Jinan: Shangdong
Utniversity, 2013 (in Chinese)
Frok. SPICE HHXAMsAtE s air Sk (D], o R LR K%,
2013

[7] Schlosser, Daniel, et al. Improving the QoE of citrix thin client
users[ C]// 2010 IEEE International Conference on Communica-
tions(ICC). IEEE, 2010:1-6

[8] Taylor,Cynthia,Pasquale J. Improving video performance in vnc
under high latency conditions[ C] // 2010 International Sympo-
sium on Collaborative Technologies and Systems(CTS). IEEE,
2010

[9] Massie, Thomas H, Salisbury J K. The phantom haptic inter-
face: A device for probing virtual objects{ C] // Proceedings of
the ASME Winter Annual Meeting, Symposium on Haptic In-
terfaces for Virtual Environment and Teleoperator Systems.
1994.295-300

[10] Richardson, Tristan, et al. Virtual network computing[]J]. Inter-
net Computing, IEEE, 1998,2(1):33-38

[11] Orlov, Zigmund, Necker M C. Enhancement of video streaming
QoS with active buffer management in wireless environments
[OL]. http://oa. sloc. com. cn/handle/0/25468

[12] BhiogadeM S. Secure socket layer [J]. Ssrn Electronics Journal,
2001,12(4):475-490

[13] SPICE. Improving Spice performance; problematic scenarios and
ideas [EB / OLJ. (2015-09-10). http;//www. spice-space. org/
page/EnhancePerf

[14] Allman, Mark, Paxson V, et al. TCP congestion control [J].
ACM Computer Communications Review,1999,29(5) ; 308-309

[15] Chen Dan-wei,Zhang Zeng. A Feedback Frame-dropping Strate-
gy of Improving SPICE Virtual Video Performance{J]. Compu-
ter Technology and Development,2014,14(1):136-139(in Chi-
nese)
BiFH, 3t —FhiR R SPICE 2 #0030 55 1 BB ) I 13t 5 Il S %
01 WEYLEAR S5 KR, 2014,14(1) 1 136-139

[16] Kim H J, et al. The QoE evaluation method through the QoS-
QoE correlation model [ C] // Networked Computing and Ad-
vanced Information Management. 2008

[17] Feng Jian,Ni Ming,Guo Zi-gang, et al. Design and Implementa-
tion of Cloud-desktop Based on Video Stream[]]. Computer En-
ginee-ring, 2013, 39(10) : 37-41(in Chinese)
D, RE.BAN, % ETURARNZRERITSZTHIL 3+
BHLTHE,2013,39(10):37-41

+ 209 -



