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Abstract

method is two-fold, including monitoring instructions instrumentation and Ul access modeling. We presented an auto-

This paper presented a user behavior modeling method for mobile applications based on log mining. The

matic monitoring instructions instrumentation method that uses static analysis to automatically insert monitoring in-
structions at the appropriate site in order to dynamically monitor user behavior at run time. We also presented an automata
based user behavior modeling method for mobile applications. Information attached to states and transitions of the au-
tomata in user behavior model describes transitions between Uls and the usage of each widget within Uls. The test re-

sults on real world mobile applications show that this method can both successfully instrument monitoring instructions

and effectively obtain the Ul access behaviors.
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Input S: app source code
Output S'; instrumented app source code
1. UlClass<getUIClass(S) ;

2. CH<—getClassHierarchy(S);

3. HClass<—getHandlerClass(CH) ;

4, EntryPoints<—getEntryPoints();

5. FOREACH HCe€ HClass

6. FOREACH C€& UlClass

7. FOREACH EPE€ EntryPoints in UlClass

8. CG=—makeCallGraph(S,EP);

9. I; «—getHandlerClassInit(CG,HC) ;

10. hlnstance<—recordHandler(l, , HC) ;

11. 1, <LocateRegistration(CG, HC) ;

12. winstance<—recordwidget(l, ) ;

13. widget AndHandler<-recordPair(hInstance, wlnstance) ;
14, END

15. FOREACH WHE& widgetAndHandler
16. winstance<«—getWidget(WH) ;

17. hlnstance<—getHandler(WH) ;

18. [LF<—getListenerFunctions(hInstance) ;
19. instrumentAtHandlerClass(LF, WH);
20. instrumentAtResumePause() ;

21. instrumentMemberVariable() ;

22. END

23. END

24. END
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Inpute ESequences: set of event sequences
Qutput UITGraph: Ul transition graph
1. # STEP 1. Construct automata
2. Automata<—null;

3. pre<—null;

4. FOREACH esequence € Esequences

5. FOREACH event € esequence

6 profile[ event J<—getProfile(event) ;
7 K<lookAheadK(event);

8. s<newState(K) ;

9 IF s equals s’ € Automata

10. connect(pre,s');
11, pre<—s’;

12. END

13. ELSE

14. connect(pre,s);
15. pre<—s;

16. END
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17, END

18, END

19, # STEP 2. Transfer automata into Ul Automata
20. UIAutomata<null

21, FOREACH s € Automata

22. inEdges<getInEdges(s);

23. outEdges<—getOutEdges(s);

24, FOREACH inEdge€ inEdges

25. A<—newUIState(inEdge) ;

26. FOREACH outEdge€ outEdges

217. B<newUlIState(outEdge) ;
28. connect( A, BY;

29. END

30. END

31. END

32, #STEP 3. Transfer Ul Automata into Ul transition graph
33, UlGraph=<null;
34. FOREACH edge(e;,¢) € UlAutomata
35.  ny=—count(e;,e);
36. FOREACH count(e;,e,) € UlAutomata
37. ny<—count(e;,ey);
38. END
39, Pen,/(Zny);
40, addWeight(i,j,P);
41, END
4.2 RPREHEZE

PR R E Bk E LA 0 T F P Uy a) R 3l B A )
RyBkEL 56 R A A AR LR R E 2 R A Bk SR, B 2 T X
AR PR ETIEATR . BATELN P #1T RS R LT
JE R P AR —28, TR P TR B i IR 45 % 2k
R4, Wi B SIRN RIT R B LB SN,

AP RAEFHRIMEE 3 IR, NFRRMAADRT A

RICSRKER KR o, IR A2 E— 1

R R RN S, BRI R E B AR
7. BIEIZBEE R S B SN, BB R A XA
HMAE., MAFRESHFIIMARERP 2B0EHF],
BHZAPSEAFHEFS., TR T, 6 R @R
HEWEERBHZA P XA TR,

B3 HPREEDRE
Input UlGraphs: n Ul graphs for n users
Qutput: m user groups, their hot paths,and Ul graph for each group
1. FOREACH UlIGraph€& UlGraphs
2. hotpath<-computeHotPath(UIGraph)
H<-addToSet( hotpath)

equivClass

oo @

<—computeEquivalenceClass(hotpath)
6. E<—addToSet(equivClass)

7. END

8. FOREACH equivClass& E

9. FOREACH user € equivClass

10. S<«—addUserEventSquences(user)

11. END
12.  GroupGraph<—computeUIGraphFor(S)
13. END
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