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Automated Trust Negotiation Protocol Based on Transactional Receipt in Mobile Commerce Environment

LIU Bai-ling LEI Chao LI Yan-hui
(School of Information Management, Central China Normal University, Wuhan 430079, China)

Abstract It is difficult to use trust negotiation in the mobile environment since existing trust negotiation mechanisms
have large computational overhead. To address this problem,a transaction receipt-based mobile trust negotiation proto-
col was proposed. Firstly, both sides of the negotiation evaluate each other’s trust degree based on the transaction re-
ceipt. Secondly, they dynamicly adjust the access control policy on the basis of the evaluated trust degree. Finally, they
enter into the digital certificate exchanging process, in which the number of certificate authentication is reduced by ta-

king advantages of transaction receipt and authentication ticket. The experiments show that this protocol can effectively

reduce computational overhead.
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Stepl: Alice requests a service from Bob

| Step2: Bob discloses his policy for the service
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Step6: Bob grants access to the service
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9. return std;
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