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Research and Implementation of EFI OS Loader Security Reinforcement Technology
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Abstract By analyzing the safety of architecture and boot procedure of unified extensible firmware interface (UEFD), it
is found that the credibility verification of EFI OS Loader has security risks, which can lead to the hijack of Windows st-
artup process, To avoid the security risks, considering from the three layers of file isolation protection, boot authentica-
tion and system critical region protection, a three-layer security reinforcement plan based on USB Key, the dynamic
password cell phone token and EFT antivirus software was proposed. Storing the EFI OS Loader file in the USB Key and
encrypting it can achieve the file protection. The dynamic password authentication server is placed in the USB Key,and
the combination of both mechanism can achieve a high intensity boot authentication. Designing and developing an EFI
application security software following the UEFT specification can achieve the protection of the key region of system.
The results show that the dual authentication and security mechanism of the program make up the relevant security vul-
nerabilities, and enhance the security of computer systems during startup.
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EFD .DXE(Driver Extension Environment) il BDS(Boot De-
vice Select) 2 JLANBYBRM, tn & 1 JEFAL I FiR. HA,
DXE K Bt/ 9% 5 $h47 B BE, FI T %6 10 96 i 3R B A A 3K 3h 72
J¥ s BDS B Bt Je il & e W B TSL r B2 8 R R
AWrBt. 7£ TSL BrE:, UEFI 2 OS Loader PAfm#R#:/E
Z%:. {HR UEFI 1% A % OS Loader 7 & 347 7] {5 M AL
1,1 E Hik OS Loader 8 B B AR K R B GERIR K., A
I, R RESGT AL 50 BB, SR T ASH R IRIE R G Ja Bt 72

£t 3%t OS Loader AJ R I % 2 W , & X iT T —4
AL R BN %4 B B 1 e A I [ 7 S, B 1 BRBER A R .
4 UEFI #£ DXE Wy Btfin#k USB Key 3K 3h, 3K sh i s zh 5
H&mETE BDS BB 5| 58 #28R 5 USB Key  4; #£
BDS BB, 5| & B 28 204 A USB Key J& 3h; 7 TSL BB,
ISUE USB Key # PIN 1, 3 USB Key #1#§ OS Loader
SO E N S5 T 3 S 04 FHLA M E R 55 k4T —
UAIE , G FTFF EFT 22 B 3k 4 3 S b il 4% o3 X 47 & 2 Bl
PR, 2T RERE T REYIE R S SRR T @ K
WEEE A R R TiHRUE SRR Z 2t .
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s . Pre-EFI Driver Execution | Boot Device Transient :
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B 1 7y SR ARRERE

2 OS Loader &£ RiASH RIEIE

2.1 REREASH

OS Loader 344502 PE32+, PE32+ R A F R
RBTE 64 NER G ETT.

IDA Prot®) 2 — K 3 #5106 [ 404 PE32+ S4B 8 25 )
L4 T.B; Arium ECM-XDP3™M B — 2k 37 3% Intel 4bFH 2%
PARE O L2, BL & Arium #9934 SourcePoint, AJ L
et Legacy BIOS #1 UEFI Z# % . 454 IDA Pro, f#i
ECM-XDP3 %t UEFI #2 J¥ i 17 sh 25 BREZ AL, & 31 UEFI 34
BA Xt OS Loader #47 7] {5 MR BG , 17 2 1L H B B KK
TAE. LA Windows 8. 0 |, UEFI #Efin#% OS Loader i, 0S
Loader £:i /] H 5 i BmFwVerifySelfIntegrity ( ) 5% XF
H BT AMEHERR, A 2 fis. IR R BIER S

BE SR A K. B, OS Loader 7275 W] # L 9 % 4
FEu R, T 3 Ao 16 L i ) SO 85 A B R UM T B 4 J 3
Wi, EEZAUMHRE S A LEIIGER EFL N R FE#
OS Loader # Z—#E il SCH- #4780

cmp hyte’ ptr [rsp+128h+arg_18], dil

inz short loc_10001338
lea ecx, [rdisagh)
call BnFulerifySelfintegrity
cmp eax, edi
mov ebx, eax
1 loc_108016FB
loc_10001338: ; CODE XREF: BmMain+2FFTj
lea rcx, [rsp+128h+var_EO] ; __intéh
call BrResumeFromHibernate
cmp eax, edi
mov ebx, eax
j1 loc_100016F6

B 2 OS Loader H % e&%k
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HRYE 2. 145 OS Loader f77E 9 % 21 . A 3L T LA
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(1) ¥ OS Loader 3L {4 bootmgfw. efi H iy 4% A load.
efi,

(2)7 UDK(Rl EDKIL, — 485 & #9 UEFT B i JF & 3%
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A RTR R BT BCE AT, WRF EECR TR
ﬁE H
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2) VA load. efi FEARIER S .

SETAT
if (1 Blklo— >Media— >>RemovableMedia) {

DstDevicePath = FileDevicePath ( HandleBuffer[[i], L“\ \ EFI\ \
Microsoft\\ Boot\\load. efi”) ;
Status=BS—>LoadImage( TRUE, ImageHandle, DstDevice-
Path, NULL, 0, &-FileImageHandle) ;
FreePool(DstDevicePath) ;
if (' EFI_ERROR(Status)) {
Print (L“Press any key to continue loading Windows++*\r
\n");
Input (NULL, InputString, 20) ;
Status = BS — > StartImage (FileImageHandle, & Exit-
DataSize, & Exit Data);
}
continue;
}

(3)ESP 43 X J&— ™ i 431X, #E Windows R 45 H 7] LA
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The system time: 2015-0%9-27 15:10:30
The current random number: 235642
Please input password in 60 seconds:
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OpenDirectory. ..
Name:readme. txt

Name:123.TXT
The File may be a virus file!!!

Name:test11.txt
The File may be a virus filetit

Press anykey to continue...
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