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Cooperative Address Knocking Based Covert Authentication
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Abstract With the development of cloud computing, it is inevitable that many security problems arise. Unauthorized
service access is one of the most important threats. Based on the new features of IPv6 address, we proposed a new net-
work security technique called cooperative address knocking, which can be seen as an undetectable authentication, It is a
form of host-to-host communication which relies on deliberate communication attempts from some cooperative nodes,
These connection attempts are monitored by a daemon which interprets the interface identifier of destination IP addres-
ses as information. The theoretical and empirical analysis demonstrate that CAKCA scheme can effectively conduct un-

detectable authentication and prevent the exposure of existence of the important host, The theoretical analysis and simu-

lation results show that the proposed scheme can effectively improve the level of network security.
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