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Semantic-based Access Control Approach for Software User
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Abstract The access control model widely used in the application software can’t dynamically change the resource ac-
cess permissions according to the user-context. This paper proposed a semantic-based access control approach which rea-
lizes the dynamic authorizing to users. Firstly, we proposed a user model and a resource model based on semantic infor-
mation, built the foundation ontology for the user model and the resource model, then defined a set of semantic rules and
inference rules,and designed a decision algorithm based on semantic reasoning process. The process of the approach is
that receiving and analyzing access requests,obtaining the related user information from the ontology knowledge accor-
ding to the semantic rules,and invoking the decision algorithm to generate the final recommended results. Finally,a case
of comprehensive disaster reduction system was studied to validate the effectiveness of the approach.
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BERSY B AR EE R HABEMANMNEZERELR.
OWLEFERARN LRA—EWRERYE, SN 8 x4
OWL 7E#ikfE 7 EMA R . RIF(Rule Interchange Format)
FUNE T 2 W3C MBSTHEERE, KB TE XM P AR
MHES ZEAHMNES, RATMEEER OWL 5 RIF #X &
2,15 X N 3L 5 5 (Semantic Web Rule Language, SWRL)
2 OWL 5 RuleML(The Rule Markup Language) %54, fE
BRAEME OWL &5, B4/ SWRL #iE#
AW,

ETULARAXRE T NMETELEERAPE
RIAGE AL, A F OWL R4 A KR F B A4k, Ak
HRAPEARMREERE WS R XRURAPE
R EER 2 A R R 7R B ml b {8 F SWRL 35 S
EE S L —H MR, 8 T A AT A
BB SCHNR, R T ETE N HEESERNAEE R, Uil
R R P VTR E R, BB E R A AN AR
PRBHEXMAP LT XERS AR EERR B AP
PR Z [ BT R KR .

AXE 1 HRARE TR ESHRDIILE 2 FTA4HWER
SMHKHFER , H S F W TIESHITI 58 3 Wit
BT RAAER R M 4 WRE TETARE
FIREEEALI ; 58 5 WIS T BT IE LRI RNAEE
2558 6 WRABMRRERFIRKIET R TR AERE: &5
AT B HRBARERBIR TAE.

2 HBxXIE

HF M ariiaEH (RBAC) BLEY i (a1 H SR 28
THAY, Bl )5 Ferraiolo 3 RBAC R #1T T £k Bk, #i
EinseE™Y, RBACHBME T HE EYREH T TR
AR EZ 2RI R H RS E R SR BEREW
KA BIERE, EABAREERYMGNVEREFK
BHAPRAE,. ARBACIT #AEIXT RBAC #RIBHIT T MR
B, BA R AR F A RBACEEX K A SiHTEH, A
BHBERMET FEEMTY B, ARBACI9 #ENME M/
RS R EMBILFE, R RFWT T BRI REE.
FiJ5 » ARBACOZ R H T “HR "M, AP RS
MEMEMMY, XETHFPAG. AGKRITRHRE.
RBAC 8] F AR FRMPR R R E =M UIRAR, 2
BT HEBRBKRMGER, CERREENR AN E KM
WHER.

EFB AN ERMIFET RN EZ S MR
RIS, B B AT TR R PR IR BRI T MR
BF3E. TMAC(Team-based Access Control) £ 40 D) B BA 24
Bl I FRIX — 3 B S AR ST 40 A IR o X UM B
L FM A FEEFR., TBAC(Task-Based Access Con-
troD BBV IR$E A P TAE IR AP BT AT IR S5 8 B P A BE AR )
BB IR DA A1 AL PR , R o T AR 4B A P 7E TAE TR P AR AT 01T %5
Sl 175 15) B U5 A4 o) BB T 1 AR 45 1T 3R A4 U 1) R B AL (A
Service Computing oriented Access Control) i i1 #4 3 f} 45
BN LA E] B L R AL, SRFR IR 45 BT B B 1A (5 4
RF,IREE R 8 #5456 Rk H R 45 2 B A E D
B, b RAE R BRI 3 3E I R 48 IR P U R TAE S 5 3
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AR AR B 2835 SCH AR B 35 18] 2 0 R .
DR RS Yot ANV HLIE R L b Bt Bug = NS N ]
B AR AL AR 43 S 78 2V 1) AX BR #0352 BR 377 [l AL KR
AR A Z 18] 84 5% 7 i 5 U ) 4 S M0, SE IR T 4R EE B9
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FEMEREAANE., HRTREA —ERENREHEE
W, K E A S R Gruber 7 1995 ER H # 5 &KkHE
W DBABRMERE W 2) T8, 3D -8B O B
5B/ SR AR SCRIEX 5 S HE N HY 2R A P B B Fn VR TR AR Y
FEERl A A,

EX 1 BEMAKE N -4 WHT4H IR,
RULE), B, CRRAPEENRREMP AR ENE
AV ERC FEEMENES;RC BAFEMESZBIH X
AHE A RULE FRE R AR 3 BRI

BN 208 &%) C={User, UserGroup, Role, Depart-
ment, Resource} , (2 T E i A EEF A TE.

EMX 3(XEHSE) R°={hasRole, hasDepart, hasGroup,
belongTo, userRelat, departRelat, resourceRelat, canAccess} ,
HEREMWEAET X,

(DhasRole, hasRole R P MABZEKFTREXE.
it user={x | x & User B ™M&E}, role={x | x £ Role B§4~
{&} . hasRole(user,role) R user A A A role,

(2)hasDepart, hasDepart 278 F P2 fEB17] 2 16 & Br/g
¥ %, it user={x|x & User B4} ,department={x|x &
Department fM& }, hasDepart(user, department) 32 78 Fi F*
user J& T#BI] department,

(3)hasGourp, hasGourp R AP HZ ER R
*%, it user={x|x & User B/ ™M&E}, userGroup={x|x B
4 UserGroup BN &K}, hasGourp (user, userGroup) 7~
Fi P user )& TR 4H userGroup,

(4)canAccess, canAccess R EER(AFHP  HFH.
) R Z BAVTRIREE .. it object={x|x & User
8 UserGroup 8¢ % Role B~ 4K}, resource = {x | x & Re-
source /M) . canAccess(object, resource) FE7R 3244 object
BB IR BT IR resource,

(5)belongTo.. belongTo F&7R R 11 H Bt I 2 18] i Fir )& 2%
Z. iC department= {x| x & Department 4%}, resource=
{z| xR Resource #jM&}, belongTo (resource, department)
FRVEUR resource J& T#B[ 7 department,

(6) superiorOf,, superiorOf /R H A ZE M L FH&RRX
. it ul,u2={x|x & User B9}, superiorOf (ul ,u2) 3
RAF ul AP w2 WLER,

(7)cooperateWith, cooperateWith FE78%07] 2% 8] B9-&1E
*%., it dl,d2={x|x & Department {44}, cooperate-
With(d1,d2) RREBIT d1l F1 d2 ZABFEGIERR,

(8)hasPart, hasPart HARFHEZAIMEETEER. iC 1,
r2={x|x & Resource &}, hasPart(r1,72) H#RFE r1
HERE 2.

i BT ER A B A T AL H R P R R A B YR
R, Bt AR A 1 Bs .
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4 EIEHN

FAPMBRZ R REAR X RETFE NP LT
HE,OWL ERBXRRWEES LF —EHRRE, IR
ZR A TEXFINEST SWRL, E£ OWL 5 RuleML #
854 R T — Ml AR AN B R, RE FEHX
FRFKAEA0Y, B e SCHE AL ) R 1 3R A Ak Y Tk BE
1. ASCEA SWRL 05 5 3k 2 S5 R 48 i AH e )
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EX 4 RULE, = User(7u) A UserGroup(?ug) A Re-
source(?re) A\ canAccess (?ug,?re) A hasGroup (?u,?ug) =
canAccess(?u, 7re)

RULE, RANEM 74 BT LIEH g 3 E TIE7ug
B LA YEUR 7re, AR4 FH P 2w L RT LAV B BEER 77e.,

EX 5 RULE, =User(7u) A Role(?r) A Department
(?2d) A Resource(?re) A hasRole(?u,?7) A hasDepart(?u,?d) A
belongTo(?re, ?d) A\ canAccess(?r, 7re)—>canAccess(?u, ?re)

RULE, ZRRA P 7« WA ARG, fB7 T LAY
B rre, AP 7w BT 2d 3 ¥R 7re BT HI124, WA
F32u B ARl $E R 7re.

EX 6 RULE; =User(?u) A Role(?r1) A Role(?7r2) A
hasRole(7u, 7r1) A subClassOf(?r1, 7r2)—hasRole( 7u, 772)

RULE; ®REAF 0w BE ARG FEARYLEA
B2 MFE, WARP 7w LHE A2,

EMX 7 RULE, =Department(?d1) A Department(?d2) A
Resource(?re) A User (?u) A Role(?r) A cooperateWith(?d1,
2d2) N\ belongTo(?re,?d1) A hasDepart (?u,?d2) A hasRole
(?u, ?7) A\ canAccess(?r, ?7re)—>hasRole(?u, ?re)

RULE, BB A7« BT, AP w A M
rr, A7 AT LAV B IR 7re, BR17] 241, 742 H BER R, B
B 2re BFHEIT2dL, WA F 20 AT LAE R B PR 77e,

EX 8 RULE; = User(?ul) A User(?u2) A Resource
(?re) N\ superiorOf (?ul,?u2) A canAccess (7u2,?re) — has-
Role (7ul, ?re)

RULE; R/RaNRAF 721 B P 742 89 E5F H7u2 7]
RLYSIR) B8 18 2re, MU 7 70d AT LA IR HE IR 27e,

EX 9 RULE; = User(?7u) A Resource (?rel) A Re-
source(?re2) N\ hasPart(?rel,?re2) A canAccess(?u,7rel)—>
hasRole(?u, ?re2)

RULE; RAMNEFF 7 W LA RIF IR 7rel 3 Hrel &
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b, AT 2 B A R ARE,
5 ETENHEIRNAEHE

TR ORI 69 A B SR AR B B i Rl
KORBAEERMAFEERSHREER. RERIEEN, I
BRAAEDIRPEBREGHP FREEAXKOEERFL A
FABAPRBRITE. BERHELRE BRSSPk
FRAER A AL, 15 P SR IERIMTIRAR LR IR
EE5E., RS R DEA PR U7 R 8 PT A %
B 2) R E—RIR T AP .

3t ERIER T TR AR HERE.

BREAEHAE R RBEAREREE A EE LSS
FBIMRMEARRE  HERE | WEABREZEXWT.

EX 10 BE\EHA KRB BE GetRoleByUser(w)

it user={x |z B User &}, role={x|x £ Role
A&}, GetRoles(u) = {7 | hasRole(u, r) , u € user, r € role} , &
SCT AR I P FTE hasRole X R A B, H SPAR-
QL SEFIEINT

SELECT ?r WHERE {?u.hasRole 77}

EX 11 FREUH 4 GetGroups(u)

it user={x|x & User B ™&}, userGroup={z |z &
UserGroup B4} , GetGroups(u) = {ug | hasGroup(u, ug) ,
u€ user,ug€ userGroup}, & XL T i f4EE F P FZ7E has-
Group XA M P4, SPARQL LB

SELECT ?ug WHERE {?u:hasGroup 7ug}

ENX 12 B HEE £ GetDepartByUser(u)

iB user={x|x & User B &}, department={z |z £
Department fJ~44 } » GetDepart (u) = {d | hasDepart (u, d) ,
u€ user,d € department}, £ X T i & 45 € B 72 7E has-
Depart £ 285817, H SPARQL £ HEAIUNT .

SELECT ?d WHERE {?u:hasDepart 7d}

EN 13 HBUFRIRE GetResources(o)

ic object={x|x #& User B{# Role H# UserGourp #J{
1}, resource= { x| x £ Resource A&} , M| GetResource(o) =
{re| canAccess(0,re) o€ object, re€ resource} , 'E XL T FiAE #l
RERP AAREH P AR canAccess KRB HE, H
SPARQL SEFEAINT

SELECT 70 WHERE {?0;canAccess ?re}

B 14 BITEIIIEBUEFESE GetResourceByDepart(d)

iE resource= {r | r && Resource #1~4%k } . department =
{x|x & Department /M4 } , GetResourceByDepart(d) = {d|
belongTo(re,d) ,d & department, re € resource}, 58 X. T T H
FIAFEIRITFEALE belongTo X R MBI, 3 SPARQL LI iE
AT

SELECT ?re WHERE { 7re: belongTo 7d}

HiE 1 REAFP RSB UIRIATE SR
ﬁﬁ/\ H ﬁiF' user
Hith BT A BEVT B BT IR Resources
1. Groups<0Q
2. Departs+—Q
3. Roles<-(

4. Resources<Q)
5. Gourps<getGroups(user)

6. Departs<—getDepartByUser(user)
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7. Roles<+—getRoleByUser(user)

8. for i=—0 to Roles. length

9. ResourcesR<«—Merge(Resources, getResources(Roles[i]))

10. end for

11. for =0 to Departs, length

12. ResourcesD<-Merge(Resources, getResourcesByDepart
(Departs[i]))

13. end for

14. for i=-0 to ResourcesR. length

15. for j«-0 to ResourcesD. length

16. if ResourcesR[i]=ResourcesD[j]

17. Resources<—Merge(Resources, ResourcesR[i])

18. break

19. endif

20. end for

21. end for

22, for i==0 to Groups. length

23. Resources«<Merge(Resources, getResources{ Groups[i]))

24, end for

25, Resources<—Merge(Resources, getResources(user) )

26, return Resources

FIEHE 2 2REIMEABRIEEX T .

EX 15 RBEFIRIREER 1 GetDepartByResource(re)

8 resource= {xr|.xr & Resource fJ/]~& },department=/{.r |
x f& Department (] 4~ {4 }, GetDepartByResource ( re) = {d]|
belongTo(re,d) ,d € department, re € resource}, & X T i &
FHRE FEIRAELE belongTo X R YT, H SPARQL LI
AN

SELECT ?d WHERE {?re:belongTo 7d}

EX 16 BEEHEIBA AL GetRoleByResource(re)

it role={x|x & Role B/ &}, resource= {x | x & Re-
source 44 } , GetRoleByResource (re) = {r| canAccess (7,
re) ,r € role, re € resource}, EX T IF B MFERBHELE
canAccess X E A, B SPARQL SLHIERMT .

SELECT ?7r WHERE {?r:canAccess ?re}

BN 17 BEFIEHREH P4 GetGroupByResource(re)

it group={x|x & UserGroup K™k}, resource= {x|x
£ Resource B & } , GetGroupByResource (re) = { r | canAc-
cess(ug,re) ,ug € group,re€ resource} , & X T i MG E R
TRFFFE canAccess KRR P4, H SPARQL SLHEHIUNT «

SELECT ?ug WHERE {?ug:canAccess ?re}

EX 18 BEACIKRAHPE GetUserByRole(r)

i user={x|x & User 84~ &},role={x|x & Role #
AME} , GetUserByRole(r) = {u| hasRole(u, ), u € user, r &
role} , B X T B A F145 € fi (A7 7E hasRole X R A - K
SPARQL SLHEHIT

SELECT ?u WHERE { ?u: hasRole 7r}

EX 19 BREFBFIIHREBUH £ GetUserByDepart(d)

ic user={x|x & User i &}, department= {r | r &
Department f 44} , GetUserByDepart (d) == {u | hasDepart
(u,d) ,u€ user,d € department} , 5 X T FFE #4sE 5B IETE
hasDepart X Z M, 5 SPARQL SLBUEAIMT .

SELECT ?u WHERE {?u«:hasDepart 7d}

EX 20 MEMHFPHKBRAFSE GetUserByGroup(ug)

it user={x | x & User B &}, userGroup={x |z 2



UserGroup B4} , GetUserByResource(ug) = { u| hasGroup
(u,ug) ,u€ user,ug€ userGroup} , E X T FIIEEH A
FFAE hasGroup X R P, H SPARQL SEBUEAIANF .
SELECT ?u WHERE {?u:hasGroup 7ug}
EX 21 BEERHEEBA £ GetUserByResource(re)
it user={x|x & User B ™MAE )}, resource={x |z £ Re-
source B}, GetUserByResource(re) = {u | canAccess (u,
re) ,u€ user, re € resource}, EX T A MEBEERBEELE
canAccess X R M F, H SPARQL LIERINT
SELECT 7« WHERE {?u :canAccess 7re}
k2 mepRE—-RENA RS
B ¥R resource
W TR BBV AR IR A P 4 Users
1. Groups<Q
2. Departs<Q
3. Roles<-Q
4. Resources<Q
5. Gourps<getGroupsByResource(resource)
6. Departs<—getDepartByResource(resource)
7. Roles<—getRoleByResource (resource)
8. for i=-0 to Roles. length
9. UsersR<-Merge(UserR, getUserByRole(Roles[i]))
10. end for
11. for i==0 to Departs. length
12. UsersD<-Merge(UserR, getUserByDepart(Departs[i]))
13. end for
14. for i=—0 to UsersR. length
15.  for j«=0 to UsersD. length
16. if UsersR[i]=UsersD[j]

17. Users<—Merge(Users, UsersR[1])
18. break

19, end if

20. end for

21, end for

22. for i=—0 to Groups. length
23. Users<—Merge(Users, getUserByGroup(Groups[i]))
24. end for
25, Users<—Merge(Users, getUserByResource(resource) )
26, return Users

B E 2R B R A R B % RO B IR A
¥R m, FERMEECR r BITHMEBCR d, P AR
H9 u, TAEHBANEECH g. B n=max(r,d,g) , MEHE 1
B EREE AR Otmn) , B 1s 2 BT E 2 ERMN O

(un)
6 ROINA

AR ARG AWK = MEERS A RLE, Bing
RERESWRS AR EDREBRK ., REERER,
A WITATA GRS B B IR A 6O R E IR,
PRIE B % TAEIRF ST MEAR R, ERERERN, £
7 B IR BAR B UME , 8 % & 881 89 & R MR AT 45
BOTALERAG HERR M R A R, R R ABUE B LA E B
KA M/ K E M X Rk . AR SR HH D [l il O
BB AT T X —T B h A E—EBRE LR T _EARE,
B TR B L+ E A A SRR E R EAE N Rl
e,

DRRERFS, TEBERI A= BN ARRE
B H IR A BT AL BT T8 2 A 2K E0E, T E R A%
IS R SR . TR BT SR S TUT RS,

YREFRER BUBRET SR ENGER, FHIF
EMHEUME, R ARSSEN AP AP BT EE
B & LB IATEEE AT AL IS K RIS A iR
6.1 itk

T AERE R TREF RS EMARSITT R, AR
BT R S AR R N F

£5 15 Role B F2F : Director (FB 1T E{E) . Analyst (4 #7
i) Evaluator (PR 51D . 4387 U 7 3% 40 07 I 4R 98 » 26 AL T
PPAH B s YAl 53 7 5T b 38 BOVEAG 0808 o A U TTAG 8088 5 351
FERFTEZITHEEE.

B Resource B T2 % : CompreReport (£ &R &),
EvaluateDate (3FA %7 32 ) . AviEvaData (T 25 ¥E4% (48 ) . Sat-
EvaData ( I £ $F /& 3 #) . PreEvaData (T 7¥ 14 $( #8) .
AviPreData(fi 25 T VE i 38 ) | SatPreData ( T & Wl 3E i #
#) . InitialData(FHA SR . AvilniData (723 [ #4508 . Sat-
IniData( T 2R #3%38) . FieldData (LG EHED .

EB1] Department By F 255 : SatDepart ( T E 378 B &) .
AviDepart(Ji 2 BEB) .

¥ RMSIRAEME 2 FixR.

r
%

A2 WaTmRAE

6.2 MK

AR FE A Y ST, AR RV I TR B X 114 1 Y
BT RE S ME, O MIRER MER X R4

User={U, ,U: ,U;,U, ,Us ,Us }

Department={ D, (B 2B , Doy (B }

Role={R, (FBITEE) s Roa G370 , R GEALE D}

UserGroup={UGg.. (M2 4H) )}

Resource={Recrr (45 G 45) » Remn AL L) » Rearp
L TR BB » Rewp (T B VA $038) » Repep (HUIF 1 B2
1), Reapp (2 UG EAR) , Resen (D E TIFAG IR » Re
(Eﬁﬁﬁﬁ) » Remp (ﬂﬂ%ﬁ%) s Reain (ﬁﬁ?ﬁﬁﬁﬁﬁ) » Resip
(PEFHEH)

AMMARIERTT .

hasDepart= {(U,, Dy, ), (U;, Dy ), (Ui, Dy ), (U,
Dyi) s (Us yDai ) s (Us s D D }

hasRole={ (U, Ry ) » (Uz s Rps ) » (U3 y Rea ) s (Ut y Ry ) »
(Us sRaa ) s (Us s Raa ) }

canAccess= { (Ru » Remp ) s (R s Rep ) s (Rew » Repep ) »
(UGgne sRem ) s (UGEne »Recrr ) }

belongTo= { (Resep s D ) » (Respp » De ) s (Resip s D ) »
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(ReAED ,Dm' ), (ReApD ,D,m‘ ) (ReA;D ,D,m' ) }
HAPEaMEH OWL #HR W T -
(User rdf: ID=%U1")
{hasRole rdf: resource="# Rdir”/>
(hasDepart rdf; resource==*“ # Dsat”/)
(/User)
(Role rdf:ID==“Rdir”)
(canAccess rdf; resource=* # ReED"/>
{/Role)
(Resource rdf;: ID=“ReED”)
(belongTo rdf; resource="* # Dsat”/>
{/Resource)
(Department rdf:ID="“Dsat”/)

6.3 LIALGIE

A MRENERM L BT RERENEARS
BEUR [E] B DA TR AR BR 56 FROR I E 5 Bk A8 Bt .

ERREREN, DERBRHANZBERRNERH U
=) ER 1T B AR R BT, SE R I T RRE B LA

LR R AN, BT R EMEYME, 31T Dsat # Davi
BUAEXR:

cooperateWith=1{(Dy; yDpi ) }

BRI am e, AP ULUs U MBS AP
He;

hasGroup={ (U1 yUGgn ) s (Us yUGBne ) » Us yUGpne ) }

R BT XS SRS Y AP SRR
] BRI R R R, SRR A Rk 1 s,

£1 ZRER
MEX %
H A kR AEKRE KERESE
User hasDepartment hasRole hasGroup  canAccess  hasGroup canAccess

U; Dsat Rdir ReSED UGEme ReSED, ReAED, ReCPD
U; Dsat Rana ReSID ReSID, ReAID

Us Dsat Reva ReSPD UGEme ReSPD, ReAPD, ReFD
U, Davi Rdir ReAED ReSED, ReAED

Us Davi Rana ReAID ReSID, ReAID

Us Davi Reva ReAPD ReSPD, ReAPD

ME 1 HHEREERTH, ERZEKEN, TEZRBRE
2 B AR S F P U RER ] R AR SR BE VR, SE RUER )
WE ¥, EREXRER,Us TLAVIE Rearp ,Us 7T
LAVl Resep » 3F B Us ,Us BT LAV[R] Rerp , B I, Us »Us T RA
£58 5317 Rearp » Resep 1 Rerp » &£ X Rearr (B AW E) . Un
AT LAii1E] Recrr » BEHERT Recrr EATH . TR REBH KT
HEALURE R P BT ORI A BUE M A XT B R B VT TR AR
LI R AR ER MR T RGR P MER.

HRIE AURE—FETE LAWY H %,
X T EmE AP RS AR R T B
AL, AR S T B E AP A BT IR A U5 (R A R G 2R A 1)
ERE, TRTREAF ETFXIHAP#THBEN. FE
WREEWRNARERPIRBIEZ T ENE SR, LKL
RER\ZFEZFHFREHP LT XHEBRER P W REREN T
IFABR . BT ERA BB Y R, X REEE N = R
TEAEX U R R R R 5 Sk H T — SR .
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