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Improved RFID Authentication Protocol with Backward Privacy

LIU Dao-wei LING Jie YANG Xin
(School of Computer Science and Technology, Guangdong University of Technology,Guangzhou 510006, China)

Abstract In the application of Internet of things,aiming at the security flaws of existing RFID security authentication
protocol and low authentication efficiency, this paper proposed a meet to RFID privacy after two-way authentication
protocol, which uses Rabin operation of one-way encryption algorithm to solve the problem of synchronization and later
to the privacy,and uses random number to keep the label information of freshness. BAN logic method is used to the for-
mal agreement. Compared the security and cost of the proposed protocol with the existing security authentication proto-
cols, the results show that this protocol not only has the anti tracking, anti brute force crack,and anti replay attack etc,

but also because of the reduction of the gate circuit, reduces the cost of protocol,and is suitable for low-cost RFID sys-

Vol. 43 No. 8

tem.
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