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Abstract Deriving sufficient conditions is one of the important technologies in the differential mode attacking. In this
paper, turning the problem of deriving sufficient conditions into structure of linear equations in F;, using the judgment
theorem of linear equations to determine the correctness of the sufficient conditions derived by each step,a new algo-
rithm for automatic deriving sufficient conditions of SHA-1 hash function was proposed. This algorithm is equally appli-

cable to derive sufficient conditions in SHA-0 which has similar structure with SHA-1 after appropriate deformation.
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