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Abstract

research of Web security issues. A detection mechanism for Web -based malware based on behavior and semantic analy-

How to improve the detection efficiency of Web malicious code has always been a problem to be solved in the

sis was proposed to detect vulnerabilities in XSS, ActiveX controls and Web Shellcode in our paper. Behavioral charac-
teristics was extracted and the detection engine was built to realize the correct detection of vulnerabilities in XSS, Ac-
tiveX controls and Web Shellcode, and the forensics of Shellcode attacks. Experimental results show that the perfor-

mance of the new detection mechanism for Web-based malware has stronger detection ability and lower missing rate.
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