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Unknown Bit-stream Protocol Classification Model with Zero-knowledge
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Abstract To solve the difficult problem of unknown bit-stream protocol identification with zero knowledge,a protocol
classification model was proposed. Firstly, this model calculates the approximation of parameter K and the initial cluster
center using the inherent features of bit-stream, then uses the improved K-Means to cluster data set into different clus-
ters by specifying the parameter K and the initial center, and finally evaluates the results of clustering by a hybrid evalu-
ation method based on information entropy. The clusters with good evaluation results can be marked and used to study
further. Testing data set published by the Lincoln laboratory shows that unknown bit-stream protocols can be classified

with high accuracy by this model,and the evaluation method based on information entropy is also useful and effective.
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