$43% B TH

it B PR #

Computer Science

2016 4£ 7 H July 2016

—MAEXE LR ERBNEREP T
RBATHAETENS

¥ N OMRE BFHE &5 A
(A TFHBAFREFR  HD 11405D)

B E BHEPERATIAWSN AN HEHk. T ENFRAREAMBTAAZHEEAENZLREST4H
KEGNME, B E—FELHHATHATENS ., ZRHNOE ML THEADK TG R TREFE %, 5T AR
HABRERND EEARFON LN, ATRIGEFLS I TEEOETATENN, A TRIERXABE
ELMN, BIAEATEATOMEESETHAHRELTN . REFRABLAXIREDFEEFPHABRLT LK
HEHE, AT EHREE RSO Sfd Atk S MET S EPBahad, ZAHESETREALHEA RN
EFHRATEN Y, A, EZH TEZALLTEEN BARBRERLS AL LR RE, B iE 54T
BEAHEN AR —FTRETEFTHENORER T TN, 20t b 0,2 B s EL 4 Hfe
FeiF @B ToRGREERETENN,

XBRH FHTR,ESE WON,BEAREED, EF, E54

hEES#EE  TP393 XERFRIARE A DOI 10. 11896/j. issn. 1002-137X, 2016, 7. 027

Secure and Efficient Hybrid Key Management Mechanism in Heterogeneous WSN

WANG Gang SUN Liang-xu ZENG Zi-wei YANG Dan
(Software School, University of Science and Technology Liaoning, Anshan 114051, China)

Abstract Key management is crucially important for all security goals in WSNs, For solving the security vulnerabilities
and heavy overhead problems of the existing key managements in heterogeneous WSN, a key management mechanism
was put forward. The mechanism includes an ECC-based lightweight sigcryption algorithm which can not only cost less
computation and communication, but also have better forward security. An entire cluster key management protocol is de-
signed based on the above sigeryption that can ensure the communication security in the cluster and use cluster base key
to generate the cluster key in each cluster. The employment of cluster base key can effectively avoid all SNs being inva-
lid when CH is captured. To adapt the dynamic and scalability characteristic of WSN, the cluster key can be effectively
refreshed and maintained by utilizing the cluster key refresh chain. In addition, a cluster key security management model
was proposed which can self-adaptively refresh the cluster key according to the change of network environment thread
and further improve the cluster key refreshment performance, The contrast results show that the presented mechanism
is better than other existing mechanisms in terms of security and protocol performance.
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