¥43% T I Vol. 43 No. 7
2016 £ 7 A Computer Science July 2016
BT TrustZone FIELIRFZERRARSEN

g MW
(REEEEALBRE KA 610041)°

B B XES
(B FREAFELEERETREER &M 610054

H OE MAEBEEANBALESRLREETHORELA  HEAHAA LN L LRNMLE BT R, AXMBEELS
P iR #2428 F ARM TrustZone &4 EbLH, B B T — A T TrustZone ¥ I SR L 2R EH R fe
Fik, AABKRAANBRFRET THEHAFRE, ARIELHITE LG RLL2EAG EEERF A E, B, R H
B 5 SR IEAB MR AT I, B BB % TrustZone BH ¥R AR R P A M HIR, I, FE LT 88
B oAl , At — S ARHAMBEA BRI LN, B R HFERAT - ARERAABENRE KRS
FikOA BN, FRERERAITRBGR AT R R TIHY,

XEE  TrustZone, I HRA] , &M, W LB, SAX AR

hEZESEE TP309.2 XHFRIZEE A DOI 10, 11896/j. issn, 1002-137X, 2016. 7, 026

Research and Implementation of Fingerprint Identification Security Technology Based on ARM TrustZone
YANG Xial? LIU Zhi-wei’ LEI Hang!

(School of Information and Software Engineering, University of Electronic Science and Technology of China,Chengdu 610054, China)!
(Science and Technology on Communication Security Laboratory, Chengdu 610041, China)?

Abstract The security of fingerprint technology itself is becoming increasingly prominent with its wide use in intelli-
gent terminal device. With the security extension mechanism of ARM TrustZone, the technique and method of finger-
print identification security are put forward based on TrustZone to enhance the security of fingerprint identification for
intelligent terminals. They provide trusted execution environment for the fingerprint identification program to ensure its
safety in executing and prevent malicious code attacks. Meanwhile, the fingerprint data and fingerprint feature template
are encrypted, the key is put into the secure area protected by TrustZone in order to prevent it from stealing. In addi-
tion,a secure channel for fingerprint data transmission is realized to further ensure the security of sensitive data trans-

mission. At last,a prototype system is designed and implemented to verify the validity of the mentioned technique and

method. The experimental results verify that the technique and method proposed in this paper are feasible.

Keywords TrustZone, Fingerprint identification, Secure storage, Fingerprint matching, Embedded system

L4t 4 RN H 25 RA BTN TR LR,
TEBRIDIBE ERE A Fe, R R B HSRE. 2540
FEWFAARTEEHHEES R ERTFE I, fi & 58
BRI, AR KRR ET H R ZHFR. HE,
BRTX TSGR AP RAE BRI REA RN F
BRA%.

R TRPIBLEGRAN ST R T 2, B IH I8 8UE B S
B &3XEHT TrustZone' 55 B BB ARITE T — A {E
IR B BT IR IR 2 6255 H) . TrustZone H AR
M CPU WA EE R T ZeEHLE 8 ey
HESE R BIAL PRAS B, FR B PR SoC BB AR IR, &
13 AL F A X3 A B BB A R 2R E K s iT
T EERAE R 5 (41 Android, Linux 48) 3 38 X 3. Trust-

B H #$1:2015-05-28  a&{& H H#: 2015-08-17
FOO)¥5H).

Zone WIREFIEM BRI T SHESR , T 17 & BE 4R A0H
BB AREEERM . TF TrustZone § AMBA3 AXI 84k
FaE H B RE 48 48 T B R 5 X SR 14 T T 1) B & K A
B, KRR ZLRE BN UARERE LS
P REIALIE RS W L IEAT R 2V S MERIE RS, 7T LUIA 3
AR B AR LE .

A CRBEA BTN SORNEE. £ 4B AR EREN
BEYREAR, BITFHF LTI T —METF TrustZone I LR
HELERBREA R T~ S R SUR S R 2
WRHFR. ASCESE ARMABBHELYT BER, KX
SR ABITRBRERROZ A BMETHMERREE
WL LR, B ELUERBERBWHRLOANEF BT TR
B XS AT R MR FTE BAT IR B o, (R T BUR A At B 2

A 30 % E R # E A% T (M1401060112ZX0103301) , B 2R 37 # 3 %) (2012BAH44

¥ BAIS) . I L, ABE, TEHR TR ARARRA. U HEIHTE AR BERR L BB A%, E-mail: xyang@ uestc, edu. cn;
REMEA988—), B, WL, FERRF M ABMARBERELSEEMER BT #11960—), B, 842, -4 500, TEHRF A VRAR

5.

+ 147 -



£ TR BURE R SUHE SR S SRR TN S, R
B HEHFECEFE T Trustzone R R LM HE P, EP T
HURE B T2,

1 HEX#R

BRIk AR & LN ARELORAIB R X B R BITE—
MR —-HHAMRGEZ L, NN B RS B EBRE.
X T4 BB 48 5 9 8 BUR BT 5, W R 8 0 A 5 R X0
HIFE L R 5 RS 0 B 1R BUR B B, SR St # S R
KAE FRALIE RRAF R B R I Fe 5 2 TR, X uie a4
BTSRRI Android @SR T, Wi X T 45 8OX
BRHE—-EYRTEERN S, HEREBARA THER
SR, BERT AR RT SR B A T R A L IR R TR AR .

XER[2, 308t R M Linux Bl A KRB & 4 BT
SORBIE PR — M A IR BOR B R G, (HEXT G
WO EA R, (UUR BA T8 80R S B e SCEk
(4 JER b B B % R B SR R B &0 W18 8k
YR SNEREAREE S E—ERE LR THPWEL
B, Bl T8RS R F S AN AR FETER—1 &
GIRET BN ELRNIESCRE BB M EE S,
RERT B TE G TE B B BT TR M XU .

ARM F 2004 £EHEH T — R 2 J7 R B ARM Trust-
ZoneZ 2V R. RESEMELU T FARBERENEZ S
.

(&L RIEMEE XSRS, TR E 2 XSRS
ok 5 BB XM RSEERE .

(2) BLAL BB .0, AT AR T I — 1
TFETEERE . A TMHATETLERE, N THA R
I T SO A A, B A R 0 R BB DR
BHRERE, MESABIRZLOW LB R RED AW R

Q) ERITERZ LTI RS RS T,
A EE D EENE LA E F 788 (Secure Configuration
Register, SCRY{ NS A, RAF IR M GRS ABHRE B L L. T
HAMUBEWEATERTUAIRT—KLTHES
Secure Monitor Call(SMO) , s F i@ i — B4R EILH,. B
SMBATEAE L B & 24 IRQ.FIQ U REIEF I R EHIER
BCE B ML AR

M BRI BB IR TT R E , T ARM TrustZone Hi AR
HERTILEET ERWFILGS. flm: ZEK Galaxy &
%1 .iphone By Secure Enclave DA f& B i@ ) KE b B HE
FRRAZREAR , RUAEFRE 2SO RBLRIAT .

&1 X3 CERL2, 3] FEFERY IR, O T 2E Sk IR SO B Th 8RR
WHR TRINGRIEH A BEFEENESE R —MET
TrustZone M SURBI R MR TR, BB T ARM
TrustZone HZ 2P BHLHSLI T £ 4 Kl i KR MR
B, ool &2 2 K EAE R 7] {5 #8147 3 3 (Trusted Execution
Environment, TEE) , 5174 & M B 2 BIER G (T-090!, ¢t
BRI EBIEREPATING & 2B R RPE DL L %
P, BB T F P AR R OR R SUR IR R R,
FEFARAE TS A E— A PIRE 038 805 B BB BB IR 7 AT
BERA A,

¢ 148 -

2 REWIELGHRAGNELR

A SCEERTHA T VE P BY T TrustZone #2581 R B AL 41 F0
E bR %4tk B 41 47 GlobalPlatform Ff % 76 9 ] 1% 47 5F 3%
(TEE)FRHES B T — A5 1E RRIELE Trust-E, 35
FTFERT —1ME1TF TEE P ML L BIERK (T-OH,
T-OSBERZLHABR.ZEXHRE.Z2EEIH. L2
GUI, DA TUI s, A30HTF Trust-E 248 H T-0S
R T P ELHIBEORFIELR, LT HECGRHRRB
S5EHERBHYREET, B SRR aBE S EREN
FEMEZS (AP B, A RO IE T B BB F XSS BT, 3
Bir T st B R R e,
2.1 1\ RLIERRIT

ETF TrustZone & BEAMIBLUR A Z L RFER (A
ADREEE 6 KRS BT TFTHEXBHELCRANER.
BT TR E XIR A1 SUR B T 2 AR 45 | R X B8 - i g st
B R X R SRR IR S R SR A NG
A FREE R RS SR SER.

TTT T T s T - ;
i e Z LT ; (RERE) i
: FX2RERR | ZEREAR ;
U [Xe | e | | Eexe| [Eses] |
| LA i | Lee | Czems] |
; e == =g |
|| [rrszonewmesms| | | [uns] [#x][zeza]l
! VlLer | (sl me §
i ¥ t
| |
| |
| \

] = ¥

LR P S

A1 g REREIER

T E A ER GRS T RE AL B AR

(DOIBECEHAIER

HBYORMBR T THE R, W R T L
SREBRIERA (W Android BRIERAS) ., BT HIELLTE
Al PAZ SR A R AN AT U R MR ZE TN FERF,
FHZ RGN ESEIFREEAME. SHEWIFE
LU BB R EGRESBRB AP I ERER,
HEELBERFEREERUKBHABEHEOIEESA,
ZEFIF AES-256 38R0 % B k0 K Kk 5 18 st E /R
FHAT ML, 3§53 Android 5 T-0S 2 a6 Z 2@ E L
HEE L ERAEREREAR. . BEALEXHRES
H#ATH 64

(OIBBUR AR LR

HBEURNELERF BT TRE X, AL KR E X 82
18IBFTFERR Trustzone AP ERIERF(T-ODZ L, %
FGIERAE R EFEE5ETH. Z2RENRTE
R REE T Z AR AR EILE R E 2
KBRS ERRRAWFERSE 24, ARBENWELSR
FiHR. BITERAE FNBLSORNZERFEBFA TR
FEEUBEEAI AL TR R AE 18 B AR AEBLAR A hn S5 FE B AR AE DT
Br S LR B B EERAE , AT TR RIGEURAIN B E L,

(€O)iiE: 7 8:8

PWRE R A EES, RS B E B AR X
AR LN SURFEARAR AN AL 38, RIS AE R 5 SCFE



LR RGES R — R WIS IERAR PR TEHR 4L
VCECHY BL R B N 5 SURE BRIR BUEAR SR 5 T BRI L 5
SRAEFIHIHE S ERAF AR HgR , SRIGIR QIR B R

(DT LTFEEER

PR X kMRl R T-0S W& 23X
R, TERM 3 ThEE. D Tl KIS F R e BuE
T, T BRI A B N SR BEA TN 5 2) AR
B XS SR E B4, F T SO E R n 25 7265
3) MR X AR et T B IE B I R 274 .

(5 T2 15 %0E H

B 1 B3 H A B G EENINEEREE B2
E K TR SR B T 5 FR B X T S0R H & 2 IR 5
ZE B ELEMTR, AEMERA N FERANELER
BRI

WL AR S B S (A RIR YT ) I AR R B B AT
EEMBRIRET , AR ZLBRERAE SR LERERE ST
ISR YIS FERE R R et REFERBITRSELR.

2.2 $EYLAYRETEE BT

ARERMESOAN REM Z M, AR T —ME
F TrustZone BTG EERFIZ SR R OLE 2), Bk
& 4 MEHL: 1) Android 3% B9TEEUR IR A ¥ (FP_App) , 3
EXTHRZLBEER G (T-09 g — H# ID F7 1R (dest_
uuid) BB A SR (FP_ENCRYPT) . $iATH5 B I R
B4R (FP_MATCH) ; 2) TrustZone X g i3k , H & B
Pl BME— F P ID(client_uuid) FI iR 5 & 3% ID(session_id) ;
IS 28R, i monitor_smc_handle BR¥{f1F Android 5
T-0S 1 £ T XRAF MU BRIE; ORLRERE(T-09), K
RUL 2 HEEERBIR S (FP_service) TS BIRMEHIE

—_—

Y.

TaskDelByID(session _id)

(OB £ (Pkey) KL K A T BUREIN2E B A FAEH Y (Ku, K,
[ e e e,
1 Androld FP_App TrustZone X 5 Monitor AR R HK(T-08) |
! dest_uuid client_uuid monitor_smc_handle FP_service )
| FP_ENCRYPT, FP_MATCH L+ F X (context) session_id, Pkey, ku, kr :
: Start_Auth(# #4%): \
|
E ® Open_session(dest_unid, ... generate_random_uuid(client_uuid) dest_uuid¥7? #it, W &*}%ﬁ' GO 3 :
< v |
: Get(session_id,client_uuid) NSz #|¥| LT Xk F MRS FP_servicest i Bl session_id :
|
: @ Invoke_session(session_id, client_uuid, FP_ENCRYPT, ...) (session_id, client_uuid, FP_ENCRYPT) | #f :
i N !
| i I
! S NSHLAN LT X% i, MERAE N i
]
'® Get(Pkey) I L 4 TaskKeyReturn() !
« [
| gD !
: Ene,(M=3£0 5 X(C) :
5 @ Invoke_session(session_id, client_uuid, FP_MATCH, C, ...) (session_id, client_uuid, FP_MATCH) #| ¥ }
v ]
| SR NSHLHHF LT X0 Hit, WRRAERAT |
| ® #%: DpkeyO=-M f
] P BUSAE M ( Extract(M) ) =T 1
i EMPB: BB BE: Eu(T)=C HCEEHM |
: CEH B MBE: B%: DI(C)=T 1
: ® Get(similarity) KR HLARBE SHHE NS LT X #k VerifyMatch(T, T') :
: @ Clos‘e;ession(session_id,clicnt_uuid) :
: S HE NS MW7 LT Xk (session_id,client_uuid) 3|87 ? :
! |
| |
\ |
1 J

M2 B8RRI R Y

Android BRI SF I 348 T-OS SR B R 5 2
FF R S5 B, Bz H 2 Vi RSl o s R B E., K
WEHEBZLT 34T,

(1) Android 55 T-OS [ & 2R 5 25 KRNI

B, Android FRE T FP_App M HEFELFRS
T-OS i35 8CR 5 AR 557 #1719 B 89 ID(dest_uuid) , K358 B
CARZE IR A IR 5268 ; KR, V8 FHAT I &5 R 3 (Open_ses-
sion) 32185 T-0S B R 2RF LW, . AR N SENIET
&, TrustZone W47 4 F-FAR IR % FP_APP HMi —%&
F* ID(client_uuid) , 7ij Monitor £ # fJ monitor_smc_handle
BRI 4 T 4 AT #) 22 R B B A A7 25 (SCR) H NS #RiR ALY
HO RRELLIE, 1 RREREATD URRFEIKE LT
L (context), A, T-OS 2HEH P EFEFEN dest_uuid
HREGENHFBEH ID tik, FAHF, M FP_App [ iR
FRIBZSTE IR B B 81& H %2 41E ID(session_id) ,

(I EHASTEWEREENT

FP_App [ R FE R IE 1B R session_id F client_uuid
VR8BSR FP_ENCRYPT 2858 . AH
AT E S (Invoke_session) 243K 18 5 T-OS WE LR %
T (FP_service) JfT HE &S EMEI., HPiTitE4ES
AT TrustZone B B ) CallTrustZone ¥ G A B 5 1
FFFEEH B Monitor BH IR L 230458, T-OS B 5HEA
R AT, BAEAZE 2 SEPATHBRE A SRR FP_
ENCRYPT & B8 80R 5% £ IR 4 (FP_service) # 3k BUHE L
4 R (TaskKeyReturn) , S S A A L 2R 5 X5
T X FRE4H (Pkey)iR [H1 45 FP_App R FH#FF .

(I E STE I RAAAT

FP_App R 2 FI3KA8 BB IR RR I 25 SR AR B A 1 8L
BodE (M) 18 B4 30 (O, 48 F Z B £ B Y session_id. clie
nt_uuidFI$FT 15 UG B 65 2 PR i FP_MATCH &8 $%

+ 149 »












(CSMR), 2012.:223-232

[13] Couto C,Pires P, Valente M T,et al. Predicting software defects
with causality tests[J]. Journal of Systems and Software, 2014,
93(6):24-41

[14] D’ Ambros M, Lanza M, Robbes R. An extensive comparison of
bug prediction approaches[C]// 7th IEEE Working Conference
on Mining Software Repositories (MSR), 2010, 2010;31-41

{15] Granger C. Investigating causal relations by econometric models
and cross-spectral methods[J]. Econometrica, 1969, 37 (3): 424-
438

[16] Chow G C. Econometrics{ M. New York: McGraw Hill, 1983

[17] Zhang M Z,He C Z, Gu X, et al. D-GMDH: A novel inductive

modelling approach in the forecasting of the industrial economy

(1]. Economic Modelling, 2013,30(2) :514-520

[18] Tamura H, Kondo T. Heuristics Free Group Method of Data
Handling Algorithm of Generating Optimal Partial Polynomials
with Application to Air Pollution Prediction[]J]. International
Journal of Systems Science, 1980,11(9):1095-1011

[19] Liu W, Tian S B. An Improved GMSM Method and its Applica-
tion[ J]. ACTA Automatic Sinica,1993,19(4):468-471

[20] Ramakanta M, Ravi V. Software Reliability Prediction Using
Group Method of Data Handling[ C] // 12th International Con-
ference of Rough Sets, Fuzzy Sets, Data Mining and Granular
Computing. 2009:13-19

[21] Couto C, Piresa P. Predicting software defects with causality
tests[ J ], Empirical Software Engineering,2014,19;154-181

(&% 1527

(DIRECREM BB RN

XFEEBB W, B3 PR BERRE R E
ZEBERGEAMZ, BORENEERTFERRK. HTHR
BN » A SOR A R A0 2 0 0 X 4 SO AT g, A
B AR A My L8 SO B 4, TR T sl in 3 B 2 A U
REEFEZ TrustZone {737 W HE {4 BR B (X 380, i 4 ¥ 3R B
BB R EHATIER

(ORUE BEHIRHE LT

HXTESUE BA R BT, EEREELBELEE
M Android FEEE 3] T-OS Z&FrBt. BT TrustZone 3K
PERSEAZERFENFZ R, EILHPRERNEES R
SUBUE , 3t A BB S LB OB AR, WITHRIE T 4551
BT ek.

OIRYEREN T LT &SN

TR RN 16 S UL P AR RO AR IR, R4 2L
BB EREFKE. BOERER THFRERZLEREX
B, BT LB RRR B R LR EN R LB . 1o, BB
1k T-OS P i H Aty 22 22 IR 55 3R B2 HE SOBAR BE , il o i R 3
MM FEEE IS S TFHRERB X BN NES, TR IRA
B E MR .

(O FEBORF AL TR FF 1 = 2t

B EURSI SR, FE R A RSB B R
B SR B AN DT AR 45 B BR , SRIE X AR B 2 2 W] 2 R 18 BURFI IR
$H%4, A3CETEH T ARM TrustZone i R BT E# 9
AN B ELER, R TEMBISBETERSTEAN
B, NTA Bots e T B B B B A

HWIE  BAT, R SURAE R K B b FER &
FRERFI B ARTEMANL . BHEEREHRE,
R AR B LR R, TIE ARSI RR
BAROBOORMEANEEER BB BN . RERFRY
BILE R QU B Z 2 W R A SIH R A B bR, A SC1E B
F TrustZone B HRBERPIRURLZLEMEME 2FMHE
FLEFARTHT M HBEFRRBIENZLERY . HPaE
T 3N THEMES: AP EIEENZSME#ET An-
droid B AR B P #8958 XK ; Android 5 T-OS
B E 2 EERR T IREUESUEIR R 2 4% T-0S WAk

+ 176 -

O S ERERS K2 e R R T 38
ZRFIRFERHE S, BELRESNSATHES,RIET
BRI BRRNE S . MEEHSCANBEAR R RGN
TN B RRAWM IR EREEMEENHE —EHBTRE X
FIRLFME .

& EF XM

[1] ARM. Building a Secure System using TrustZone Technology
[M1. 2009

[2] Wang Dong,Fan Jian-ying. Application Study of Fingerprint I-
dentification Based on Linux Embedded System[DJ]. Harbin;
Harbin Engineering University, 2009 (in Chinese)
ER. EAR Linux REEHBORFI S BB ABRIDD. syK
¥R REE T K%, 2009

[3] Luo Fan,Pei Yi-jian. Research and design of embedded finger-
print recognition system based on ARM+Linux[ DJ. Kunming:
Yunnan University,2014(in Chinese)
ML, 3EURE. ZF ARM+ Linux Ak AR TREHR I R LR
5Dl B# . ZR K%, 2014

[4] Shen Yong,Zhu Wen-jing. Design and Implementation of Securi-
ty-enhanced Scheme for Embedded Database[ J]. Modern Elec-
tronics Technique,2010(14) ;:21-24(in Chinese)
W R R ARBIEELSEBE TR 5LH
0. BB FHR,2010(14) : 21-24

[5] Luo Jing, Yang Xia, et al. Design and Implementation of Security
OS based on the TrustZone[C] // ICEMIL IEEE Press, 2013;
1027-1032

[6] Global Platform Device Technology. TEE Internal API Specifi-
cation[ EB/OL]. [2011-01]. http://www. globalplatform. org/
specificationsdevice, asp

[7] Yang Xia, Luo Jing, et al. Trust-E; A Trusted Embedded Ope-
rating System Based on the ARM Trustzone[ C] / UIC-ATC-
ScalCom, 2014

[8) Wang Jin-xiang. Gabor Filter based Fingerprint Image Enhance-
ment[ C] // International Society for Optics and Photonics. 2013

[9] Wang W, Li J, Huang F, et al. Design and implementation of
Log-Gabor filter in fingerprint image enhancement[ ] ]. Pattern
Recognition Letters,2008,29(3):301-308



