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P2P Botnet Detection Based on Permutation Entropy and Multi-sensor Data Fusion on Decision Level

SONG Yuan-zhang
(Changchun Institute of Optics, Fine Mechanics and Physics, Chinese Academy of Sciences, Changchun 130033, China)

Abstract Aiming at the problems of the existing P2P botnet detection methods,a novel P2P botnet detection algorithm
based on the permutation entropy and the multi-sensor data fusion on the decision level was proposed. Firstly, it builds
the abnormalities detection sensor and the reasons of abnormalities distinguishing sensor. The former sensor uses the
permutation entropy to describe accurately the complexity characteristics of network traffic, which does not vary with
the structure of P2P network, the P2P protocol and the attack. And the Kalman filter is used to detect the abnormalities
of the complexity characteristics of network traffic. Considering that the traffic flow of Web applications is likely to af-
fect the detection result, the latter sensor utilizes the features of TCP flow to solve the problem. Finally, the final result

was obtained by fusing the results of two above sensors with the D-S evidence theory. The experiments show that the
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algorithm proposed in the paper is able to detect P2P botnet with high accuracy.
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