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Survey of Cloud Computing Security Based on Infrastructure

CHENG Hong-bing ZHAO Zi-xing YE Chang-he
(College of Computer Science & Technology, Zhejiang University of Technology, Hangzhou 310023, China)

Abstract Cloud computing is leading an information technology revolution with its advantages such as efficient, relia-
ble,and low-cost. However, the security issue is always the obstruction which limits the development and popularization
of cloud computing, Therefore, it is undisputed that the security research is a hot issue in the field of cloud computing.
In this paper,we divided the cloud computing into resource layer, resource abstraction layer and service layer, and de-
fined data security, virtual machine security, multi-tenant isolation,application deployment, data processing,identity con-
trol and audition. The paper reviewed the recent progresses in this area based on architecture division of cloud compu-
ting and provided references for further research in cloud computing.
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