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Security Interoperation Model of Cross-domain Network Resources
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Abstract Network resources are in need of sharing and interoperability under the control of security policy. Aiming at
the interoperability security problem of the resources among the heterogeneous security domains,a security interopera-
tion model of accessing to cross-domain network resources based on RBAC security policy was proposed. Firstly, the
concept of inter-domain role was introduced, and the requirement of accessing to cross-domain resources sharing was de-
fined. Secondly, based on the cross-domain operation criteria, the security interoperation model and access algorithm of
heterogeneous inter domain resources were put forward. Finally, The model and algorithm were analyzed through the
application environment of a real project case. Results show that this method has the characteristics of high pertinence

and effective access control,and provides a feasible way for the security implementation of resources sharing and intero-

peration.
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B, B, A ARIE B IR P4 2 B BRI 2, B —
A~ IR TR DR A 1 RE

HRAREH T SHAMRNERGEZE K TRIERE,
5@ 15 18] A BB K 52 AR B 4 22 4 O P 2 T B L B4R
KA B AR E 2T RER ORI R TR R 5™,
FAE A BIR R B AR MR R B (E BB RS T N REW
HERBT A B HRAE S %, B, BT EEER A ESRN
ViR T R LB 2 T REN R, S8, 0
TEETF P2P YMER AT R £ 2P 0 B S SR . SOk
(8I5IA BIG R LA R R 7 R AE K i 2 K
RO TEERERE L LT RMAE, BRI 6 T8 5 #1E
BRI A PSR, 5IAR P CFE R AR EFRF 8
& HETHREZLERETE AR SYFaFET AR
EZ2BA. EnHEFET M TESARANARERRE
SHLE L T RE A H R RIRIT I E 8RR A R
— N ERRBRTE. BRSNS HURBUARERS
HIE S EARAE , SCRR( 10 4R T —FB A Z £ HBRERRE,
DA TR E S . GRS R — A SRR %
2 EE R E MRS REEERS AR RE, SIARE
B IR (AR MM Z 2R B E RS S, LR T AR AL
] 4R R R T4 . SCRRC 12 ]8R Y —Fh AR T F B )42
il (RBAC) Sy Bt 1) 25 38 3h 75 U ) A BY , AR PR B /ME
KA GARERERIR T BESMIINET RS HER3IED
Pl LA L (B SRS B3 RBAC 3EWE, B s A (0
RETHEIHENA CMRKIE, FAFEBE=FTHAR
ohAE .

LB b FRMEEA MG, EARZ2ETHE SR
LU BR AR AF AT BER AN — ARG, BT R Z IR R R
DR b A G R S 7 T EL R B AR AT 4R AR O BT IR . A SCTE
REAEZEBE KRB ZETR T, L RBAC %Ki &
fill, R T — A5 X R R 22 6] ERAEREREE 5 A
BE A RS, PR —ARER 2P RN EERE
LA B s R AR R 52 AU A M Lt AR AT O B RS . Ty
AT PEIR R RA A SN, AR BB Z M IR = A
ZEHRERMTHENRR,

1 BEAHE

B (4K, Subjec)  BEEK B EB AT EIME, EATLL
£R P (User) , AT LA #72 (Process) , 8 # 5 & (Role) #
KB, & SHEARWT.

P &S U= {user, susers s+ suser, } ;

HBEER P={proi,proz s>+ prog};

S :R={role yrole; ,**,role,};

F&.S=WUUP) IR,

TEX 2(¥t1,Resource) ML ARG AT HEE
EHES. JERE AT LU S0 T 3AT A B R IR 45 58
1P #uhik %, WIH i WIRZ K (Object) EIEEEI (Type) FIE
FER(Crade) EX . HEZEEHAX & RBEFTLLE L
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FHEERENTFR, TR Re iR WT -

BIREAR . O={object; yobject ,*++ ,0bjects } 5

BRRE . T={typer typer s type.};

WIHEER .G={grade, ,grade; ,***,gradeg} ;

B :ReCOXTXG,

EX 3(GHE, Action) B4 X IRHEITH ST AT AT
TEMBES . TTHATHRIE R —~ 3 IR A B/ A BT 2B Y
B&FrR. itk ARRIT .

A= {action; ,actiony s*** ,action, }

TN 4 (LB, SecurityDomain) RBEL L RKIE(Se-
curityPolicy) ¥l T , B AHIR B £ 4 B IR A 304 % B vy a9
—AEAE SR R 08 B A X 3R B ARG B BOR
EMEBEFHELER, ARZEEAURBARRNESE
RESR BARGEH, UK X ARE. ALK P TH
LMD R

D=(SUReUA)|P

TE N S(EEERR , OperatingPermission) B{E-—E H{E
FEEIN AT EENREIITHMERS . BRENRKER
BRI YR~ NN, WAl LR ENREEEE, #HIER
R OP R 4n°F .

OPZA|(SXRe)

EX 68 8] A 8, RoleinDomain)  BAELNT L2 4]
HITHRENERRRBANES. SPEPHAP R
S A, 7T LA R — B BB A B ST B AR R 2 RIS 4
B, SRIE AR LT EAE] LBRAE A TR BT IR S BURIAR X B
BI%%. MG RD fHRIT -

RDCR|(SX(TXG)) | SecurityPolicy

EX 7TEBFRAFZEGRD R EEX AR 25
R BT TERAERS , B 5K B TR 2 P REM R
R R A SRR SR, TR N
VS €SNDD,
if{

VtET. 3g€G. 0,0 €0,

Ar.,=(0, 6,8 € (ReND1),

action; € A=>op; = (S, , r.,action, )

}
then{

Jr./=",t, ) € (R.ND:),

op, = (S, .’ ,action; )

}
2 RMENRRREERERE

2.1 EEIREARN

AT EREBZEFELEMEZLTRE, HEAE
AT AR,

224 W] (SecurityCriterion) : B 75 B B 4E P, 5 B
At R E B .

AN (CorrectCriterion) : B4R R I R 8B B 8 AL 1Y
BT FIERLE



A 74 ¥#ET) ( AutonomyCriterion) ; # {F — 4~ 7538 P ¥ 7015
HIBRAE 2RI L B A .

AL 4B #EN (DutySeparationCriterion) : # 4% & > sh#E
AT LB MBI —SER EH .
2.2 RTG-RBAC #%l

HFAAESEANRERE ERARFMRESE, Hit
T RBAC RS, R FIxd M 45 R R R 3 S R N F
WZ e 2 6§ BE#EREE RTG-RBAC (Resource Type
Grade-RBAC) , 1A 1 Fii/R.,

,’R/TG-RBAC#!& \
wip ) |l AN
EX: : A At i : R
|
|

I
B 43 ! g L
FAH R /! £AB2

e ———

B 1 RTG-RBAC %]

2.3 S E RS EEE
7 RTG-RBAC #81 ih, xt 4% 38k oh 69 454 YR IR A
ARG AT AT IR A PR M 2 T R SE IR, A A —
AT EA G0 ERRRERE, B H R ER %
HE ARG T R B M B SO R . % 1iER T BRI S
AT AT SR IR0 4
£1 EERBSGR

REEKR  XH %5 THEABOREHERK
object; type; 14 51153
object, type, 14 8158y
objecty type, 2% S1 89 +5g
object, typey 2% S1 98953455
object; type; 3 & S1 98995318,
objectg typey 3R S1 8y 95358555

Rl , X A2 23R o i AR YT IR A B — TR AR B IR
BER. R 2IERT BN EER SR FTIRABRIERUR.
£2 EERREERER

Sy Sy 83 84

object;  action, ,action, action, action, action;
object, action, action, , actiong action, action,
objecty actiong action, action, actiong , action,
object,  action; ,action, action; actiong action,

ST ERRGRERFEZR: AEEE D, v
EE s T L8 D, HHIBE re SEATHRIER HIEHITHERX
MBI, HEMRIT

ik FHRLEE N EERDIR
Input:D; FHF TR ERE s, Dy M re
Output: E4k s fislE] f1 & RD: RIREAFR OP;

Begin{
1. struct RD;
{ Subject s;
Type t;
Grade g;
PRV 115 Rk gz Wok X 302 S
2. struct Re

{ Object o;

Type t;
Grade g;
Vi/ * FREE AFERREE LY SR/
3. struct OP
{ Action a;
Subject s;
Resource re;
b3/ RAEAURE M, HEEEE . B R /
. create resource_grade table for every domain;
. create subject_action table for every resource;

.s€(SNDy),r. € (R.ND;),s request to access re. 0;

ST NS, BN

. create RD); for s:
/% B DI EFFESRRE, R s ERFTAEIRIAE RD; * /
a)RDi={};
b)search resource_grade table; of domain;;
c)while (s in table; and table;. item { =nulD) ;
get t and g where s in table. item;
RD; rd;;
rd;. s=s,rd;. t=t,rd,. g=g;
add rd; to RD;_list;
table;. item=table;. nextItem;

dreturn RD;;

0

. get re. t and re, g in domian; ;
/ * B D ERFHRGHR HE re AR re t RHEG re g*/
a)search table; of domain;;
b)if(re. 0 in table)):
return t and g;

else:return null;

Nel

. find g’ in rd;:
/ * ZERINA i€ RD;_list *pER « BRI RP B AE R g+ /
a)if (t in RDy) :return g' =Max(g) where rd;. t=t;
b)else; return null;
10. compare re. g and g’ :
/x B re g Mg E g = re g, UK A E RD BALATHRAE re » /
a)if (g' = re.g):
authorize RD;;
(Dget op; of s in D;;
/ * SRELENER s 78 Di St o EFHREBRABRIERIR O * /
a)get object in D; which type=re. t;
b)search subject_action table; of D;;
c)if(object in table. item )
Return actions of s;
d)else: return null;
®@copy the op to rd;:
/* WRAERR OP; dEB 21 E A 6 RD. BEE A e
RD; AT LASTHEIR re AT 4K s 7830 D) A EIEAESIE « /
a)OP op;3
b)op;. s=s,o0p;. re=Re,op;. a=actions;
c)return op;;
11)s in D; access the re in Dj through RD; with op;; }
End

B 1 WAET AREEZRE ABNKNREKELRK
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B, RELHER N E AN R RE SR, ERTIRER
R ERFEBRER—KER 5 T4 EGIBRAERE
BEXTAEE .

3 RBNRAERESH

3.1 MAgE

% RTG-RBAC R A E]— P LhRT H P EB C M
BT R FTH A1ESHAT EIT BRI AT S.

He, Epe C WM %K A DAC RIgE A HE 2 5ng.
Ept C 255 B AFA Doctorl ,Doctor2, Nurse, 4% & 45
B F 2l SystemAdmin, EBE C XS BRI R S EIR N
Patient Records, Research Files, Medicine Records, database,
EfE A Doctorl A LA X Patient Records #f 17 # /£ . Write,
Read, Copy, Delete, B] LA %t Research Files # 47 #: E : Read.
Doctor2 B X} Patient Records #47#:4E : Read, Copy. IR
RN EERE, B C rML% RS E R X B RR 550
4% A . Medicine Records 2 1 2% % I8 ; Patient Records, Re-
search Files /& 2 ¥ 15 ; database && 3 IR,

PFITHt R M 4R F RBACHE NV HE 2K, 51
B ARA Tom,Mike, Frank, Jason, A, Tom #FEFF T HH
840, 5 R Researcher, Mike 855 BBl Assistant, Frank
FR LG RSB R B SysAdmin, Jason %4 Student, BY3E T
STAMEUM L E R IR A — & Web RS 88 (A FH#HTRES
) .—1 App M B ABAE patient data, B3E 17 data A-
nalysis lR %5, BF3L A Researcher 7] LI} data Analysis iR
55 31T ¥ 4E . Execute, ] A X} patient data #F47 #4E: Read,
Write, SysAdmin R 2%} Web i} 45 2§ 17 #24E : Open, Shut-
down, RFHFEMEERE, R RONERFEEHRGX
HB R %480 App B FHR 1 RFEHH;; Web RS 825 data
Analysis fR& £ 2 2 ¥7 I ; patient data J& 3 FHHFIE.

3.2 £RRESGH :

Tom BLFEAE Xt BE B ) Patient Records #4975 E#., W
Al RTG-RBAC #8, B ERRINT

Dc: E Rz M 4548

Dr: B3 B M 4838,

Dc = { Doctorl, Doctor2, Nurse, SystemAdmin, Patient
Records, Research Files, Medicine Records, database, Write,
Read, Copy, Delete}

Dr= {Tom, Mike, Frank, Jason, Researcher, Assistant,
Student, Web Serivce, App, data Analysis Serivce, Read,
Write, Execute, Open, Shutdown}

S = { Doctorl, Doctor2, Nurse, Researcher, Assistant,
SysAdmin, Student}

A= { Write, Read, Copy, Delete, Execute, Open, Shut-
down}

Re = {(Patient Records, Research, 2), (Research Files,
Research,2) , (Medicine Records, hospital, 1), (database, sys-
tem, 3) , (Web Service, public, 2) , (App, hospital, 1), (data A-
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nalysis Service, Research,2), (patient data,Research,3)}

OP={(Doctorl, (Patient Records, Research,2), Write),
(Doctorl, (Patient Records, Research, 2), Read), (Doctorl,
(Patient Records, Research,2),Copy) , (Doctorl, (Patient Re-
cords, Research, 2), Delete), (Doctorl, (Research Files, Re-
search,2) , Read), (Doctor2, (Patient Records, Research, 2),
Read) , (Doctor2, (Patient Records, Research, 2), Copy) , (Re-
searcher, ( patient data, Research, 3), Write), ( Researcher,
(patient data,Research,3), Read) , (Researcher, (data Analy-
sis, Research, 2) , Execute) , (SysAdmin, (Web Service, public,
2),0pen) , (SysAdmin, (Web Service, public,2) , Shutdown) }

S RTG-RBAC #iRISCIE Tom X% Patient Records
HRELRIT .

(1) Tom FrEEI B S B P48 38, Dr R A RBAC N %4
Fws , Tom 7£ De 898 8 B 13 25 Researcher, BI#AfE 4K 5
4 Researcher,

(ORFEEE s BER Dr MEFTREFHR, TLIBHE
3PN A (R EMR S, g XA EERTIREFRS) .

#3 Dr:EBHESSE

KREHK #3 22  TXA#TRENIE
data Analysis Research 2 % Researcher
patient data Research 3% Researcher

GOMEFERESRR, B s TERWBREABRD:—
{Researcher, Research,3 £}
(4)}RIEFIE re=Patient Records &, De B9 R K &
Fk, B HE 4 BIFINE. I8 re. t=Research; re. g=2,
F 4 DehEEFRFRR

KEEH® E3 % IHAATRENIHR
Patient Records Research 2% Doctorl

(5)HB#E t=Research &, RD., 7] 18 g=3.,

(6)g=3>>re. g=2, WIXTIHE £ £ RDc #HITEREL,

(T)#RIE re. t=Research . Dr HIRIFE LR F .83 Dr
1 Research 58RI EIRZ AN data Analysis Fll patient data;
IREREEEER Dr WRIFERIER, WTHE S FIFIREA.
B & H Researcher A] UL Xt data Analysis #1789 84ER .
Read, Write, Execute,

#5 Dr PHERER

Researcher Assistant  SysAdmin Student
data Analysis Execute - - —
patient data Read, Write — - -

(8) 4 & Researcher 7 Dr b ) B2 ER PR & OPp, =
{(Researcher, (patient data, Research, 3), Write), ( Researc-
her, (patient data,Research,3), Read) , (Researcher, (data A-
nalysis, Research,2) , Execute) },

(9L %% Researcher 42 /E KL FR 2 45 (6] £ & RD. , BP
OPp, =0OPy,

(10) i8] 8 €& RD: 8] PAXT I De & 6 % I Patient Re-
cords #4T Read, Write, Execute #24E,

(11)Tom A LA Xt Patient Records 1T 5 H#i .



LA b B8 38 A 7 9 S A 3 3 BT IR B R A R 1 S A
BIE 2 frm.

Execute
Write Read

DrEfk

Researcher

Researcher,
Research,

3%

Dot #

Patient,
Records

Write

Execute Read

Bz BEBRELe

BRSBTS, Dr b EE s RN -

OiRF i s WigEE TR, s RE\R Dr PHEEE
B, T A3 I Dr ) 3 4% Research 28 B ¥F R 4T Read,
Write ¥4k, 3+ B AT LIRS Dr 89 2 4% Research K RIWFIE
4T Execute #4E,

(ORI E f )5, s BTk gt i 38 /A & 7] LLXT i De
1Y 3 % LU R IFEH#HIT Read, Write, Execute #:4E,

XEMEE MR E2RER, B R s 4 RgExt 3
RFTHEHAT Execute B 4E, T A BEXT H#H 1T Read, Write #
VE;fEZ B E M ek gt 5, o] AXT 3 R/ IE$E4T Execute,
Read, Write #¢4E. B FAKERIR M ST THUN 2 4K BE A, B]
F PR FE— A SR AR RSN R A R 2Rt
A, RAEFESATEE BT RIBT , A S8 i 38 B £ B R
TR %I 4. EEG s X Dr vl 3 REFBIRRESF
Execute BAEARUR , E iR B LRIFATFE.

H£RIT BRIR2HANEZEEBRSHERBIEND
RBAC # %] DAC ## & MAC # 8 & R H KL L%
0% . X JLFMERIE A O A 7T LU 2 230 N B & (R BT TR R AT
Ry . BREAMTHEREN, RRERXEARAEAZ 2
R R ) F M2 28T B IRERT , A RERIF LSS —
AR E R 5 — R 2R P ERFEITERE.
ASCHRE T —f 2 F RBAC B A A9 3 (8] $: E L B RTG-
RBAC, H S f# IR T & 2 8] 1 B 30 B VR B84, T AR 6
DEEEWAELER. RSN ERTRESHBEN
Y o A AR 18, AT LS BB B B/ INE o IRl i R R
SFAESCES R I . B o SEBR A R ET LTS Y iR R AT LA
B BT 22 A R R E T BRI,
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