B3 B

% O oA R

Computer Science

()]

2016 4£ 5 May 2016

am

—HMFRFEENERITTE

R Kk E=HB
(ZEIRAR¥FERFH¥E W% 710051
B E HNATUREOARENA LA ERNEAE T EF EEGNEHRRLL M, 20T —FR T4 44
BBEBAFXBH L LS ENEERF ik, EH kS copkmeans LM F U BB, BB AFLKBEFTHRLS £
2. KAARCES MG HBOHE, HHEEELRA SVDDHEANERME LN THEE, AWIFE G REF
EMBHZSIH RED NN IS BT SRITHAHF B AERR L AHE FRRAG LS, FBAN, L
EAEMARNNLELAEHGRNE, AAERLETETEAERFHE AN,
KA ABEMNARL HEHBHE, FRERE, LETHN, IHGFRIENL
hEZ S HEE TP393.08 XRARIRAE A DOI 10, 11896/j. issn. 1002-137X. 2016. 5. 016

Novel Intrusion Detection Method Based on Semi-supervised Clustering

LIANG Chen LI Cheng-hai

(School of Air & Missile Defense, Air Force Engineering University, Xi’an 710051, China)
Abstract A new semi-supervised intrusion detection method based on error-correcting output codes was proposed to
solve the difficulties which existing in intrusion detection algorithms based on supervised learning usually face when the
training samples are insufficient. This method mines the relationship under the unlabeled data to enlarge the known la-
beled normal data by introducing the idea of semi-supervised cop-kmeans algorithm. Firstly, the SVDD is used to mea-
sure the class separabilty quantitatively. Then the inter-class separability matrix is got gradually. The binary tree is built
based on the matrixes from the bottom to the up. Each node of the binary tree is encoded by level to get the final hierar-

chical error-correcting output codes and classifiter. The experiments in KDD Cup 1999 network data sets prove that the
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method has better performance in detection accuracy and good adaptability in the real network environment.
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BEXR ; HE T
Dete Type HHBER  WARER
Training Data Test Data
normal(0) 20000 10000
smurf(1) 3000 2000
satan(2) 1500 1000
portsweep(3) 1000 1000
neptune(4) 3000 2000
back(5) 1500 1000
ipsweep(6) 1000 1000
warezclient(7) 1000 1000
Total 32000 19000
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No. Feature name Description Data type
1 duration Length(number of seconds) of the connection continuous
2 protocol_type Type of the protocol,e. g. ,tcp or udp discrete
3 service Network service on the destination, e, g ,http or telnet discrete
4 flag Normal or error status of the connection discrete
5 src_bytes Number of data bytes from source to destination continuous
6 dst_bytes Number of data bytes from destination to source continuous
7 land 1 if connection is from/to the same host/port; 0 otherwise discrete
8 wrong_fragment Number of “wrong” fragments continuous
9 urgent Number of urgent packets continuous
10 count Number of connections to the same host as the current connection in the past two seconds continuous
11 srv_count Number of connections to the same service as the current connection in the past two seconds  continuous
12 serror_rate % of same-host connections that have “SYN” errors continuous
13 SIV_serror_rate % of same-service connections that have “SYN” errors continuous
14 rerror_rate % of same-host connections that have “RE]” errors continuous
15 STV_rerror_rate % of same-service connections that have “REJ” errors continuous
16 same_srv_rate % of same-host connections to the same service continuous
17 diff_srv_rate % of same-host connections to different services continuous
18 srv_diff_host_rate % of same-service connections to different hosts continuous
19 dst_host_count Count of connections having the same destination host continuous
20 dst_host_srv_count Count of connections having the same destination host and using the same service continuous
21 dst_host_same_srv_rate % of connections having the same destination host and using the same service continuous
22 dst_host_diff_srv_rate % of different services on the current host continuous
23 dst_host_same_src_port_rate % of connections to the current host having the same src port continuous
24 dst_host_srv_diff_host_rate % of connections to the same service coming from different hosts continuous
25 dst_host_serror_rate % of connections to the current host that have an SO error continuous
26 dst_host_srv_serror_rate % of connections to the current host and specified service that have an SO error continuous
27 dst_host_rerror_rate % of connections to the current host that have an RST error continucus
28 dst_host_srv_rerror_rate % of connections to the current host and specified service that have an RST error continuous
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Correctedly Detected Data Number

Detection Rate

Data Type Semi-Supervised

Semi-Supervised

Semi-Supervised Semi-Supervised

SVM SVM

GHSOM ECOC GHSOM ECOC
normal 6395 9261 9291 0. 6395 0. 9261 0.9291
smurf 2000 2000 2000 1 1 1
satan 571 832 840 0,571 0. 832 0. 840
portsweep 713 787 810 0. 713 0. 787 0. 810
Neptune 1583 1734 1732 0. 7915 0. 8670 0. 8660
back 698 833 868 0. 698 0. 833 0, 868
ipsweep 437 641 675 0. 437 0. 641 0.675
warezclient 564 423 542 0. 564 0.423 0. 542
Total 12961 16511 16758 0. 6822 0. 8690 0. 8820
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