B3k B
2016 4E 5

()]

7 OB AR

Computer Science

an

May 2016

M RE SRR R R THESR

T 5 S A SHEF M #®
(PR AFITENAFEERER RIKX 430074

B E SA4RABRAIMRZLEZLFTRGELHRF &, 2o iTHE R R RH 5 REL BRSSO ECFA,
R&T—HATHERANREGBRAHSEREE, A8 4 RAGEEFIERITH XL, 3 5 At
FA A LR AN A XA LR AR B RO ELEARESTRARERNE, BET —AHGEF TR
F- & R THATERBE,AERERARETH, EEERNAME, AT A EATRATRITBZEORNER
S RAER AR SRR EEAN KRRR THATRZE L RAALT L5 A A KA I TR R A8
£Y EERFHANFHREEARE, TBRHSMBIET ZRAAEMNMER o) E A TR,

XBIR AW, REAR, R XAHEE, RS TR, FEAF

hEESHS TP311.53 IERERIRED A DOI  10. 11896/j. issn. 1002-137X. 2016. 5. 015

Static Detection Meodel and Framework for Software Vulnerability

WANG Tao HAN Lan-sheng FU Cai ZOU De-qing LIU Ming
(School of Computer Science and Technology, Huazhong University of Science and Technology, Wuhan 430074, China)

Abstract

curity in recent years. The core problem of vulnerability static detection is how to describe these vulnerabilities and how

Static analysis of source-oriented software vulnerabilities has already been a research focus of information se-

to detect them. We proposed a static analysis model to describe and detect software vulnerabilities. Firstly, formal defini-
tion is used to describe the attributes of several common software vulnerabilities, and these vulnerabilities and its dis-
crimination rules are formulated with formal description. Secondly, a new program intermediate representation called
vulnerability executable path set is proposed which is used to take place of traditional path analysis in order to reduce
the program state space and avoid state explosion. Based on this model, we designed a static detection framework for
software vulnerability based on vulnerability executable path set to solve vulnerability relation nodes with vulnerability

syntax rule on vulnerability executable path set and detect vulnerabilities on vulnerability relation nodes by the vulnera-
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bility discrimination rules. The results show the correctness and feasibility of the static analysis model.

Keywords Static analysis, Vulnerability detection, Formal description, State explosion, Intermediate representation
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ST B EERBERB P FEENZ G, I HREAB
B Sk W 20 8K 1 b B FE B9 IR AT, SR Al CWE (Common
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H— N FH B EF B E #£ R IR (Intermediate Representa-
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B kI3 EP AT RIAAHT.

VEPS £t CFG F IR IAMIEET & no B exit(entry) ¥
BT RAT R AR S BRI F PR BRI
B —NHhERR., X FEF M, VEPS M ERIFIA T
f1#412 EPy W) 74 , VEPSCEPy. tiR%,VEPS EHH
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VEPS FaERAATHITIR LRAA YA, SR REK
VEPS M7 Al 478125 EP BIRRINE 2 5.

*2 ZFRWFAK VEPS SHIPATHRARE EP X R

LR E A THATHE £ EP
NPD EP(ng , exit)
BF EP(entry,ng)
UFS EP(entry,ng)
RRF EP(ny , exit)
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MF2HEH,VEPS h HEEBF AT IITHRESR EP
M entry Bl no B no Bl exit ZEIHH &, NI RKBA T
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H L, VEPS FIER RS B SR BUIE L, FAUBL B Se B T
RAG I TRIAFILE 5 no BIANEG HILH VEPS REEABRF
FPRZEZEE],

k% VEPS HL iR XF CFG ffijfb. T EP(no,
exit) APITE CFG R FRER R K BERKME VEPS,
mE % 1R,

k1 VEPS k&%

A EHRE G=(V,E,entry, exit)

Bt - IR AT AT B 124 EP(n , exit)

1. Initialization: EP(ny , exit) == (n, , exit) ;

2. DirSuce(ng); //#H n, HEBEELY & ;
3. IF(DirSucc(ny) !'= NULL) THEN

4 FOR each n€ DirSucc(ny)

5. DO WHILE

6 IF n is not in EP(ny,exit) THEN
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7. InsertSort(EP(ny , exit) ,ng,v;);

8. ng=n;

9. END IF

10. IF n in EP(ny, exit) THEN //v; ¥£ EP(ng, exit)¥;
11. ny= DirSuce(n);

12. END IF

13. DirSucc(ng) ;
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15. END FOR
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75 CFG HB4BE S 4 FIE X 5 15 B9 5 i 42 i 4 it
F(EMBERB R, ATHRBREEHK FE CDS
(Control Dependence Subgraph)™” %1 1 % & 4k #i F & DDS
(Data Dependence Subgraph)U'7), ¥ 35 H B F &K # &



PDG"21 | &4 PDG M2 % K # F B PrDS (Procedure
Dependence Subgraph) 4 1 XT i B9 7& 45 4 3t & SDG (System
Dependence Graph)?4 ,

5.2.3 AN 5

X FRSHT, SR B PR KRR E. X Fi
B VEPS, 38 i i3 18 [ 407 R M 8 TR A i B2 J|] VEPS.,
SRETRE ST BN VEPS LT ERESBFHM
BT RBR AR R AT SRKHEE R,

X F VEPS #FFHE— &R T 47854 VEPS, .

D4 FreEiAAE CG, &K FE—T s n B F 1A
B S R B A

DERFBIBE T R no SHEAARE HPHE—F R A
AEHKBSBIBIKEX R,

EARERIETH B LR B S, WA F g i 72 [ T 40
TEEE. WEERA VEPS SR TR NIRRT HITHREE.
ZUE DHEREVHET S no SHEMAERY H PAE—T S
h A EREB BRI R , AR AR A R H
AT S A FIRIA R R no A X, BRI S5 RE X
BB,

EHRETHE LRF R BLAFEEFHWEX K VE-
PS; BB $#ATHAZ, L RWT -

DRAGERBEREEREN H i CFG, B8 HK 7
BRI PAT 124 EP y (entry,exit) ;

2)158| EPy Centry, exit) PEE h W HBREZE EP,
(entry,exit);

3) L VEPS,; BEF— MR, I8 EP, (entry, exit) A
B VEPS, H, HH entry T SR H n BTIEY S A5 4K
TR exit YERW An RAET RAIRTIRY 5, R EMIBRTT & ne
5.2.4 ¥ EFERR

SadBESWE, BASRR VEPS E&Y R ARG
8,38 VEPS filt Y S5 B MABIFERFREEE F
HBEE S, WAG SR EHKEXR BB KE LR,
MR TA ST aMmeE X EHES. ERRY AFEEN,
AR T o i MR U 48 L B B A B R RS BHE R R
15 B R SR BN LAY T s M B XA VT LB S A MR R
HIE B . AW IRBRIEARSCEREA , HIR W B RN 4R (AT B 2 E
FEMEBHEFRGFREBERKBXR, BLAERRT S
15 B8, AT ERBY AR MEAUKEX R,

5.3 MRAEXHRENHKE

£ VEPS b, B RIFAIGET & no ARBFREEME F
i R RIFE A S B35 2 B M A B IR IR AR L R
£ N,

M FEBET S A IR RR AR &4, 7 VE-

PS;t:Vm ?ﬁf&' No _S’nl 993[3/4\ ny eNVEPSi o
X TR oh X i A R AL FAF 8, /£ VEPS, L. Vm W

R n _S’fll % /) GNVEPSi o
IWAMEXT AR N MRBELIMERE 2 Fim.
Wik 2 WEAERTRE N ORBER

WA VEPS,S, , BFREEE F

B RWIRAEETT R Nveps, 5

L. Initialization: Nveps, ={@)}

2. FOR each n € VEPS;, except n,
3. IF(Relation(n,, n)ZF & & Relation(n,, n)==5;) THEN

4, NVEPSI = NVEPS| U n
5. END IF
6. END FOR

7. RETURN Nvers,

BEENNBIEZENR OGn) m AR HATHEBEZ L
BT RE TR X A F RS, Nuers, T0 R
FTRRRLE T R oo
5.4 IRiFHFIRIK R

WIRAIBIBES R IR TR 4T O HEE AL . X+ FVEPS,,

Vs € Nusps, Wi fni —nzs B Vs ns € Nees, 5 22
iy — 2oy MUI5E 4 B K TRUE, n 35 SRR — Vs »

12 € Nves, R _P’"z Y B — Y 34 m € Nveps, WRn —
na, MAIELER K FALSE, m W AFIERR. ARERME
3R,
Hix3 WRFREE
A : VEPS, BBFFRSZ(E F Nveps BTERE BHE R P.Q
i IR & Vulnerability Nodes
1. Initialization: Vulnerability Nodes= { @}
2, FOR each n€ Nvers,
3. FOR each m& VEPS;, m#n
4 IF(Relation(n, m)EF) THEN
5. Vulnerability Nodes = Vulnerability NodesUn
6 ELSE IF(Relation(n, m) € F &.&.(Relation(n, m) !=P

|| (Relation(n, m)!=Q)) THEN

7. Vulnerability Nodes = Vulnerability NodelJn
8. END IF
9. END FOR

10. RETURN Vulnerability Nodes

ZE WA EE B R O(%) ,n 2 VEPS, S5,
5.5 WiE#MEE

TRIA N R — B B, b SRR R AN S A
RAMBAERH P . EEACHS QEAE SRAMEXKN
APL R, WE P X RI B FHELIHRRINEH AL ER
FIEE . BRI RIIRBEIE prinef () strncpy( )
Swprint fC ), fprint( ) snwscanf( ), printf( Y%, HILE
X HIAEE APL BBEUH cmemcpy( ) \strcpy( ) sprintf( ),
usprint f( ) .gets( ) scanf( ) strcat( Y&,

6 LBREHRSH

et 3 T4y X FFIEI H Wireshark 1. 2. 0 # T IR1A#E
oW, 5 EE B RinHESBARBR B NIST® A7 # iR
TABEAT A4 He e 3t 4 MR B P EAFWIRHEHATIES
PO ; B 5 X TR B Tomcat 4. 1 HEIZS 384151 HEFT#8
B4r¥1,3F 5 FindBugs #1745 R L.
6.1 Wireshark R4l 45 R

Wireshark f£— MR &S QM. Wires 1.2.0
TREG L 1840685 17, S 3CH¥ 1518, SR A ST X FF IR IR
H Wireshark 1. 2. 0 #47 T Ig A #5947, Wireshark 1. 2. 0
1 CFG NG VEPS $ins 4 By,
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F 4 Wireshark # CFG 1 VEPS B85

BRAR  RAWEYEAANK CFGH%EH VEPSHEH
NPD 6910 10897 8822
BF 1211 4699 2609
UFS 822 691 854
RRF 436 2794 2073
RC 109 149 122
&t 9488 19230 14480

R 4Gt CFG B R Z A RAMHT AEH
BREE AR MEFRAEN CFG BEH. WX 4685
A, VEPS (B RN 14480, /N FESRIA G AE/
CFG HIBgf2 % 19230, 53 4h, & 4 4 XL F 5 B IR B
CFG B25UNT VEPS M2 E, XA FES T CFG B2
¥et, R T A& X EEK CFG, 78 EFR 1Y B 12 4347
W, #EAT5E R CFG i 1 i B R BUELI T R F VEPS M2 5.

HRFEE RS NIST AR A TR LB, 4
K 5 .

# 5 Wireshark LWL

®M NIST X=X HF
£ nE ik  RHE

BR/FRR  REE/HBRE

NPD 26 43 20 17/6 39.5%/23%
BF 106 121 99 15/7 12.4%/6.6%
UFS 0 0 0 0/0 0%/0%
RRF 6 8 6 2/0 25%/0%
RC 0 0 0 0/0 0%/0%
B3t 138 172 125 34/13 19.7%/9. 4%

MFE 5 ATLAE ), B NIST H¥ER MiRHE, 232545413
MRS RRMEBERE R, KERERE, EH FACHENR
AR BN P ERAER A SR Z A EN HE T B R A
2 HE , MTESLBRRR T o, 3P40 R BUZE IR 4R 4TI B & 34T
TAESHIE  FAT T AR, W A7 8 Pl 8 4 R A7 )
F. BERATAK, FEFEEHE BB H R NS A ER s 1
15 B, B R 6 T IR IAHRG, N RBEGRIETR 4T A {EIR
AR B XS AR I 45 R A BR A IR R AR R, Y
FEVENERIAZE K BIE, KB T 2 MERAMRRA, BIRA
AR, SHORE 230 MR R AIR R AR,
6.2 AFRENRIE

RAASCHEST 4 AFER E7E NIST 9 2 AFHIRHE
BT T RAEABRIA , 25 R a0k 6 FT 3,

£6 CATFRRKBIESER
Chrome 5, 0 Wiresharkl. 8 ABMI1,0  Asteriskl0.2 #iA%

7 NIST #+A NIST #ih NIST #4A NIST #ik ()
NPD 0 0 1 1 0 0 5 5 100
BF 1 1 43 40 58 49 14 14 88.9
UFS 0 0 1 1 8 8 0 0 100
RRF 5 5 0 0 9 8 0 0 92.8
RC 0 0 0 0 3 1 0 0 33.3

MK 6 A BN, EREFFIRT BRE T X &
MERGERE., FREA.AXGTEERTRELRR. W&
BRE , HAT R ERAEM IR 2 R4 5 s 7 5 8
B AR R 3R, 8 v X N A R IR R AR R,
TREBNBENERERE. BAITHTAZRETE
¥, ST 38 S A 4 R A TE R AORT, SRS ERER
AT .

6.3 FindBugs &R LLE

B3t 6.1 Feh g4t 5| IR M B RO, X Tom-
catd. 1 9253845 R #ATHRN , 3 5 FindBugs #1T L, &
Rk 7 FrA.

. 86 o

% 7 Tomcatd, 1 SLELER

ARATE BRAULR #HA Tk RR O EHE BUR
FindBugs 36 2 12 22 61.1% 5.6%
R XK 42 13 8 21 50%  30.9%

MBI EE R R, A 30 X T E R BRI E R
5024, 48 WAy 3026, 185 FindBugs # L, 2 3C 7 ¥ 1S )

HBRIE X LUMRRABSMNI T ETFENSL, A
SCHR T — B AR B IR TR AR MR, X £ Fh W L T T
FHE A E BT T 5 — BT KA SCRH#R s SR R
MR TS VEPS REEER TR B2 T, LUE
FRPRESEE, H A1 VEPS B RBES BFRITT —
T VEPS MRS NAELR, 33 24 TF IR H #17
THUESHT . PR AL RS AT R A T A AR 2 A
SS9, VEPS AR A—FET R F T RS AT b # S
SFEEAR . 7E VEPS EsRFEMFIERE, HER T BT IA
HITROL, FEAR T IR LA RB Z [ 4L 4 VEPS, X
VEPS FAMRKTWFMAEXT AEHTHE, B4 T RMAH
Z[EL, R& TRNRE.

T T — T, RSV IE E W B R AR SO
b, FE TR R AR Y b X AT AR 55— |, B
IR, IF & A SR # SRR I TR, 4k 8e 30 & K RIJT IR IR
H#ATRIHTIT B EHTER .
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