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Security Access to Cloud Disk via Virtual Iselation Mechanism
CHEN Feng' BAO Ai-hua® ZHANG Wei-ming'

(School of Information Systemn and Management, National University of Defense Technology,Changsha 410073, China)!
(College of Command Information System,PLA University of Science and Technology, Nanjing 210007 ,China)?

Abstract The cloud storage technology is an important research area of cloud computing, Because of the hidden trouble
about data leakage, cloud storage services are often difficult to be widely used in organizations with the core data, such
as the innovative enterprises or the army. For this issue,a noval security access model for cloud disk was proposed via
the virtual isolation mechanism. Theoretical analysis shows that the model has ability to prevent sensitive data leakage
in cloud disk of the enterprise. Further,an enterprise private cloud storage-oriented electronic document centralized ma-
nagement and control system CFS was presented to test read/write operations performance based on the model. Until

now, the system has been successfully applied to a number of important user units,and has very good development pros-

pects.

Keywords Cloud disk, Virtual isolation, Date security

1 8|8

AR, ME ZAREEHEARR, BB E 4 5
SRR T BCH A RER N A R ER S, B
RBE = AR 55 7= A Dropbox™? | SkyDrive™ 4, B 4 &
BRI FR 360 %, KRR RGAERSH L
=BT A, B B SR FI2E TR, AR EH T
FF ks, 3Tl 80T U, B REE RS £k P9 BB L o 4
LEE T AT RS KN RS SR SO
Blpes B AR H AR B A RTR  (HRA R TRKWE 2R
B Z/PHREE M AEFHIBRTEEERSHELME
WA, WA SRR BT B F P RE T P48 Ao s A i R
W EEESSE, Hit £ BT ARKNERE T AHES
FFARERSET » ARDHE B04% LA — R ml 45 8 07 SRR IR
EEASBRFHEEEMT R, ERRTEIEERE
Bt e— 1 EERE,

BHT, AT AR B R A BR Se R U )
ERHABEMESILATTE. 53t o EERE TR RS,

PR B 319:2015-02-05 %1% H #H.2015-07-20

Y RARN T —M 768 R T RSB B I CS-
DIVE, 7655 18 AR 58 BE YR FNHY 58 A4 17 L 3 1oz o ot P L 360 4E
BRSBTS A R T R TR AR Y
o S B TG B s ) RO A IR 5 R O OB B AT
WOR SR A I . 7 e 2 R0 2 O T XA 4R o
T—# AT =R CP-ABE 5%, AR Ik = A58
HAREE:. MTENZRERE, ERFREBXRETEH
AR S5 SR MBI BAR R 21, BT Z /P REEFALRTD
femBldom 0L L e,

Xt FRRE A S ML L 6 B R A SR B
FRAT BE AL B A2 245 T T BESR IR B AFAE B & P LA SR A7 ik
REMZLM RET XM A ZLBA S, B
R DO B R T [ X R 7 Bk S B S AR A ER BT %
SWRRFST T LA KR S A i 07 SRS IR U4 RERE A . S S
REEMBBRBRIBA L 2H, D5 BITRIL N
BN R MRS BIE R EHRE T E. ik, VM-
waret "1 TR T B AR EARAG T B AR B A T K
BT A fF . King™™ 5 A48 8 7 ) i UL 1

EXFZERARBEELTH (912024006) ¥FH) .

B #1979, B ML, PN, TEHAITE AW 55 RE L BB, E-mail: chenfeng@nudt. edu. cn; B (1981 ), F, ¥4, P,
FEMRFENEHE B Web IR BB (1963, 5 .48+ 18 B4R, FEFA TR NFREL FERRHE.

+ 118 -



BARAPBRFREZLRPE RERPHFBFOAFES
6], FRERAB AT AT . AL AR H T84BT 5
BETTEMEDIST . Bussanil 4RI T 0l 5 B U, B REW
RRBHE RN PR BT E MR, Gasmi™™ AR —Fi %
FrfERMBHELTT BYALBAEETR, EEdE
YL EE N W] LA 2 IR B AT S BUTIRR . X BT
R BRI LR BEE & T4 IR 5528 5L F B
BRAP, TR F L IRFEAE BB R 37, X F r X F B K.
Yang Yul' Bt T —MRER N ERN FVYM, B &5
VR EEMEE RN, R R - NMRERETHE, 8
Xt HERR B B SRR HEAT PR, B b X R GE BT IR ST B M R
W, BA ST i ERE % B EERP TR,

BZ, BRESHFE THEERP FEH, CHRERE2
RETFZAEMREEE S BHXHAPEARBINE B RF
WREREFHERE L BOZ R RSB, TEH
RBEEINEAFRENESE BAETEAZERILEHR
P BRI BN, A wEERE BT
WEFR, BHNTAPREBWIFEMERIB, 3C8RH
—MRTFELURBILH A = RE2VREER ACIM (Access
to Cloud Disk via Virtual Isolation Mechanism) , i 4>t %%
ZERIRR T Z R T B R P A T RE TR E 1R
Bt BRI, RIET = /RGP M & 2 Raf, R
Xt P R E R A M E P MR LR P A
SBREEBD, FEELRPHENEH. ELRPETX
BRISHTEE SV FAE EFENE FXETEERR
(CFS), B34t T &M ENL L CFS REXM R E#HAE
MR, BZREE RN HTENEERH P B0,
BAT MR .

2 ACIM &5

Ay &2 N _E KR T SUF— B S kB SOk
FRFRB EE RSB P E &P Z 2 NE . A0
B AT A AU T B .

Bl SAFEXHRERCYESEHRE IS
Tz Al IR 5 2% P BT SO SO B9 B A E AR R Al 5 il
BB AR SO B AR B RA BT AL

ARYEZABRBL » ol ST B8 7E o P o A o T b 79 2 oy
& R BN OB A B fBATTOT RE SR R RO R
LA B i 5t P45 FOSMER B 4 B 5 SRR B, B M 45 R R VAR G
%,

WAL, Z/RERBITHRR LRI I, B R NE R 5%
FRMEERE, FEF N T W, #E T K.

B2 =&Y LSRR T XEE, Z R
PR BT ST B 2 ol AR B B 7 5 P B R 55 25 P9 S 3K
EHHER.

BB 3 ZMIUHFEER-S ol AR5 X L 2 774 R 55 48 Ik
S P SO B RS UL 1 SE B[R] 25, BT SO 7 = R
SRR 55 8% 1 BB 3R ER & 7 BV R] 25 B X 07 » 68 SO S e
TRMEFRRFEARE—BH.

B4 =8 A SO DU SR, X 07 = A7 A AR
Za% N SO BB AR SO, E R R 2 TTRNEAEER
G. /RE-FEMEFBHZ APEFRELTRMN; ZFH

M35 8% B SUHE IR R TR,

EX 1 ZELEBRWEBERBHHE, KAXHRZ AT
RHR, BWHRZ AETFHE.

EX 2 FHEHBMNNFRUR IR ETRE
W2 B it EALSMR B & (ANITERHL S B VT R BRAE 2 T 2L
SCR M PR S R4S .

T ERBE AR E T /X R ML R R E 21
R, ERFEEE LRI ERNHBS AT EHERE
AL AE B PR = 8O0 LU SO 68, Br A s £
R R BRI 2 “T/O RE# B R &, “1/0 REBHRE”
LAEB B I /SRR i 7 Xt & B SR T IR B AR 37T
{RHBRS VIR Z A0, AEHE— Bl &3 EH
REHEANZERE, FORHE T BURESTHEFETT;
HRHET  ZEHAB LIRS T RERERS, YR
EBAE RS .

B 1 RS RERR B T R A, B A kR

TREHERITLE .
ak‘ném% @
=
5 i3
Gl
S ﬁﬂm%zﬁ%ﬁ S
T
fF |[€> ﬁ & iﬁ <——>1¥; mmm@
# :& # || o
# ﬁ 3 ﬁ
& (WX)
x bl 3
-tii? =
e 6
AR I (gx;a#

Bl ZECHEBLERE ISR

ZHERIFE S 3 oM.

OEREZZ, BEUNMEEAEARR, /N HE
RHEE N H R L LI ETEA M , [F] 0 38 32 52 A 33U R
BHEAR, UmEZLEmO TS RS SRR L, B
AR LA A B I

() IBRIPR B B 1738 (Virtual Isolated Execution Envi-
ronment, VIEE) , H#HRE 2 RXIER = &N B SCHH, RER
BIRICAZEHR, RN ETEZTPETFTHITREET.
REERELT 5 AN

OFFHFDTRH Y NFLREHERBE RS, Tk 5IEA
EHRHATRE.;

QFIFHBEN = /XM HILEHIE, 28 d /O R HE#
BHAITE2I=H];

Q@F =R L R N A s R R 38 , X 25 b 77
R XM ERESELS VO REERBUEE MR, N
BE AR ZLEFHITRE, RRAEIRER PR TS
B

@FZ R R e Ry N8 Ao, 10 U &.47
VLS RIERAR L

O R ARV A3 & BT 15 P45 , [ 5 L X KR )
&Eyifa).,

GOVORHEHE, REAFAHENZ /GRS
ZENHRTINTREEIZRERRF, A R RER
B HARVESATIE N, B O E R, 3 = R

« 119 -



HTEVIEE R HEARBBRFRA VIR BEE W
R LR = BN Z 28,

i B SS  UL RR B U 1) 2 2L R R
ZRERANFELEARAT SR MR A SR, FEAE
BEEAR, REZEHER T LUV, RS EmEFE, 5
ERBEEITIRE T E2ER, B L g,

3 VIEE X

REEHNEOCRBRZITHE, AR LT URERE
BiESBF—RU RS, WLk L s &30S E
BEREATE , T A G AL B SRR B SO G s e
TRHFRBTLFER , E ISR HRE T3, BFREFT X
1) XSO —RAE = R4, 3 TF X R AT BB M R A fdE
BEBMHR, BANREERTURIERENZ 2. BR
SWHFHBETHEISBHRETER.

A windows EE TR H LA T T ELHREE
TFE(VIEE), B 2 A HEREERETHAEER, BiEa(E
FI4s i 276 . = B EHER Ny — R, FiX
A, AR RIS DT R EOR , SRR R AU R AT (S M
% MAAREZ ERPEAR , RIEHBERIEFT AL MR %%
R4, B L A v i R I i R TR R BURBHE 5 A FH SCad R 3R 30
TR, ZEHBVIRET XA m R, XREEE s
BB I MEAMRENREETHE, FRERSRET
R A, B 1L EUREE S

B A8 AT IR
[ #eae | [ zewe | [ 2ese |

B2 RmEETRRER

HFMEETBEA, ZiE R RE A EH 5% ACL
Wi} 3% 43 R R B P 4% 15 (8] AT SR ALt U, i REBE S ATE M
AT EEAE FIN R T RS & 2, BoRTTE M4
BT R AR AL FRR T i LS 1T SR N BT .

ETAFEZRERPEAR, #H AP HOOK ¥#Z#i#E
XoF BY W AR 0B A AR A B B HRAE , 250k 3R RT(E E AR U 18 B I AR
V~] a@w@&iﬁ SIS R 7 8] 89 WoAR o9 B BB B

—BijE, ZHEBRSERE N ZELE HEMNET
VIEE T#17FRBEE1T. [FEdH A API HOOK M 5 % i /it
REGVTERIE AT EN B RERE TR BB REA,
2 b 3 TR SRR Uy i) B 1L v 2 N B BB, AR MR
BUNEBEEMRE, AR E— BN, ZH#BRS¥RERT
EHR, PR H BT VIEE TH#TREET

T TRESI B AR, Z i B e = & U H#AT
e B RS EE MRIE . ERUBRE BT UF
TE R, MR e B B 2B A7 T 98 DL A 3 LA B 4 30, B %
TR EE MBS Z 2B F P HTHR; MERE T RE
SR GRS, MK SR 3 1) 3 X R B B AR S, ST Bl A
HTEAE, B EE MR, TURAZEART LRI
B U %5 SO 3E UL R A s 7 1% L3 17 M SO BUE

« 120

BREFHIBTXEHERSHHTREEN. IRER
RN ARRMBIT, BN RETEANMARUTEIH
E5F BB AE A SCRBUIT B dokan™ " FF & PE#4T L3

B 3 2ETF dokan B4 RHEL, H dokan. sys £
PR R GRS, B 304 RGE (53 Dokan FEHY APD
WP A RERT. AR R BN RIEER
(#i40 CreateFile, ReadFile, WriteFile) £ 3% 3| Windows 1/0
subsystem (N 12 17), [ & S8k 44 1 K % B dokan.
sys, XAERGREFFFF dokan. dll $24EAY 56 B0 B8 B BUE
2 dokan, sys 1, FE SEWBERZEFAX LR,
EE R SR SRRBRBEROES. RIERFH do-
kan, sys Y F—MEITENZESHARE, ERRHBERY
B ASAEHREN G RERITOHRR.

X R GEF
Dt
kb U WO /oF -
-5

B3 HF dokan M RGHER

TELTRF R P LI CreateFile, ReadFile, WriteFile 8 21
A B8 BB, HoA %0 B BX WriteFile Bk N3 1 B!, Read-
File Bg:lnzk 2 Fr¥1.

#1 WriteFile B3
373 DNE T ] vaﬂ: fL. 8% d
ol . BHEXH
MirrorWriteFile()
LEpRIEHE
1.1 REUH % 5 3% RC4 3t % 48 d Aw, B d) =Encrypt(d)
L2 EXH G BFZHAXE MEHES A f,=WriteFile(f;, dp)
L3 XL FRTERANXH
L3. 1 #Fisef RAZHENTEE BRSO, M BB AR E, 1%
X4 { =RCAE), BE A5 HEH {,=WriteFile(f ,d;)
L3.2 #MHE2RF AFEN K XH, 5o EH {, = WriteFile
f,dy)
2. pREREHE
H#HEEB N {,=WriteFile(f; ,d)

#* 2 ReadFile Bk

FE AN AL p, UM, KB RIIE pos, M A D size
Faxmd HELHABRES
MirrorReadFile()
LELABRFEZEXH
1.1 BB P 3 d=ReadFile(f;, pos, size)
L2 #HBRES, "RELE
2.ELBFEHEXH
2.1 4 0 G ERARA QBN AT X1
2.2 B At AR # 4 d' =ReadFile(f', pos, size)
2.3 % d=Decryp(d) , b Z#BRA S, h R &R

4 MEEARE S

T ACIM #8), Sl 7 1 [ Mk B = SR B F 3C
HEPERERG(CFS) . %R SRRl P9 SUBEEE 3L
AT 8 T AEAK , RBAE PR UE LR i A P 38 1 P 45 ) SRR
EXHARMER. AT HRL N EN E CFS RAaXW X 4ERE
HEREREWN, A XN TIRE T HT T RN, B4
F-4 . Intel (R) Core(TM) 2 Duo CPU 2. 4GHz, 2. 39GHz,
RAM 3} 1. 94GB, i 4% 300GB, # 3 7200rpm, B 7 64MB,
PVER S . Windows XP SP3.,



(AR E S P RER il

HTRERGEM XHHIRERAZFIM,. SKiE. 5
YRR SR TERE, 8 T HER KR R
R, A SO AN O 2 SCE T B ARR B 1kB F A iR A
BAUETF. B4RLRESR, HPRARRRSREIRE
R PRARRIR CFS RN AR T RIEHEHNHFET
Arie. MEHTTAR, BEE SO R/ME R, CFS RGN RS 4 RE
MREEZE L MK, X R E N FE dokan FFRET , BIRIEE Bk
FEAER AL X BN A B o & (CFS REER B RC4 T
BRI ELAE, RAEEREENE, XFTFELBERNITE
FFe . RIE X FAE R /MBSO, SRR A RER FEAE X B
B, RAER CFS REGWIERMET R W WS SR
ZE LR S E IR K T IR R G E B R R AR 6]
.

00| [—— FRIERRR .
s WRER RN .

10100 200 300 400 500
XHEADREM)

4 MRSCGERE R

(2) IO PR SR A8 (e PE RB R mie ) i

£ CFS &G, RE A Z B B N A, AT BB 3F
WA KEWARESCE#TESHREEE. T MK CFS
RN HAE B SR W, AREFE T H A 5 4, BT
HMARR K/ B I (FHh, notepad B9 ISR SCHS txt,
winword 3k doc, excel & xls, autoCAD 3y dwg, photoshp
psd) B9 EERMER AR, R 3 ATRER. WFRPT
L, BEE SR/ R, CFS RE NIRRT AR HFEZ £
X EAMEAERREAR, REET 3 FEH. §ERE
KIEEREREHEREEDNHAZBMES (CFS RAEXR
B RCA MEBEEZSHELAE REFRABIZE, XTER
BRI E I HK, X B S AT A B, TE
B 776 IS T S0, FEXT B AT AR AT B B AERT R I
HEEBFPYUBRZHFHEIA, G EREFREE R
XHZ B A B BRA1E  iX 27 A HH B B [R) R4, 1 40, WinWord.
exe X} doc BB E#ER, FE N WinWord. exe &%
H R T2 BEFPECE SCH , AT B2 75 B X Lo i B S 4 #E
NBENZ2FET REERXBFHTERE &R, &
PR MR R BN R R ZE T AR NG UHEE N E
FR/NARREES B 04 (N doc. xls ) 5| R M7 RE T
XHRNEERE .

#£3 RARANERER
X% A N/M winword excel autoCAD

notepad photoshop

0.01 1.50%  l.40% 3.50% 1.30% 2.50%
1 7.50%  7.90%  12.50% 6.50% 9.50%
10 10.20% 11.00%  14.20% 7.20% 12.20%

100 16% 15% 19% 12% 18%

200 17% 18% 24% 13% 19%

300 18% 19% 26% 15% 22%

400 18% 20% 30% 16% 24%

500 19% 22% 38% 17% 27T%

5 REWSH

ACIM BRI 2 2 M1 F B 1k = &N B U SR 7E 77
B EELBRPREMR. BT RS, 2 XETF Den-
ning”® {945 B R RIS ACIM B 5 R 435 B W AT 5 R A0
S3HT o He R B R B 5 BB , # — 2545 ACIM
HEE R 2T .

4 DS.DC #1 DLAMIZR EHL E = /R HTHES
HELBFNXGEEMEERXHES; fisfrr fu€
(DSUDCUDL),n€ N, R EHL R H; PC.PT # PD
SRR BHRRBE TR VIEE W32 42538  VIEE 4h)
A{EBEAMIETEHE: p1y o pu €E(PCUPTU
PD),mEN,FREN L RFEBITHHE; .~ TRt HZIMW
R RFIER . Fn t HAWERREERMZ. BIFE ACIM K
RIS B EHLE, AT E A,

|1 EAHEHBRAE R E R ERE S RN
Fl Ed 22 2 B A7 P9 B9 ST A, AR A 5] , B

Y f€,(DSUDC), p€, (PTUPD), f:—>, p=>VYt>
to» f€,(DSUDC)

M 2 FHRBEEZITHEE VIEE SR E 3B ER
EREP RS, AN AFRHELT, iRk E
VIEE W 3248184T , Bl B AR A 242, B

Vi€, DS, p€y PT, fi—>y p=>f > p ANVt > 10,
p€.PC

MW 3 EBEREZETINE VIEE N ZEHERER
X7 NSO AT B B4R, MG &£ B F P RAIRIH
RIS , 34 B AR R EE M BIX B 4= R4, B

Y f€,, DL, p€, PC, p:—, f=>CreateAndCopy(f , f) A
(> [ N>ty f €, DO

M4 HEBHREEITHE VIEE NNZEERS
VIEE sy R AT B il (s, EMN A R T . %
B VIEE /MR E S VIEE W ZEET, ZHBREE
RS, B

Y p€,PTUPD,p €, PC,p:—, t'=>p—>, o' AN V1>
Lo, p' €.PC

EFLL N, B R7E ACIM K2 T B3 By it I 1 %2
M,

EE 1 7 ACIMEET, = &N X4 WA FE T R f
AR PR &M B S /MR Z 2RI,

TEHA  REURIERAIER . Bz & A S0 A2 7 LA 5%
/N REEFN MEENTERR:

31f€, DS, At>t, f €,DL, f~.f

BT EEEAEEY, BEB W3 EE h# By
BB RSREERE 3 fREME, BIEA .

3 pE€,(PCUPTUPD) ,to<<t' <d'<<t, f=rp p—>rf

AR 3 AT, BT RSB L5 U HUE B A 3
e, Bk p€PTUPD, BEMARELE p—~/ .

TEX p—r f FFER 2 R BITIHE T

(DF p R EBARE £ EREHAN 1, p S¥IE%
B EREHAN 2,p€ /PS5 p€, (PTUPDYF .

(2)3p €/ (PCUPTUPD) ,to<t'<t s f>rp' Nt~ P

(F#% 154 TO
. 121



velope Detection Based on Sliding Window ICA and Its Applica-
tion to Brain-Computer Interface[J]. Acta Biophysica Sinica,
2012,28(11) :896-909(in Chinese)
R/NE KRB, BWBE, . ETHEIEH LR STRELE
SRMF TR EER-HLIE DR AL] A EER,
2012,28(11):896-909

[10] Oppenheim A V,Willsky A S,Nawab S H. Signals and systems
[M]. Englewood Cliffs, NJ : Prentice-Hall, 1983

[117 Yang Yue-xiang. The Research on the Algorithms of Informa-
tion Hiding and Network Traffic Detection Based on Wavelet

Analysis[ D). Changsha: National University of Defense Tech-
nology, 2008 (in Chinese)
BEM ET/DEERNERRBMSMNEREBERN M EHR
(D] kb EpFR A K, 2008

[12] Yang Ji-peng, Liu Xue-cheng. Study of The NetWork Abnormal
Detection Based on The Wavelet Transforms [J]. Journal of
Shanghai Agicultural University(Natural Science),2011(1).95-
99(in Chinese)
HARES . XU, BT/ MEERGNERERHRL ] WRK
M K22 CHABIERRD ,2011(1) £ 95-99

(L#F 121 3D

BB 4 T8, p’ €. (PTUPD), B A ZE#EAREART
BER BN AT (S HB M A(EH AR, 5 p— f HBUR AT
p—of RIETE p° 1E to BYZN B £, B p° €, (PTU
PDY, (DR WEEFE .

ZrER, B3 FE€, DS, 3t>0, f €.DL, f>f &
A, MR BOL.

HRAEE I 1 W40, = & P SO P9 A eV Rl R Ao A2 o
KHREH Tz MG Z2EEN; BT RAMEN %222
TE B SCAE0EE R N 7268 , BLS RE By 24 bR D) , (5 ik 41
R EERGNAD JRE) HRR TR E DA, TN EER M =
PR BR Ay PER IR B BUSRGE S SRR T LUAR A U ) (B R G
EHHHXEEEFZENNRAS(REEEELZLE
R BEBGFTT ST R e i A

HRIE BRESANZLTR AXRBT -FHETE
HRENHN Z/Z 2T RER, ZEMTEHTEEH.
EAUREEZETIEM 1/0 RE SR AR, BB H AR E IR
HEE R . K, BRI E73RE VIEE &
RO A CE AR T VIEE ikt 558l., VIEE
HAERE G Z L FE s RNZRHBRU N -2
3ol 1) R P00 2 7 ] ot S B A« PRI 2 (B e AR A S i U R
AR MB R IR ETHAE, FRER SR TELEA,
MR IR BRI St S BT RAMEIA N &%
SRR, A SR T LR 46 (CFS) , MIF 4047 T &K
FHLE CFS RGEX U REREMHENEWE. B, Ed%
WA IEH T EF BB N E/RZSVRERY
)y

T B 4 i — 25 W0 A R % 45 b [ P 4
BIPERERE I , 4347 M RE R i b R 26 R R S B, AT 48 LK B e A
[

2 % x #

[11 https://www. dropbox. com

[2] https://skydrive. live. com

[3] http://www. ksyun. com

[4] http://yunpan. 360. cn

{5] Cao Xi,Xu Li,Chen Lan-xiang. Data integrity verification proto-
col in cloud storage system[J]. Journal of Computer Applica-
tions,2012,32(1) :8-12(in Chinese)
Y N BREE. SERRETRE R BERENNLT ] it
BHLN A, 2012,32(1):8-12

[6] Yan Xiang-tao,Li Yi-fa. Integrity Checking Algorithm Based on
Hash Tree for Cloud Storage[]]. Computer Science, 2012, 39

« 154 »

(12):94-97(in Chinese)
B, EH k. BETRAR N s g x] 8
HLEL2E,2012,39(12) :94-97

[7] Liu Fan,Yang Ming. Ciphertext policy attribute based on en-
cryption scheme for cloud storage[ J]. Application Research of
Computers, 2012,29(4) ;1452-1456(in Chinese)
XU, 8. — R T S SCR B RS R . i
B FHATSE,2012,29(4) : 1452-1456

[8] Lim H, Kapoor V, Wighe C. Active disk file system: Adistribu-
ted, scalable filesystem [ C] // Proceedings of the Eighteenth
IEEE Symposium. Washington, DC; IEEE Computer Society,
2001.101-114

[9] Swank ] D,Goodson G R, Scheinholtz M L, et al. Self-securing
storage; Protecting data incompromised systems[ CJ // Proc of
the 4th Symposium on Operating Systems Design and Imple-
mentation. Berkeley, CA: USENIX Association, 2000:12-26

[10] Jin Chao,Zhen Wei-min, Zhang You-hui. Active Storage Archi-
tecture[ ]]. Chinese Journal of Computers, 2005, 28 (6);1013-
1020(in Chinese)
Yl R, KER ESFERAGENIT] iTEHL %R,
2005,28(6):1013-1020

[11] Zhao Yue-long, Jiang Qian. Research and Design of the Virtua-
lization Storage Technology Based on Intelligent Network Disk
[J7. Journal of Computer Research and Development, 2009, 46
(Suppl) :44-49(in Chinese)
BRI, B, BT W R & B R BT R 5t
U1, i EHRFSL 5 % &, 2009, 46 (Suppl ) : 44-49

(127 Using virtual desktop to improve the ability of the management
and control [ EB/OL]. [ 2010-3-157. http;//www. vmware.
com/cn/solutions/desktop

[13] King S T, Dunlap G W, Chen P M. Operaring System Support
for Virtual Machines[C] // Proc of the 2003 Annual USENIX
Technical Conference. 20036

[14] Griffin J L, Jaeger T, Perez R, et al. Trusted virtual domains;
Toward secure distributed services[ C] // Proceedings of the 1st
IEEE Workshop on Hot Topics in System Dependability. Los
Alamitos: IEEE Computer Society. 2005;274-281

[15] Gasmi Y,Sadeghi A-R,Stewin P, et al. Flexible and Secure En-
terprise Rights Management Based on Trusted Virtual Domains
[C] // Proc of the 3rd ACM Workshop on Scalable Trusted
Computing. 2008:71-88

{163 Yang Yu. OS level virtualization and its applications [D]. New
York; Stony Brook University, 2007

[17] http;//dokan-dev. net/en

[18] Denning D E. A lattice model of secure information flow[]].
Communications of the ACM,1976,19(5) :236-243



