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Interaction Network Traffic Anomaly Detection Method Based on Cusp Catastrophic Model
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(The PLA Information Engineering University, Zhengzhou 450001, China)
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Abstract  As the exiting methods do not consider the nonlinear dynamics feature of interaction network traffic,and can-
not distinguish between normal interaction traffic and abnormal attack traffic effectively, we proposed an interaction
traffic anomaly detection method based on cusp catastrophe. The normal traffic cusp catastrophe model is established on
the nonlinear dynamics parameters of interaction network traffic,and the equilibrium surface is used to describe the be-
havior of network traffic system and the balance surface of normal network traffic behavior is structured. Then the devia-

tion of normal balance surface is taken as basis to detect anomaly. Experimental results show that this method gets

higher detection rate and lower false alarm rate
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