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Method for Cyberspace Failure Spreading and Diffusion Based on Hypergraph
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Abstract Due to inaccurate evaluation of the impact on Cyberspace resource failure caused by the current link-based
methods for failure spreading,a mission based method was proposed to analyze failure spreading and diffusion in Cyber-
space. This article analyzed basic relations between missions and resources by utilizing the Petri net methodology, and
built a task/resource model based on the hypergraph theory. This model defines concepts of spreading ability, spreading
coefficient, diffusion coefficient and fault influence, which can be conducted and quantified by adjacent matrix. On this

basis, the influence function of resource failure was derived. Finally, we tested process of failure spreading and diffusion

in a case study.
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