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Abstract

For the problem of efficiency which appeares in the repeated automated trust negotiation, a negotiation strate-

gy based on diverse history negotiation information was proposed. This strategy combines history information with ne-

gotiation by means of policy directed graph and ticket. The former one is used to finish the negotiation and the latter one

is used to storage history negotiation information, meanwhile, digital signature technology is adopted to ensure the au-

thenticity and integrity of the information, According to the different modes of history negotiation which is generated,

trust-ticket and history-ticket were proposed. In addition, proper formation, verification and working procedure were de-

signed in view of their characteristics. Finally, simulation results demonstrate that this model can improve efficiency in

repeated negotiation.
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B sh{Z{E T (Automated Trust Negotiation, ATN)2]
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MERWFRBILGE. EREMREFES, FHEELY
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RRABERDIE . A3fEEDRELIRAFNRE, AR
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3 (Attribute Certificate, AC)YE R B YHEIEAE, ™M M #Z
P T 374 1% 7 (Privilege Management Infrastructure, PMI)
MIFLERMEFREUES . hRTREEE ATN B RBLL, B
SRS HLE 7 U AU 32 B A Bk Oy X, BV 2 38 4 R e E
P AT B A4S LA RS AR B L B AR HE , BRI P R SRR ) & 42
MAMERERRE T B ENRRENMTS.

FFS B #9.2015-02-09 i&{& H #9.2015-04-10

2 HBXHR

Winsborough % AZE# ) ATN #i 2K FE#2H T &&
SRR ARG . FHEE IS LI R e 2t N, xd
R REHEBEXMIES, BRI PEENRERES
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R E RS R ERT BT H G Petr MK H SH{E(E
A %, HRL_ EA BRI ETREEAIRE REI S HEER .

BEE R SRS BE A R A, DR R E R MR B 2
*t S A {5 8 BFI A L . Elisa Bertino % A& 31T#) Trust-X
PR R B B 5 AN BT S {5 B AL T, X P 3R IR
HREe, WEERF S A A RAESRERRERENSE
F1, XFPR IR A7 08 A T 40 B AE R BT IR A U i ], (B R
Trust-X HERFE—¥ 1R, 28 T H R SR ER, R Z 5
HIERR .

IS E RARHAR S FEAEEE URBDERER,
XERELL B SEEH A ERE P2P HhEEE TSI ASR
Mo fE R4S SRS BHAED , i R A b A5 4 45 SORIRA5 75 BAR
I, B X R A E— B H O T R E R, B4
R4 AR M FEHIUEN B2 AR EE R, T3
ZANREIEASRERRERLS FESREE, BRY
BEBK, FREEa IR HE RIS RIBBEHEE. X
FHEEUBRN BRE—ENEL0E, RatehZ . Xl
T4 A F R D7 s 6 oK (6 S P SR (A A MR R BE RS A T DA, 4
—PEREANFREHTHE ., X—-BERBEFNHRY
[, (HE QI E X P B2t ATER , B0 U B SR MBS

B, A5 304 A BB R RCRIE T TR R R
FAREMEZLEREFNTE RETETEZRATEFEEHN
AZfEEDER. NBELXE FRBBHELERSIA
DEE RS, FRRRA R ERERDEHF =TT RN S
FRIREHHELETELBOAR, RE THEERIERMT$
RIEMELE, FREAARIENERRIT T RER A RIE
AERSR. ZReFHE, I ARFELEARARGIERIERE
FIRSEE A ST M s L T ™48 B SR TR 3 10 U e (RE BRAIE
HIA B T AR IE D R R Z 2tk .

3 REHEREEIt

ET B0 815 58 Uh 7 SR s, 7 Uh B 22 b R R
R () B A0 S AE BRI R, HRIUTH AR R R
BEAT AR, I B S A5 BT LUE S AR R U R AR B E S B
17 R MRE AR, R, RIBICR IR PERRE
B, TS B 2800 R MR MR S0H 2 HE 2B

BB, WA ETUEARHARKTEEMNA

B AR B, X F MG BN R E R REFATFTRS
B, W LA b B Y R IEHE

EAFNEIHER RESES AEBSIEBZR 2N
Fz 1) SR e ) PR ) T FEAE AR B R 5% R, PRUNES B SR
AR B ok R BUIE H R B R, (B RIS My A2
255 5 FERGX M —XF 2R3 R R R I BE R 15 R BIE
EMBRER, MR, BREWPESRENEEEEREIIE
18] B % 0 R B 5 B O AR SOl o 1R TR RE A () R 3K SE AL
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Object: RANER , ZXT R AT BB RS TR

Negotiation_Object: Fnét % ¥ I7 B U 5

Policy_ Object: 7~ B IR A ) 42 1l SR 58 5

SubPolicy : &7 1 5142 ] SR W o B F 3R W% 5

Cred: TRt RS B HE B EIES.

B SIME(E R - BEUR (35 B IR 43) B9 U ] 42 il SR ]
URSBHBEEEM AV HFESHRMNBHEIESE

BRIXN RERXTRRR .

Policy=SubPolicy, V SubPolicy: V **+ \ SubPolicy,

SubPolicy=Cred, \ Cred; A\ **» \ Cred,

FEVT RIS P TR Z A BB HRMER X EH
R B R — & TREE, Va1 R R g s T LA 2 ; 72
FTRES EPZARERBEXR, MULFIRZFEIES,
FRBEASHHEL.

HRUE V)45 4] FAE T IX R, 7T LIXTBEIR Object 2 R 4P
UEH Cred 4TI F R«

lock (Object/Cred, (SubPolicy, , SubPolicy: » ***» SubPo-
licya))

KRB R WA MR RER N lock (Object/Cred,
(false)); W HEDEE W T B TR HN: lock (Object/Cred,
(true)) ; E 2 BBV FIR IR N : sat (Object/Cred, (Cred, ,
Cred, ,»++,Cred,)) , P Cred: R BB R T AR M9IES,
H B RRER G WIEH L REFRE ST WIS,
REFFE TG, WEAR K cunsar(Object/Cred) s R WA
HEZFWHEEERFI BT FERN: seq (Object/Cred,
(Credy ,Cred; -**Cred,))

3.1 EmALENET

KEFFELE 3 AN REIFRER . ABE
RAM/RE R, BEIEBMA RS S AREER, FARERN
REFIEBZ A RE; FRERATEERR,

A M ERARRFERE R ZEWBERR, ATHE
B RAZEPER, B —mESTERHENTR. #
FERERKFEFERZEANERNERXR, HrEEHE
ERERWTAE FERZARTREEEXR. TRESE
[EIEIEE R —E R 7] E R SUOE R SRR EIE RS

HREE LA b5 SO By o) 5 SR MG, QD 1 B

lock ( Object/Cred, (false) )

lock { Object/Cred, (SubPolicyy, SubPolicy,, -, SubPolicy;) )
@ >@

#: SubPolicy; = Cred; A Cred;

lock (Object/Cred, (true) )

SubPolicy; = Credy
Cred = SubPolicy, V SubPolicy,
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B 2 i T S HRRE R 5 X L SR 0 A [ [

L9 5L H
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Cye—true
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3.2 EmMADENHRES SR

EREBEFET, ABR 0 W% S —ERM /RS Al
A6 /R G5 A T LA S TE SR e 5 RUKGE A BB IR , iX B 5 A RHE
BHEBTFFINERRZTRAN, 7T LI H . A v5a 6%
B A BRI B E VR KRR, B

If:lock(Cred; ,(false))

SubPolicy;=Cred, A\ Cred, \+++ A\ Cred,(exit Cred;)

Then; SubPolicy; = false

If: lock(Cred; , (SubPolicy;))

Then: unsat(Cred;)

Elseif: lock(Cred; , (SubPolicy; , SubPolicy;))

Then: exchange lock (Cred; , (SubPolicy;))

B A 0T B AL -

WA IRAE R false BIZE G T 1R WU, BUVBIAT ZR 45 AL 46 Tl Y
g8, ImRRE SR - REIERE S EREIE RS R K
ABER 1, MHIZSS L S LU R Sk SR m BTN A B K B
ABERR 1 WRMHIEBE R, HEIABEARR 1 HEMEIES
55 50 Wi RSB BEHAT

0 SR U ) R A E A5 4 AR AR ) B B A U A
BB S EETT LB R YR 445 50, 3545 LA _E SR 1) Y
Hid . HIBEBRESEREABHLEANERSERESSHE
SR TFE, -

If:seq(Cred,(Cred, ,Cred, ,**+,Cred,))

lock(Cred,; s (false))
SubPolicy; =Cred; N\ Cred; , SubPolicy; = Policy_QOb-
ject

Then:Cred; & Negotiation_Object
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FWAR Y FHERGS FEART
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object = (€1
= (CSI\CA,\CA)
ZSIAS,C -
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B 4 R T RS A 1 B B4 b B S Mg 5 PRUNES By
RRBE ORISR . A AT DUE ), 71| R SR A 1 B B b
RIS BE 5 PRUNES 5 S B8 78 1 B XU X L I #80K A B
B, X FEE N PRUNES 1 i 35w 2 76 Ui i i [ B 6]
BN, XU &4 3 —E SRR MIE BT R E. F
mE S, IR S B, AFIES C.Ci .S .S .C.BE,
Fi i PRUNES 58 B i) o 7 5 72 oF 00 3 U7 &t XHEH G
S:.Gs Gy .S #AT T RE, REXER KM, ANHERE TS5
BHR S ERMUES Cr.S:.Cs . TH ARIEH 17 B & th g
BRI ARFE LRI
3.3 mEERNFTE

Wl o SRR | B R A B R S T A R R —
RESHEMERHIES: H—RRESHEITRKWIES. HhE
W 2B WAL S A REIEBRBEIMHEFERR,
Xt F S HETRAIEBAUEMAEE., BEREXWEIEHER
W EERAT LB RR. M THE—RKIES, BAEE28HK
5%, BT S R R e, i L B35, ER R\
SRS AT R 5 3 TR B, BV HERIF IR 24
B HERSEREN, HERECHNERFIIXRIES. B
1 LA b WFIE 5 BT 7= AR B R AR T LA D I S 1R BOR 76K

R L EABRREIERFHEEGE 3 Ao SREEA 0 B A]
VAR, MU OUT $E%F S B 1E)E » 8 EIE 5 Brrky

HBRER.
B-RHEEL: BEoRAEER:
Sat(S, (C2,C4,%2,8:1,C1)) Seq(Csy(CﬁSU)
Sat(Cy,(C2,C4,S2,81)) Seq(Cs, (S5))
Sat(Sz,(Cy)) Seq(S4,(C7))
Sat(81,(Cz))

Bs WEEKHIEER

4 HREBHTEE

REFHETEER BE THMARIE, 252 EEFIEM
B s .
4.1 BERE
B SRENMNELRIE, EHEC 2@t
ARG BEUE, WT Q04 7T LA B AR AR T IR
BRI ETET LME R F R EE R B, (HR B HIE 5
F (6 R DR, ZE R R AR 30, B B [ B AR A & e uE
BREGHM. BHMERFERIEL RN TR iR A
HWUEIEH WA, R EFIENRITT LR EILRERXIE
HHRESMTEE ID, B 6 BT HEERIEMNER.
(IDOCTYPE TrustTicket [
(VELEMENT Type (Trust_ticket))>
(1VELEMENT Rescourse ( # PCDATA))
(VELEMENT Sender ID ( # PCDATA))
(JELEMENT Receiver ID (# PCDATA)>
(JELEMENT CertificateSequence(Certificate+))
(JELEMENT Certificate(Certificate ID, Issuer ID)>
(1ELEMENT Certificate ID (# PCDATA)>
(1ELEMENT Issuer ID ( # PCDATA)>
(1VELEMENT Effective Time (# PCDATA))>
(YELEMENT Signature ( # PCDATA))
D

6 {SEBIENERKER
(SEEEE X EE 7 5T K (type. sender, receiver, re-



source, certificate_ sequence, effective_ time, signature) , H
type F/RFIEH AL ; sender BFIER % ¥ , RUDLTRIER h it
% K i 5 receiver RFAE BT, REAMBIEHIFAE & re-
source F/R M EEET X i) BB — A BT IR, ML FE IR U5 IR 45 4%
RUHRF , LB Z R R HEIEHS; certificate_sequence
iR T RBRBE SR PEIES , certificate_sequence 143
& & certificate TLE , certificate JTTEFIEF T HHR B HIE
FHES KPR BEBFFNS certificate_num FH K
#H{E B sender_id; effective_time &4 % af(a], AR R F{E
FAEMA RO ; signature REFE L, A TFIEARIENAR
HEME e,
BEERLESSE KM EFERHESR UF:
sat(Object/Cred,(Cred, ,Cred, ,+++,Cred,))
—Trust_ticket (Object/Cred , Certi ficate _sequence, E f-
fective_time)
XTEEYEH Y certificate_sequence & effective_time 0T
H5E
Ef fective_time_Ta=Min(Limit_time_Credy ,**, Limit_
time_Cred,)
Certi ficate_sequence={(Cred; _num,Cred; _sender_id) |
VicS(0,m)}
4.2 BRFRIE
PR RE FEDRFAROIER BT YFEFHRR
5 B 3R SR I, DUF A LUR B 32 AR PiE R BB F 532
BeIF BAE BHAESS .
SRR D R BB T R A, HP IR R THRR
4 BT Sk 45 5% 3, 0 7 O AR 4 7 sk SR AE B 4 BB R B X e
FRBHIES, U XFIEFIERMEEE S FRAMEXT
B R] B TH #E P R RE R R F B B BEARBIEANFHE K
YRR 2, R TF(5E AR Bk U [a) 48 %) R ws B B k18 7%
IR, P e RE R Rk T RSN A B R BB AR TEH
RUiREHRIE A RRBRER. HRRIENBRWE 7 jr
o
(IDOCTYPE HistoryTicket [
(1ELEMENT Type (History_ticket))
(1ELEMENT Rescourse ( # PCDATA)>
(VELEMENT Sender ID ($# PCDATA)>
(1ELEMENT CertificateSequence’
(I{ELEMENT Effective Time (# PCDATA))
»

B7 FHEIEREARER
EXFH R EIFfE 5 7T F (type. sender, resource, cre-

dentials_sequence, effective_time) , type, sender, resource, ef-
fective_time 4 PNFE B 5 E{E=IEAF, credentials_sequence
FRICRTHENRBEFEHBRMIERTI.
BEAERIESE _RIRFERHSR, UE .
Seq(Object/Cred,(Cred, ,Cred; ,+**,Cred,))
— History _ ticket (Object/Cred, Certificate _ sequence,
Ef fective_time)
Hp Certificate_sequence=(Cred, ,Cred, ,***,Cred,)

5 BEEBHIIRE

5.1 PFisefdBamiE
Xt FERUERIAE F 22 AP0, 4 5 R ARB M 5 &

AW EUER I FFIER . [BRMRIEFEFERNF 2 FIER
FRENESHERTXNAR, BARIENRIESB BT ER.

REFEMERIE R EEE R, 2R P BN 5 &
B EAESIER , 75 B 10 U5 AR SFHE A UE 43 FF 51 #7018
BB SLERDRT PR BRAIERF I RA RN —B. HAY
F P RE AR FHER , T B0 UE X T B FE SRR P 5 R Bl
8, RN T ERENEEFIEPIEROEBFIIRE, FTE
X EFEARRIEBHTAREIE. FE, MRMFEERE
FESAE R 2 Bl R E R A RO E K, YA P ERAGE
SRS, M T A RRE AL TIEARRES, R E A NE 2,
R, TR EIFERIEGE, B B RIENA XN &EE
EREFIETRGACERNIFAENFRTEBY BE
BIEEERIERIERIA P KHEXBREIEBRNARE. FE
R BRI E 8 fim.

EAARK

REEAE AT
' Relag, sat(Object / Cred, (Credg, Cred,,..
Verify: w Cred ),
Effective_time = Min(Limit_time ) | Create: Trust_ticket(Object / Cred,

RARGH

CredI| i (0. 1)) Py
Certificate_sequence = {(Cred Certificat _sequence, Effective_time)
i_num)|yi<(0, n)}
Next negotiation — — — — —f —
ki 8:2 34
Verify: T

Now_time < Effective_time

%Lﬁ%'
A \ Verify:
{Cred | VicH BRBL is usable} Now_time < Effective_time

oot | G181 {Cred |VISH Mt R is usable}
V Signature = Encryption (Trust_ticket)

A8 FERIEMEIEERE

B EIRENIERERFIINES . EE S EERIE—
FERBAETR, B R RIE RigR T WRAERES, BF
DAFE BEcRn (e R 7 s SRR A R R A RN,

5.2 ERANBSRINGETE

RS SEERTE R S 54T A9 A8 o KIS R S UE A D S BRAIE
FREATEREMEP., FFRERES, 3T H
SBEGIE R R RERIE.

ViRl I SR BE Th A T B T AR RIS IR B IR X B
HEIEAS , YU EE DU e i [ s il SR RE B, 2 5 S HFEA K
HEABHIERMAGEERIEAG S EIEREAM Y. &
FHEERTHEIED Cred:, BERMF A S5 HIEH X B
BUEEEE Trust_ticket (Cred; , Certificate_sequence, E f-
Sective_time) , MERFHERFE S B RS SHEECHE
WIEESEAE 4 S XF L BT [a) 3 ) F 5K 8E SubPolicy=Cred, \
Cred; N\ **» A\ Cred; 18 8 SubPolicy =Credi A\ Cred; A +++ A
Trust_ticket; 3 REBBERY; RERE HF MR HAIES
Cred; %t ) 7 8 B3E History _ticket(Cred; , Certi ficate_se-
quence; , E f fective_time) , W 457 5] 35 SR BB U, SubPoli-
cy=Cred;, N\ Cred, N *+* \ Certi ficate_sequence; , i1t %} 1)58]
BHFRA AN, S E ARG & FUERA B AR
FHRBAE R REA [ E S, LB SO7 thgiew, #F
MRS HERER,

lock (Object / Cred, (SubPolicyp, SubPolicyi. ... » SubPolicy))
L seq(Object / Cred, (Credo,ICred 1 » Cred )
History_ticket(Object / Cred, Certificate_sequence, Effective_time)
sat (Object/ Creds (Cred ¥ Cred 1, ., Cred )
Trust_ticket (Object / Cred.J'Certiﬁcate_sequeuce, Effective_time)

4
Object / Cred

Ao FRFESFEERIERZER

HRRELIT AR ERE, FRABT T ERGFER
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EHRELERS . R BRI EMREHMREN LR
iE, WA BiEEEEEER. HFREESEEEIENE
1B 9 frm.
5.3 thEgses

T SRR SR T R0 15 B M B i SRR A9
HEERE, UE 2 FRHEEI T ERIE . WEERE
FEMERENASER. ot WIRRME T ERETEE
object, WM THR A H4E5T object SRR F BILEIE. B
B RS EME 10 BiR.

FIRRT MM FERGT AR M
Ca=85:A86 object~C; ACsACq
Trust_ticket(S;) Se+-True
Trust_ticket(Cy)
History._ticket(Cs)
H KA R
EETLELT L3 %m\)
object~Ci ACsACy
X Trust_ticket(Cy)
obiea.;“::;x‘;‘)‘f\gs History_{icket(Cs (C1.5)
Cs+ S;ASs | AHiswY.
o e =
Co~ 3
%
/Sy
Hmxse s Eer _|__ . ] L —
RGBT
Truge o
KBRS L. ¢;
. Ci)s Sat(S4,(C))
Vertiy Trust_ticket(S4,(C7)) S350 Ss::;‘(‘:smw& ™ | Create Trust_ticket(S.(C)
Sat(Cs(S0) rust, HokeHES
Croas Trust_ticket(Ca(CrS2) /

To replace

History_ticket(Cs,(Cr,Ss) | T

Create Trust_ticket(Cs,(S,S¢)

Vertiy
Trust_ticket{object,(C,,Cs,S3))

1 Cs, Co, Ty
5 lilugt 4
Ut tickesc,y KeHC))

\
?}w—/—’

Vertiy Trust_ticket(Cs,(C7,S4))
Trust_ticket(Cy,(Se))

Sat(object,(C,,Cs,54))

Create

Trust_ticket{object,(Cy,Cs,Ss))

10 LHHEERE
MEESALE S, WA EDEHEATEERIE
Trust_ ticket (S;) . Trust _ticket (C,) F [ 8 EF History_
ticket (C5) R TEXES S, .G # G B, WD T
MR, EEBRyEER KR NEAR AR BN,
XA E PR T RS (m] B B AR IR T B A st
BHE X HIR object BMIEBHBRFINF~4.

6 {FEMIH

PEELB FERIEE TR0 £ 5 8 BT i e A X
F# ) PRUNES hiT SRR A R R L W F, ALR
HEFEMAT Trust Builder2 X I REKE.

L1 ERFWITRE S MEE, S HHES L B S EART
B8 AR RS, A —E R E AL,
Sext PRUNES g 5 8% 3017 05 B, & P i 4 3l ey 8 4~ ¥
W, FRHE R AN E . BETERETERERNHE
KEEHITHE, H9PERE WIS 8 M RE IR et
], Bk RS s R anE 11 iR,

3

N | P
25

B /s

2
15
1

05

1 2 3 4 5 6 7 8

2.t b
Bl et E R e
it L EBAETT LIE 1, F B PRUNES B 5 8% 2 51 i
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R 8 ABIRHTIH AR B BRI, BRFI AT SRS
SR B R RREEE , R EERE N H R FE R A 1]
B FoA LA BT IR B B R B () 48 0 6 PRUNES B g 3%
WE B M FERGET R . 3 LR B R U, BTUL K T g &
H BV R e 1] B B 3 , BUXTEE 7.8 SR IRBEAT U B B, B 1] 9
FEHTRE , BB MER K ERREE THERAGERIER
&, PR B LR U3 R R AR FAEXTIE 5 BB e A K, B
HLRERTE A S B B EEFRIER L, A E L
HREAE, EEFEFIENHES O E R RN R R, e
Bl R 45 5, M = F N 100 %6 BT, ToiS 7 17 45 ol S B /B A
ARk, RE R AR ST, U R RT R A 20 HL A Rl #EE
BL HEBERNES - ITHENDENABKT
PRUNES th gl B s B+ 8 & THEAERIEM £
BB .

X2 FHERSSWITRE S MR ARAETEH
5 215 B R ST O RK W, & P Xt 8 N BER S
BIHEAT 3 AR, 3 HIER P 8 YER I 15 18] 45 I R wg (9 48
ABE 433 K7 0,502, 100% , 3T 3R 45 4 3K 15 B 18 T 05 #E i
], 25 R N 12 B

—— 0

HREN
o AL
—o— HRENL

et /s

25
2
15
1

05 y
1 2 3 6 7 8

ame
B 12 AALERFABLT YR RN

T L E SR AT AR e, V5 R S SR s A DU R G, P g
A TR] g BB BE bR . T R 7 TR 428 1 SR AR LR 9 O B
BEE TSR B B3 b0, BARBT JLIK B U R e 1) 2 B e 3 » (L
RNEE RBENREERSHEE, B YEMERLIESR 0,5
FEORHREA R ERABAERRES; %80T 5 5R e 48
fLUBE S 5006, BEBR A — 3 i Hp v 1 A2 7T LA A5 A2 BRAE B
A, BT AU R B e (RS B B (B , RA R BB B B RTS
BIME AESRAE R IE 45 i 7 35 3 10026 5 B U5 04 7 1] 422 ol 3R s
FELLBE S 10006 i, i B AT UM B8 P 4, B2 B E R
T, HEFEETERREE N REARGERIEXNES#H
JERHN L, MRERDEEHNERARMFEERIE. 80
BT LAE Y, R 55 3 O BT IR U B B 1 1) 42 o) AR A 0B
RS , S AL T Y AT T AR RO B B R

KW 3 HAEGI U RS (5 R R A SR A U P SRR
HATRT L TR 20 RV L B P HBRERNBEERL SR
WE 13 B,

12 u T ] " r s - T RRNE
1 /\ -~ R
5 ‘ A HRa
- \ ff« \\ \
o6 X g4 A \
L4 % v \\\/ P //
m 4 / \ A / /
®” // ¢
“ 2
R S R T TR TR TR
wakk

13 HEE B EEAST

R 5 8 54T U 7 SR B%-th A X E 45 AN SR BE B I 4R 4
LD, BT L5242 3CHR B T R R A U e SR i 3 5% o i
BEREEBMEAK B EREFERFRIFNE2E.

(T#% 144 7O



cy Preserving Approach on Road Network[J]. Chinese Journal
of Computers,2011,34(5) ;:865-878(in Chinese)
B, X, BRE, S —HEEA RSN ERRRY T
&0 HHENL2E, 2011, 34(5) : 865-878

[11] Sun Lan,Luo Zhao, Wu Ying-jie, et al. An Algorithm for protec-
tion location privacy in road network[]]. Journal of Shandong
University (Engineering Science) , 2012, 42 (5); 96-101 (in Chi-
nese)
R B4, RIS, T B R R & AL B BRI R T
AR K2R (TR » 2012, 42(5) : 96-101

[12] Zhao Ping,Ma Chun-guang, Gao Xun-bing, et al. Protecting Lo-
cation Privacy with Voronoi Diagram over Road Networks[]].
Computer Science,2013,40(7):116-120(in Chinese)
BF, DEX, BilE, %, BEMFETFET Voronol KM BR
AR HHEYIRAE, 2013,40(7) : 116-120

[13] Shun K G,Ju X,Chen Z, et al, Privacy protection for users of lo-
cation-based services[J]. IEEE Communications Society, 2012,
19(1):30-39

[14] Chow C Y,Mokbel M F, Liu X. A peer-to-peer spatial cloaking
algorithm for anonymous location-based service[ C7 // Procee
dings of the 14th Annual ACM International Symposium on Ad-
vances in Geographic Information Systems, ACM,2006:171-178

[15] Hu H,Xu J. 2PASS: Bandwidth-optimized location cloaking for
anonymous location-based services[]]. IEEE Transactions on
Parallel and Distributed Systems,2010,21(10):1458-1472

[16] Wang Lu,Meng Xiao-feng. Location Privacy Preservation in Big
Data Era: A Survey[]]. Journal of Software, 2014, 25(4);693-
712(in Chinese)

BB NERBEBARPFARERI] K2R,
2014,25(4):693-712

{1773 Brinkhoff T. A framework for generating network based moving
objects[J]. Geo Informatic, 2002,6(2) :153-180

(18] Sousa M, Techmer A, Steinhage A, et al. Human tracking and
identification using a sensitive floor and wearable accelerometers
[C3// 2013 IEEE International Conference on Pervasive Compu-
ting and Communications (PerCom). IEEE,2013:166-171

[19] Gedik B, Liu L. Protecting location privacy with personalized
k-anonymity: Architecture and algorithms[J]. IEEE Transac-
tions on Mobile Computing,2008,7(1):1-18

[20] XuJ,Tang X,Hu H, et al. Privacy-conscious location-based que-
ries in mobile environments[ ]]. IEEE Transactions on Parallel
and Distributed Systems,2010,21(3):313-326

[21] Pan X,Xu J, Meng X. Protecting location privacy against loca-
tion-dependent attacks in mobile services[J]. IEEE Transactions
on Knowledge and Data Engineering,2012,24(8):1506-1519

[22] Zhu Qing, Zhao Tong, Wang Shan, Privacy Preservation Algo-
rithm for Service-Oriented Information Search[ J]. Chinese Jour-
nal of Computers,2010,33(8);1315-1323(in Chinese)

KRE B, TR EREORFOEERBEPERIL HTE
Bl ,2010,33(8):1315-1323

(E#8% 126 T)

HRIE ANRH T -METERHATEERMEE
B, R TSGR B AN BN B BRET
BRI ., REEFRAEAE S RS T I BIEASIER
UE , R 8 P Ao SIE A9 AR i RO 2 2w,
S ARIT T BIE AR X R ik, I SRl THES R S
ESRME, B T R—H P 2R G R R ER
R, BEHGTTERFE, SREZH, YHENFEREZ R
BT A TSR R R, £ T 2R ULT 2GR
R RIS E DA B RCR L A I B R & s B B IR Z [R5 ]
EHIRERAR B R BT R 5 B R RBRE B
HRELHREEMRDY ., SEEFRIENESHERRLR
100 %68 , WU R T — 5 g B AT B S 41 5 AR SRR S AT

2 % X W

[1] Winsborough H,Seamons K E, Jones V E. Automated trust ne-
gotiation| C] // DARPA Information Survivability Conference
and Exposition. 2000;88-102

[2] Liao Zhen-song,Jin Hai, Li Chi-song,et al. Automated trust ne-
gotiation and its development trend [J]. Journal of Software,
2006,17(9):1933-1948(in Chinese)
BIRN, &%, FHN, %, BSEENHERRREE] 4
%R ,2006,17(9):1933-1948

3] Shen Hai-bo, Hong Fan. Survey of research on access control
model [J]. Application Research of Computers, 2005,6(3):9-11
(in Chinese)
LG, . i R R R R T EVB AR,
2005,6(3):9-11

- 144 -

[4] YuT, MaX, Winslett M. PRUNES: an efficient and complete
strategy for automated trust negotiation over the Internet[C] //
Proceedings of the 7th ACM Conference on Computer and Com-
munications Security. ACM, 2000.:210-219

[5] Yao Hui,Gao Cheng-shi, Dai Qing, et al. Dynamic programming-
based strategy for automated trust negotiation [J]. Computer
Application, 2009,28(4) :892-895(in Chinese)

PEE, AL B, % - MET AU B NEE R
(13, HEHLIFH, 2009, 28(4) . 892-895

[6] LuH,Liu B. DFANS; A highly efficient strategy for automated
trust negotiation [J]. Computers & Security, 2009, 28(7):557-
565

{7] Pikulkaew T, Kikuchi H. Improving Efficiency in Privacy-Pre-
serving Automated Trust Negotiation with Conjunctive Policies
[C]// 2011 14th International Conference on Network-Based In-
formation Systems (NBiS). IEEE,2011:679-684

[8] Yu D,Chen N. An automated trust negotiation model based on
improved coloured timed Petri net [J]. International Journal of
Sensor Networks,2014,16(2) :61-69

[9] Squicciarini A,Bertino E, Ferrari E, et al. PP-trust-X: A system
for privacy preserving trust negotiations [J]. ACM Transactions
on Information and System Security (TISSEC),2007,10(3):12

[10] Liu B. Efficient trust negotiation based on trust evaluations and
adaptive policies [J]. Journal of Computers,2011,6(2):240-245

[11] LiJian-li,Gao Yong, Huo Guang-lei, et al. Reputation-based P2P
trust system [ J]. Computer Application, 2011, 31(1):147-150
(in Chinese)

EF BB BEXE. . ETHEN PP FERELL HE
LN, 2011,31(1) . 147-150



