B3 HE3IW

I

Computer Science

Vol. 43 No. 3

2016 %£ 3 A Mar 2016

EF CP-ABE 1 XACML S RZE=TFEFEEH A E

NEgEE IhE EHE
(FIFA#¥BFEFELETR¥R L& 201804

W E ATRYZHAMBMALTAPEEONTERFRPBARET ML TEEABELES XACMLELY K
g4 & GiF R s F g, Bit CP-ABE B RRIEA £ MBI EM, Bt XACMLELZZAL F AR mEE
RN, ZHEAATOR P EBASI SRR ENB LT RE, SHREARLR CP-ABE %, FHEFRERA,ZF
RABMRFHLELN, RAERSWAN, ZFRESRRLELE, LARENERALE G EOREFH,
XA =A%, RER, FXRE AT, XACML

hEESHEE TP309 XEFRIAE A DOL 10, 11896/3. issn. 1002-137X. 2016, 3. 024

Mulitiple Permissions Secure Access Control Scheme Combining CP-ABE and XACML in Cloud Storage
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Abstract In order to protect the confidentiality of user data and user privacy in cloud storage system,multiple permis-
sions secure access control scheme combining ciphertext-policy attribute-based encryption(CP-ABE) and XACML was
proposed. The confidentiality of user data is ensured by CP-ABE encryption and properties of fine-grained access control
are implemented by XACML framework. In cloud storage system user data is encrypted by symmetric encryption mecha-
nism,and symmetric key encryption uses the CP-ABE., Simulation results show that the model is efficient, flexible, and

secure, Security analysis shows that the scheme can resist collusion attacks, has data confidentiality and backward for-

ward confidentiality.
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