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Research of Trustworthiness Evaluation Model Based on Software Behavior

DING Wei-tao XU Kai-yong
(School of Cryptography Engineering, PILA Information Engineering University, Zhengzhou 450001, China)

Abstract In order to evaluate the trustworthiness of the software accurately and reasonably,a trustworthiness evalua-
tion model based on software behavior was proposed. Firstly, the monitoring points are set up in the software behavior
trace. According to the attribute of the monitoring points and the function in the trusted evaluation system, the monito-
ring points are divided into control flow and data stream. Secondly, for the attribute of control flow, the evaluation me-
thod of the software behavior trace based on support vector machine (SVM) is proposed. And for the attribute of data
stream, the evaluation method of scene property based on fuzzy AHP is proposed. Finally, the experimental analysis
shows that the trustworthiness evaluation model based on software behavior can evaluate the trustworthiness of soft-
ware accurately and the efficiency.
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REAMEHEAM R ERNE L RENT R a
FBITPE M REBE . B 1THE N IR AR M B iR A3
I, BN RAE AR5 IR IEH B AR BT , AR SCRRZ i
(Control Flow) /&1 ; SHREHLT M I RE K37 5 B B A BEf i
HWEHE, IRIEKGREEERMHR TLIA T ERMD
Bk, A5 SCFR 9 SO W (Data Stream) & # , BV i 31 W 4 44
EHRAMBEER A TS AR R ETE. BT
B R WA T R RO R U 43 TR A B, B S B M R AT
5, MEEE, BHWEE AR T AIE, B % T FT A3 4
EERMIAE.

BRI RAAT B P AEA— R S BRI E R
B BUK 12 1T B BRSO R 38 i R B M R A PT{E 7
M RGP Z AT, W W B A 2 o 5 i R AR T
%, Control Flow BHRHAAT HFFI MR R, LIEUE
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BAT BRI —FRAEAT AT AR T A R 1 A
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L
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FOxd R 4 B AR 43 25 e SR IR B
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B B — S BE, B LAB R ETAREFE,
PR XU VA v KU 9 22 7 0 SCRK (15 % Jesang A 3R,
TR AR E X

R(e)=P(e) XL(e) (6)
Ho, R(OFRIIER e BIRRE, P(e)FTR M E e ENX
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AL EBEH WG R RE AT RS EADS , s B 8
BABEEE.CPU SR NS AL 4 M ERERGSITE
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AIACE T U E S RE S, HTFE MBI/ AN
ARELAREEEHEEBEA THEGRE S, FEWKERE
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CPU 5 HtL R E . 5 A e o a1 B 4 B PR 6 X407
Y SHES P EESAHENE WRERRE S8
ARWMT.

S(e)=gcpu * w, +gthr * w;, +gmem * w,y + gtime * wy
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Hop k=1,2,00m a0 0 RIS B0 2 S
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WS e M EARNBHEEEZHFES(OEmE, X
REWMTHR:

MRH TR S(e) € [minS(e) , maxS{(e) ], B IIE N
RIER 2 FEHARSRAENE, B P(e)=0;

MBI SCe) ¢ [minS(e) , maxS(e) ], IRBAILIE S e
BRE S BE  REE AL R AR R .

Y4 S(e)<<minS(e) BT, W]
minS(e) —S(e)

maxS{e) —minS(e
% S(e)>maxS(e) B, )

S(e) —maxS(e)
maxS(e) —minS(e)

(2) VR4S e s 5 R R e 7 R B 1 2
W R R KR B £ X T ZE A e R 2 AR R AR R A
FEPEED AT IEH L R A U AR IR S . R T k18—
A HB B IR 55 5, 18 AR 55 AT 1 e 1) S B AR B B A
B, ITEFENT
L(e)=E(e)/Epx (10)
Hp,E(e) B WIS o XF R M8 #0347 1HE B9 o5 8 1
Ena R BT B B K BB AT 18] o FHT L
BT & MERAER BB 44 Markov Model™ , i
71 Markov Model 7] LI+ B & MES B ITHTE] .
(3)3R fie KBz 1B
RIERFIH P(e)F1 L(e) , Bt (6 AT LIRS Re) .
(O
BT, 2 F RS R AT S5 E 2R E (R R
AEHRA — M —HARDY, A BE 0 —RKKBEY
B, T B EANEEE SO TT 51, T B BT IS S A e BOTT (S
{8, R()RYHE S e BIRKAE, 7E43H,TE[0,1001, T HY
WIHGME R 50, N R(e) € [0,6], Bt & e B—AME R 1
WS 25, W T, GBI
Tew =min{ Ty +70, 100 (1D
Hork, o AT (S (RS BN B E 43
W RCe) € [0, 17, WiH 5 e B AN705 LR B0 W 2 5, Y
T OB AR -

T, =T * R—% (12)

B G TR E BB — E R, AR AT B
AfEE. BERREME 8, % T L0, o)A B BT HAH
1532 T€ s, 100)M BB AT A E. BIE o ATAREHM
R RETRE M ERBRIREERFRERSR
B AT (518, S BBCH P 9 B K AELAE W BUME 6.

P(e) =min(

),1)

P(e) =min( , 1D

4 SCESTHRT

R T BAERT R T A Sk, A SR TR A E (S
TEM A L3S0, SR A4 #2859 Intel Core 2 Duo CPU
E8400 3GHz, W £ M 2GB Byt E #l, B 4E & 4 % Ubuntu
10. 04, AR Linux-2. 6. 38. 2, £ X ETF XIFMEHL
BORRAFAT Sy EE PR, ) S BT B T B A2 (UNMD A FF
EAif) Sendmail A THEIREHTLR. ZBB\EELTA
K347 Sendmail RATREL T BET A B, KU TR D8E
WA B Sendmail BF 4 B K L. FLERAR
o 185 MT BRI BEE I G B E T XL R, H
EERITHRBHE 169 1,18 16 MEGHEIT M., AR
HEHL Sendmail 8 91 55 Sh Y 157 MTF RS, Hp & 134
YO AT R HIWIX 157 M7 R ET 5 RIS S E TR
MOTEEERE, B TFHEMERERFESE, B8 K
B 7 Wi D3RR AT LT, BRI EIT B R
., B Matleb2012 V7.0 ESLH, SHESRBE B
BEERWER 2 B, BRSERIE TET BP B MENRY
FTAWAE RGP, RN HER RN 93. 25% , mAK T A SCHT
LM 98. 45% . BIA] LUE d 4t Xt 8447 B R 5 A {F W
B, AR T X iR EYL(SVM) 7 B 54 K i R i
T T B 42 B

F 2 IEHABISHASBE R

AR 07k IGetE/s  FRHE/s RBER/A
et 2,432 0. 925 85. 36
BN % 3.627 0. 625 90. 65
* ¥ 1 BHYL(SVMD 1.532 0. 275 98, 45

REFE SRR ETHFFIEEAE. YHEK
417 R FEFIARTAZET , BB AR AT A A TIE s M e AT
FFFIRERT, B S AT . TE R PAR R T HIE A fE
HIRF AT R R E

TR TN B R TR S R R R T s, B el
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gtime JRLAIANE . BT RAYUEZIE (0. 1~0. 9 k¥ S
i B2 5 V-4 , BB A 0. 1~0. 9 ZIBEFE R B R A i
HIPEAG E , oW R 58 R I 3 Fi%.,

#3 ZIEBUEXEE

2% A B C D E F
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3]

0.5 0.9 0.7 0.6
0.1 0.5 0.8 0.6
0.3 0.2 0.5 0.7
0.4 0.4 0.3 0.5

RERBROHEEBEMRAE wws > ws w55
4 0.47,0. 28,0. 18,0, 07,

HR4E Markov Model i+5. 4 1~ 37 8 J& ¥t B ROAE R A,
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