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Research on Privacy Access Control Based on RBAC
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(College of Computer Science and Technology, Nanjing University of Aeronautics and Astronautics, Nanjing 210016, China)

Abstract RBAC can be used to control the service provider to access the privacy of users in Web service. In order to
solve the problem that RBAC cannot precisely describe the privacy access control policy for the lack of privacy attri-
butes when it is applied in the privacy scene, this paper put forward a privacy access control model focused on RBAC,
and provided the ranking method of the credibility of the service provider. Service providers with different credibility

ranks were assigned with different roles to control their access to the sensitive privacy information, This paper also veri-
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fied the validity and feasibility of the model through a specific example.
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