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Abstract Focusing on the data transmission and storage security problem of one-way encryption of cloud audit data,
HBES (Hybrid Bidirectional Encryption Scheme) was proposed to tackle this problem. HBES private key is brought by
event sponsor and local storage, then random number which depends on response time and external factors generates
private key by mapping rules. Corresponding simulation experiment advocates that compared with the one-way encryp-

tion method, HBES is a more effective and feasible way in encryption time, security and achieving the encryption and de-

cryption of the cloud audit data.
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