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Research on Template Extraction Based on Large-scale Network Log
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Abstract Aiming at the problem of extracting network events directly from large-scale network log,a template extrac-
tion method based on large-scale network log was proposed. The method can automatically convert the massive and
original network logs into log templates, so as to provide important pre-preparation for understanding the network
events root causes and preventing the occurrence of network failure, Firstly, the structure of the log is analyzed,and the
words in the log are divided into two types: template word and parameter word. Then, from three different angles, the
log template extraction is studied respectively. Finally, the actual production data of the Internet company is used, and
Rand_index method is used to evaluate the accuracy and validity of the three extraction methods. The results show that

the average accuracy of the log templates based on the tag recognition tree model is 99. 57 %, which is higher than that
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of the four different types of messages collected from the service cluster.

Keywords Cut words, Extract template, Statistical clustering, Signature tree, Online clustering
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D Time stamp: & H 7578 5 A BT B [E) 35

2) Message-type: 8 H 25148 HI2ERL, # #7 notice, error 4§;

3)Detail Message: $& H {4 B HEAIE B . 30—
AIEFAFRA ARFRE M (B up/down) BFB 4 FA R
SN TP stk FHLZ R ID % 5.

F1 MEHEWIHEL

Vendor Time Router Message- Detail Message
stamp type
2016 Feb .
Vi 10 18 +40 R1 notice Interface FastEthernet 0/9
Vi 2016 Feb Re notice Interface te-1/1/8, changed
920:28 state to up
2016 Feb . Configured from console by
VI 01401 R2 notice w2 (10 11, xxx. yyy)
2016 Feb Interface etherner xxx, state
V2 81514 R11 System down
V2 2016 Feb R12 LINK_ GigabiteEthernet 1/0/18 link
6 20:32 UPDOWN  status is DOWN
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1. words = getWordsFromsyslog() ;

2. scores = getScore(words) ;

3. finalScore = convertScore(scores) ;

4. clusters = DBSCAN(finalScore) ;

5. for each cluster do:

6. templateWords = getWordsFromCluster(cluster) ;
7. len = len(templateWords) ;

8. P = len/Len(word) ;

9. If P << @ then

10. len += len;

11. append templateWords to final TemplateWords;
12, else

13. print final TemplateWords;

14.  endif

15. end for
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WA ——PE 4 {E B (Detail Message) 34> H #b 75«
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*2 HEXRERH

Message-
type

# Time stamp Detail Message

1 12:31:40 notice Interface ae2, changed state to
down
2 12:32:51 notice Interface ae3,changed state to up
3 12:33:12 notice Interface aed, changed state to
down
4 12:34:24 notice Interface ae5,changed state to up

A single neighbor should be con-

5 12:35:35 warning

figured

6 12:36:57 warning A single neighbor should be con-
figured

7 12:37:33 notice Vlan-interface vlan20, changed
state to up

3 12:38:03 notice Vlan-interface vlanl8, changed
state to down

M 2 B ] DLF H , Message-type 4347 notice
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Template No. Message-subtype Detail Message
Tl Interface* ,changed state to down
T2 Interface* ,changed state to up
T3 Vlan-interface* ,changed state to up
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# 4 WordSeg BHEEH IR

Word bk log_index_dict
[changed state to] 6 {1,2,3,4,5,6}
Interface 4 {1,2,3,4}
Up 3 {2,4,6}
Down 3 {1,3,5}
Vlan-interface 2 {5,6}

AR 2 BT T SR HE, T T AE.

15 & changed state to: 5 & nodeA;

2) 75 & Interface: 5 & nodeB;

35 & Vlan-interface: ¥ & nodeC;

)5 & Up: 35 & nodeD;

5)75 s, Down: %5 & nodeE,

P E B E nodeA F nodeB S5 &, LA WordSeg %%
AR 5 Fro], BHME nodeA 1955 —4~F 15 &, B no-
deB B ST 5. FEROHT WordSeg H, BB kI 7]
% log_index_dict 2 @ F)BA{E A T & (Bl nodeA, nodeB),
FHoAth 19 2237 (nodeC, nodeD, nodeE) 3 5 nodeA 3R %24, R 5
5 nodeB sk 24 , B FIKR} wordSeg (temp WordSeg , I
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6 810D , 7B temp WordSeg %23 & 5 1910 nodeC, H
FAE BT i AN BB WordSeg , 25 R U3 7 Fis.

5 WordSeg BAESEH

Word bR log_index_dict
[changed state to] 0 [0)
Interface 0 (0]
Up 3 {2,4,6}
Down 3 {1,3,5}
Vlan-interface 2 {5,6}

6 temp WordSeg BIELEH

Word T log_index_dict
[changed state to] 0 (0]
Interface 0 [0}
Up 1 {6}
Down 1 {5}
Vlan-interface 2 {5,6}

# 7 WordSeg $RsiH CEFZE)

Word bk log_index_dict
[changed state to] 0 ()
Interface 0 [0}
Up 1 {6}
Down 1 {5}
Vlan-interface 0 [0}
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AT AB AT B AT R B E TR AL
AR B B — AN L X RE M root I BT S K E
PR R —A B BB, AN 2 Hp “Interface * changed
state to up”%F, SEIGUEAA £=10 AT IA AR E TR H &
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1. words = cutMessage() ;

2. wordFrequency_logIndex_dict = getFrequency(words) ;

3. for each word do:

4, If wordFrequencyl == wordFrequency2 and wordFrequency_logIndex_
dictl (Y wordFrequency_logIndex_dict2 == wordFrequency_logIndex_
dictl then:

5. append word to combinations;

6. end if

7. end for

8. rootNode = messageType;

9. parentNode = rootNode;

10. parentNode_logIndex_dict = getLogIndex(parentNode) ;
11. childNode = getChildNode(wordFrequency_logIndex_dict) ;
12. paintTree(childNode) ;
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1 RHAERFIRAEFFES 1,0/0,10.1. 1. 1
2 RAEHFmFE host-01,IPv4,L2TP, vty0,Fa0/0
3 RAKT g class-a, udp-port, aaa. cfg, line-protocol
4 RAEZH linkdown, state, interface
5 REKE <, >, =,
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1. template cluster set C = Q;

2. for each message X do:

3. getClassOfWord(X) ;

4, C = getClusterHasHighestLogSimilarity(C,X) ;
5. HighestLogSimilarity = getHighestLogSimilarity(C,X) ;
6. If HighestLogSimilairty = E then:

7. append X to cluster C;

8. else

9 create a new cluster from X;

10. C=CUC;

11. end if

12. end for
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R TR FRIREAR 5

DC:XMY HFHEARE T EH X F1Y B BE X
R TRl — AR 5

OD:X MY BFHHER—KPHX MY HHEE X
Ry TR AR

Rand_index #5E XK :

. ___A+B
Rand_mdex—Ai_'_B_e_c_e_D 3

B 54T 3 M7kl iR 4 Ml BRE T Rand_
index T¥4) . MBI FAT LA B2 T 40 25 JFUN AR 42 BORBE AR A6 Y

D https://en. wikipedia. org/wiki/Rand_index
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