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Method of Safety Evaluation for System Group Based on Grey Clustering
DING Li-tong FAN Jiulun LIU Yi-xian

(School of Communication and Information Engineering, Xi’an University of Posts & Telecommunications, Xi’an 710121, China)

Abstract At present, most of the security assessment works of the information system are based on the single imforma-
tion system,and its security status is evaluated according to each attribute hierarchy. There are few methods to evaluate
the security level of information system for system group. According to the security requirements of information sys-
tem,a security level evaluation method based on system group was proposed. Taking into account the grey clustering a-
nalysis method of grey system theory, some evaluation objects are divided into several grades by using the whitening
weight function, which is suitable for the system analysis of complex structure, high uncertainty and lack of effective in-
formation, In this paper,we used the whitening weight function to determine the level of security evaluation of informa-
tion system. Firstly, from the point of view of the information system,a fast and efficient K-mean clustering algorithm is
used to determine the whitenization weight function. Secondly, the grey level grey clustering coefficient of each informa-
tion system is obtained by using the whitening weight function. Finally, we can get the security level of each information

system. The results show that this method can effectively evaluate the security level of information systems group.
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D 0. 2500 1 0. 25 0. 0850 24 3
E 0.1667  0.3333 0.5 0. 0350 12 2
F 0.2000 0.3333 0.5 0. 0600 6 10
G 0.1000  0.2000  0.2000  0.0200 12 2
H 0.5000  0.5000 0.2500  0.0850 36 3
1 0.1205 0.2500 0.1250 0.0550 24 24
J 0. 1000 1 0.1250  0.1150 48 18
K 0. 1000 1 0. 250 0. 0650 4 5
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M 0.1667  0.2000 0.1000 0.0850 24 3
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Q 0. 5000 1 0. 0250  0.0400 24 24
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A 0.2500 0. 3750 0 0.1047 0.0455 0.7273
B 0.3750  0.0625 0.2592 0.1395 0.0455 0. 1364
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4.2 BEMBEEUNNTE

R T XA RARE LA R A — (R, A SO
python & F X K-means BEH B, U £ 20 MERRER
52, BREMERNE 2P,

Python 3.5.2 (v3.5.2:4def2029@105, Jun 26 2016, 10:47:25)
{GCC 4.2.1 (Apple Inc. build 5666) (dot 3)] on darwin

Type "copyright", "credits” or "license()" for more informati
on.

B2 RRKER

MERRLERF WM AFHH 5 AN 1-A,1,0,P, Qs %
2-B,F,L,T;% 3-C;# 4-D,H,J,K,R fi#£ 5-E,G,M,N, S,
MR 20 ME B RGEHIRELR KR 2 P8R IR IR (H %
ORI, AR /B RHES , 0 TS 24 HE AR Y A R £
BRI L TER 4 A NisNe s oo Ns SREIR

R4 B EARREETA
BT R L Lz L3 Ly Ls Ls
N1 0. 152 0. 263 0. 155 0.060 7.750 4,200

N2 0. 213 0. 395 0. 215 0.066 17.200 7
N3 0. 240 0. 450 0. 258 0.074 18 8

Ny 0. 315 0. 900 0. 327 0.105 27.600 8. 200
Ns 0. 500 1 1 0. 145 48 21.600
AP HEAR LR, Loy 5 DN EABE AR R «
].y X1 QO. ].52
_ 0. 213_331‘1
fulxn) =4 5513=0 153> O0-152<<2a<0.213  (6)
O’ X >O. 213
O, xi1<0. ].52
Xil _O. 152
o 0. 213—0. 155 O 152<<xa<0.213 o
12\Zin ) =
0. 24—xi1
0.24—0. 213’ 0. 213<<x; <0. 24

0 ’ X >O. 24—

T, % . T IKOREN ARG L 2VEE Tk 375
0, 2220, 213
f () 0.24—0. 213’ 0. 213<x;n<<0.24 ©
13 () =<
0.315—0. 04 0-24<xa<:0.315
0, 220, 315
0 x1<<0. 24
_xn—0.24
0.3l5—0.24° 0-24<xa<:0.315
J11(xn ) =< o5 (9)
0.5—0.315° 0-315<ma<0.5
05 22>0. 5
0, x1<<0. 315
a1 —0. 315
fi5s(xa)= m , 0.315<<x1<<0.5 (10)
L, x>0, 5

F G AT I3 BT AR 18 A B R B A E AR AU A K
F BT RUSK H Bt BL ) AL R B . DI ER A R
1, He 3 A R B L AN 5 BiTsil.

5 IMMXR A K EREEE

ZARH L1 L L3 Ly Ls Ls
k=1 0.213 0 1 0. 167 1 0
k=2 0. 787 0 0 0. 833 0 0
k=3 0 0. 889 0 0 0 0
k=4 0 0.111 0 0 0 0. 269
k=5 0 0 0 0 0 0.731

4.3 RETMIEHRINE

TPHEAM R BB AR R R 7T LURSERAS & (B
FORRMABME . Lo, R B IAS U T 7T I, T A %
PRI EORYLEEE . Rk, 7T RURSE A X R B0 7R 3t
BAMAONE. ACESFEEMCEARFORRZ 1 95504
BT R 455 T4 PP R RO RUEL, 4Nk 6 BiTsil,

x6 IFMERIRUE

T 4R AR L1 L2 L3 Ly Ls Lg
ME 0.1 0.2 0.1 0.1 0.2 0.3

4.4 HERBRERY
MR OIHEEMENIRE 5 MREIKERERLL 4
RANR 7 BrF.

x7 RORERK

BEERA k=1 k=2 k=3 k=4 k=5
A 0. 3380 0. 1620 0.1778 0.1023 0. 2193
B 0.6142 0. 0858 0.1673 0.1318 0. 0009
C 0 0 0. 300 0. 100 0. 600
D 0. 3000 0.0186 0. 3076 0.1738 0. 2000
E 0.6791 0. 2209 0 0.0743 0. 0257
F 0. 4147 0. 1853 0 0. 3341 0. 0659
G 0. 8348 0.1652 0 0 0
H 0. 3000 0.0186 0.3237 0.1753 0. 1824
I 0. 5000 0 0. 0750 0. 1250 0. 3000
J 0. 2000 0 0 0. 1557 0. 6443
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