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Improved Method of Computer Virus Signature Automatic Extraction Based on N-Gram
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Abstract With the rapid development of computer technology, security threats brought by computer virus have become
more and more serious. The traditional N-Gram algorithm is difficult to capture bytes of different length,leading to the
lack of effective signature and the geheration of huge signature sets, and creating a waste of storage space. Instead of
using fixed-length N-Gram feature that the traditional way dose, an improved computer virus signature automatic ex-
traction algorithm based on variable-length N-Gram was proposed to solve these problems, It extracts the effective sig-
nature to generate variable-length virus signature. Taking the correlation of signature frequency into account, the algo-
rithm uses signature concentration to extract the N-Gram feature of malware samples and generates a data dictionary to

save the storage space. In the experiment results, compared with the traditional algorithm which uses fixed-length N-
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Gram feature, the proposed method can effectively decrease the false rate of signature extraction.

Keywords N-Gram, Virus signature, Signature concentration,Data dictionary
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