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Abstract With the development of mobile Internet technology, the mobile terminals that have the ability to compute are
deployed in great quantities. They can complete various tasks with the support of a large number of mobile applications.
More and more companies allow employees to bring their own devices into the work environment,and this can be called
BYOD (Bring Your Own Device). But different people have different characters, and different resources have different
access permissions. The leak of sensitive resources will lead to significant losses of the enterprise. If BYOD wants to be
supported perfectly, it is important to ensure the security of data and system. The access control rules that are defined
for access to sensitive resources from the corresponding mobile applications need to be clearly and to be implemented in
the running process of mobile applications, XACML is an unified description language of access control policies. Until
now, it is unable to support mobile applications and BYOD. In this paper, we proposed a study method of testing XAC-
ML policies based on that XACML can describe access control policies of mobile applications. We conducted a case study
with a project management app facing BYOD on the Android platform and showed the validity of our method.
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B AE A (AR NS L T W BE SR E .

3) 4% 1k (Stopped)

Activity A 54855 —1 Activity i3,

Stopped B Activity AR & I BR (alive) 1, B Activity
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onDestroy O ¥, BT A B IR
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—ANH N Activity) i@ 15 38 startService ) 5 ¥ 8 36
Service, H B, —™ Started ] Service B AIEE., WHBHLT,
Started B Service AT — B —IR4E, FA LM BEHIBhE
A EIEERCIERE 8

JB 5l Service HZH 445 8%, FE AR Started [ Service 7E
JG B BIIBFT, BRAEX A Service B B8 [ stopSelf O J5 ¥: 45
1REE AR A stopService O J5 86 HAZ 1E, B B4
BRI — EH BTG G . R Started [ Service &1 7T,
REM W HB K,

2) B4 % 19 (Bound)

— AN Activity) #1398 F bindService O 7845 €
#| Service, I A, — - Bound ff) Service # 61 &, Bound
Service 2L T —Fh % P - IR 545 432 O IBinder, ¥ Bound
i Service fE R 55 #% » VRSP E L. 4B B34 Service
B ZH 47T DL 3o IBinder $2 05 Service 32 H., 1] Service & 1%
iE3K . 3715 Service & [B] {1 Wi B , & 2 AT DL S E AR AT A
(IPO),
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A REizFT. B %A LA A unbindService O J5 ¥5 3¢ 1 # 4% .
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L |, Service AT LA AT AL | 2 #IE X TAE, BBERT
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P75 ¥ : onStartCommand () 75 ¥ 1 onBind O 7 85, H ' on-
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Service W5 — 86 4= Ay B 1 818 75 % , 21 onCreate ) , on-
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stroyO) ., XEEF LI B ES , ARG Service R AE
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startService ) 77 ¥ BIEE Y Service A EAR L, K 5 B/RT
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Lifetime

The service is stopped by
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unbindsertvice()

v
onDestroy() onDestroy()
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F AT AR 2 SMIRETEIR .
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TR BRI . BT 1) Service #FHZ P A onCreate O 7
¥ onDestroyO 5, A& X ™ Service & #% 18 F startSer-
viceQ 5 BB BRI R R WA bindServiceO 75 B BIEEARY
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T BRAE A B 2 A A onStartCommand O 75 85 85 % 7
F onBindO J7 ¥ FF AR 9. X PIFR 77 15 3 51K Intent 4% 38 25
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(IPC). A 3 FE IO

D3 & Binder 2&
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XA~ Binder, 7] DL B B4 04 Binder & Service H15E X
/37 (public) ik,
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TSR B B RN IR ) AR P B AE B O, BT AR )
K5 (IPC) , T LA F§ Messenger 2 Service Bl # % 1, {HiX
FiE MR R R RBIE £ B (Message) . ZEXFH 21, Service
EX T —4 Handler & XF 4 7] 25 8 i) Message X 2 /E H i
ML, 3% Handler £ % F 3 i Message X 5 3F & 1% 45 IR
Ftv. 750 B P AT LLE L —4> Messenger, iX # i 55 4%
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) AIDL

AIDL(Android Interface Definition Language) $}.47 3 72
I (38 A (TPO) B, 234 X 52 43l Ry #2425 AR 5 2 A 11
AEICIERITHES) . FEL b, FEEB A G (Mes-
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(1) SharedPreferences

FASRE X 1) 7 A RO B0 1] B SCHE (R A7 IO B8 %
RRMUTRCE R BRI EIE.

() SCH- Tk

SCHFEGE L FE N 3R 77 6% (Internal Storage) F14hER 77 fif
(External Storage), WM RIER S NEPEMHAA LK
8 5 SN L R A LT SN AR A B

(3)SQLiteDatabase

{# F Android #2411 SQLiteDatabase ¥(3E FE R FEME 44
TR , 7 R R A Y.

(DM ER

EBPAEFELE B O IRS 5% L.

2.4.6 Android & B #)&2R%HMH

Android 5 B C H &4 484 , it a0 AR . 7E 3R
INTEOLT AL B FHERA BE BT AL A % oAb B AE R GE sk
P AR AN R B 8R4 B0 40 - 525 P 1) SRR B
CANER R LIS B2 55 30 14 o7 FH 09 SC A 40T IO 4% 3
&,

R R AN RIS AT AEHERR VDA vh o L 250 WY 6 3tb 53
TEBTIRANEE , BT LTS R DA B A BR SR L S T e 7S
PR . AR BB AT TR B M BTA AR , 7 0 4 2 26
Android RG24/ F P 3F A AR A PRI . Android
WA SHIABBHLE .

Xt F—A Android i FI T 7 » 726 P il 200 75 22 75 BT AL
PR : 13X~ Android i FH 75 B A A BE A A Android R 4%
FIZh Ak 5 2) XA~ Android R AT DA Atb S 98 A BB E 7 2E
7 P A R P BT R AL PR

AEERE, —A N A VTR Z R R T BE, W i 7E
AndroidManifest. xml {5 B 3C {4 i X AH R 1) AX PR 3547 75 B .

XA R B BN R A B AT, AR T A R A B &
ZAE AN [E) F P ok g 2 B AT R AR , 2R3k 1S
TR PR, B AT U 2RI TRk . Gn RN B AT
TE MR I w5 W, AN A BT i R 22K Ui )
ZARF T RERT , S EERM AR P RIRAEE A . B
FAAL AT U AR AR 37 B © B9 4, 4345 Activity, Service,
Broadcast Receiver 1 Content Provider,
2.5 XPTester

XPTester ' 22 F 75 A7 9 XACML %W 1 Jil i T
H.,B%77 Linux F, XPTester {5 E 1A 6 fims.

& 6 XPTester 1

i XPTester A, R B AR 9 XACML 3 #& 3C
4, XPTester 5t Al LA B hih 4 i XACML P38 K, 7 Bt
MRS R HATIEAS . 340, Q5 P 32 48t T %o [l 4 1 7% oK
f#3R , XP Tester 3R 7] A%t XACML Pzt i# K VC i i 45 5 3k
1T B shAT, HD R LM AR .

XPTester FA%.0o B4R , BIXT XACML # w47 94 B9
500 4 N ERR:

Stepl K BRI XACML 5 W 540 15 L2419

CEERB.

Step2  BERAMFSPATEEAR 45T Stepl F73 2 CIEF
A AL C B S IR A o

Step3 ¥ Step2 H 15 R CiE 5 B9 I 5 A B2 %
XACML iR %K

Stepd ¥ Step3 H1752I ) XACML MlikiERILA XAC-
ML s v fEA T VT B FPPAd o AT 3RAT e 1oz 285 251 » 3% 1 b 4 2
RERFETH .

3 BINALMIREFEEFHER

AAT VRGN A SC AR T A AN A (938 30 i i SE 61
HyiRERIFR K.

3.1 B3 ALA

FEASC AR, FF R AN B — BT H A B R 5
(PORTFOLIO & PROJECT MANAGEMENT,PPM), f#ifH
PPM REfS A 2 0 A 0T L 35 B AL B s U A £k P i)
TiH.

PPM A DL se i P et & RIFEES A S HRH I H
I A A IS R T B & VR A B BRI B R
BTt E R R A EAREI T H B SE. R R R RE By
B BERTE . BT E AT LURN AR , AT PUE
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JIN ANEERIE , BHFI B i RiE T 4 g, &5
RATLA RN BT AL, 2 W AT, BT W i
.

Horp B R BRG0P A E B

FA P43k 4 Ffq 48, : Researcher, Chair, Staff 1 Director,

Tt H ¥ 3 (proposal) ) 4544 43 2 B3 4~ 43« 2 1 (cover-
sheet) FIPY 25 (content) , H:H, B (coversheet) £ . 3 H 171
FAPD I H A EAN (co-PD (F5H (title) .2 /7 (program)
1L H # (deadline) . B HIE (total budget) A% H] (dura-
tion)

FESE—ANIH RIEHN EETERA

(1)Researcher B g —A~HiEFF 422, F AT BCAHIZIE K
AITN

Q)T HATTATTLIRMAEN STEARZ REER 41

(I A 7 3T LME R H i,

(DI HAYEANT MBI B B0 A4

(5T B 7 3T ATT LUK H B iE 1384 Chair HEFTH .

(6)FE Chair H# 2 530 H 5344 Director H %,

(DR R, Stafl I H & A0 ; B0, K5 B B33
MARGEHHEH .

3.2 iFEEEHIFER

AR B RS KB — ey R 7oKk, BR

7] i 1 By B AN R AR R 2 73

2 ARG HT R AR

fA SR AR

EPCES RS

F A An Researcher(47,#% Chair) 4 % 5 B &1 A
K6 % A Staff 2 # Director 1£ 4 5 H 416 A
UM R E A A

EILY = niEdo R

ERS L KR

KB R K 4 Chair #

YR K % Staff

T E # E4R X % Director # B R EE X R E &
4% Chair #% 2 &

T HET

TNRHNE

T He  hm 2 M R E A A

e MR E #

TUMAEFE F ik EREEREFEH A RANERZE
Tk H MR E F i

LA TR T E

M B R E W E F

T UBE BB KA T E

Staff R AT B AT E W

Researcher

ME FIA

TEAEA

Chair

Director

4 BahimisiE RS R R IR R ST BS i

A4 Android V-5 BT XACML SRE IR H
HHAGR BT ML, I BT R . XACML 5 | An-
droid RZFHIT % » X s [ 2 il By S £ ANBEALHEAT T R4 0
flEE
4.1 gitHER

SLBEFXF Android R SEH) XACML HE, g J& 22 SL B
— SRR T XACML 3 15 142 il ) Android J7FH &

85, AR SO — AR B S B R 48 PPM,

—ASERE T XACML SEBE I 15 ) ¥ ] R A4 3 4
AR 43 - XACML SR B% A< B | SR St & PEP 15K B 3R
& PDP, /B4 HIRX 3 N7 LB

XACML 5 , thgh /2 22 4% I8 XACML 3R B& [ 45 ¥4 F AR
M BEFERIETHRES, £ K XML R A XACML 5w
A

e A, W ST 5 PEP 3t 24234~ Android J7 F &
A il XACML 53R I K 3% 45 SR & P38 &5 PDP, k18 PDP
W I P AN 45 SR R T AT b, RO R B SE B — i [
= 4%11 Android W .

AT ST BRI P 5K 5 PDP W87 1 Jo itk XACML 3 s
AL Android RGREH IRAIWIE K, PDP it i An-
droid BZiA B424iE, {8 Android 37 Fl AR 5 X #E Android-
Manifest. xml 35 B304, T AR & 52, — AN B BEXT B — M4
PR, TCEEEAT R 2 22 B Vi [ 42 1, BRI e s Fp o KA T 7.
I, AXF XACML SRR HEFT 5% 4k T BB X B #EAT 3R B, 3X i
MEE A LI A PDP i3k, Android i Fi # ) PEP &
Bk % XACML i 5k 4 PDP, PDP #r #] XACML 5K W& Xf
XACML 3R #47P-Af A T A5 B2 AL R, HE A A SRR
["l45 PEP, F it PEP #1 PDP B34 Z [8] 75 B b4 T8 45 , A7)
LA Bound /) Service 231 PDP #8t, 5 T FEAKHR A, 7T LA
KX~ Service PLIEFE Service BITE R E X AE B —4~ Android
M. 5351, PDP B i) #2.0 H 6, H 3t 2 2 i) XACML
gt XACML R ST ITA6 15 B2 AL S SR D g, 7T AGE
FEFT i PDP (4 Balana™) S5z B8, 23 PDP ik 5, &
FLRRYE PDP AL o 32 4L 19482 O Xt PEP 4B A R (9 18 sl A sk
M. BRZAN, BT ESXT XACML K17 IR

R, B SEB AR LT

Stepl %45 XACML %Km%,

Step2  FF& Android i Fj PPM, SCEREMF G B &S A 5
HIHRE

Step3  FF%& Android )i F§ MyPDP, £ MyPDP i FH it
2 Service 5231 PDP Bk, Bl SR T k.

Step4  #R#E MyPDP Hri2 it (3% OB L 3 PPM
i) PEP,

Step5 X XACML $FB& HEATIIR .

#4> Android N ARG MR INE 7 Fis

AndroidFz i MyPDP

BHGR Bl
NE e
PDP

& 7 %A~ Android i RS L

4.2 B
4.2.1 %35 XACML %=

YRR R TR AT ISR 27 80, 53X 27 240 00 i
44~ F B 6 E (F 1K (Subject) | 3hE (Action) , ¥ Ji (Re-
source) . 3% (Environment) ) FI## AL S R Effect 415 3 Fr%1l,

Android i fff PPM

XACMLi# %

BRER
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BT, 4 : XACML RS Bl % 2= 5w Kk 2
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H 3755 Environment A 24 F 2514, % W proposal fi4b i)k & Proposal &N T > L Effect J2& Permit S, A= B — 4

. proposal I£F 5 F R %5 : Created, ApprovedByChair, Ap-
provedByDirector, DisapprovedByDirector 1 OfficiallySubmitted.,

3 RRVIRERTRAHTEEIN 27 &N

Subject Action Resource Environment Effect
Researcher Create Proposal Permit
PI Add Co-PI Created Permit

PI AddCoPI  Researcher Created Permit
PI AddCoPI Chair Created Permit
PI AddCoPI Staff Deny

PI AddCoPI Director Deny
PI Delete Co-PI Created Permit
PI Edit Coversheet Created Permit

PI Edit Content Created Permit
PI Delete Proposal Created Permit
PI SubmitTo Chair Created Permit
PI SubmitTo Staff Permit

PI SubmitTo Director ApprovedByChair Permit
Co-PI Edit Coversheet Deny
Co-PI Edit Content Created Permit
Co-PI Add Co-PI Deny
Co-PI Delete Co-PI Deny
Co-PI Delete Proposal Deny
Chair Approve Proposal Created Permit
Chair Edit Coversheet Deny
Chair Edit Content Deny
Chair Delete Proposal Deny
Director Approve Proposal ApprovedByChair Permit
Director Disapprove Proposal ApprovedByChair Permit
Director Delete Proposal  DisapprovedByDirector ~ Permit
Director Withdraw Proposal OfficiallySubmitted Permit
Staff Submit Proposal ApprovedByDirector Permit

KX 27 BN E J XACML 5K W, 3R 77 i PPM.
xml X, HF XACML 5K BA — &M s, /S5
A AT UG FF IR (1 XACML 5 g G4 4% » 4 UMU-XACML-
Editor™ , LB sk4tiR . UMU-XACML-Editor f) il

3]

oiatch unic
utevalvel

* Hatenin,

fomioasis names toxacmi { Shinclion siin-aual

* Himteis:

“ D3 Tins

fss0er.

i
i Al westepresss
i

i

i

i oasis

tAnahands ficharo TAGRIAS. !

K 8 UMU-XACML-Editor #-M

— e XACML SRS AL & — R4, — IR 4R
AL & T A RIS R B R, — SRS S T4
ARG SRS R ER A0 & v — 1 B AR, BARIR T £
W BHE BRI A B IR Z 8] O 29 5, BRAE T 40 & 1% H A 15K
WA | SRS B3 U R A3 Y 0 Uy T 4 I SR . 8 A L I
EXT —AEAEER, B HETT LLUE AT (Permit) 5L E 54
(Deny) , 7E Subject && Researcher, Action && Create, Resource

HW L 9 Fios .

(Rule Effect="“Permit” Ruleld="*“ResearcherCreateProposal”)
(Target)
(Subjects)
(Subject)

(SubjectMatch Matchld= “urn: oasis: names: tc: xacml: 1. 0; func-

tion: string-equal”)
( AttributeValue DataType = “ http://www. w3. org/2001/
XMIL.Schema # string” ) Researcher(/ AttributeV-alue)
( SubjectAttributeDesignator Attributeld = “urn: oasis: names:
tc:xacml: 1, 0 subject: subject-id” DataType=“http://www.w3.
org/2001/XMILSchema # string” Must-BePresent=“true”/)
(/SubjectMatch)
{/Subject)
(/Subjects)
(Resources)
(Resource)
(ResourceMatch MatchIld=“urn: oasis: names: tc: xacml: 1. 0: func-
tion: string-equal”)
( AttributeValue DataType = “http://www. w3. org/2001/
XMLSchema# string”) Proposal(/ AttributeValue)
(ResourceAttributeDesignator Attributeld= “urn: oasis: names:
tc: xacml; 1, 0 resource: resource-id” DataType= “http://www.
w3.0rg/2001/ XMILSchema # string” Must-BePresent="“true” /)
(/ResourceMatch)
(/Resource)
{/Resources)
(Actions)
(Action)
( ActionMatch Matchld= “urn: oasis: names: tc: xacml: 1. 0: func-
tion: string-equal”)
( AttributeValue DataType = “http://www. w3. org/2001/
XML Schema # string”) Create(/ AttributeValue)
( ActionAttributeDesignator Attributeld = “urn: oasis: names:
te: xacml: 1. 0 action; action=id” DataType = “http: //www. w3.
org/ 2001/ XMI.Schema # string” MustBePresent="true” /)
(/ActionMatch)
{/Action)
(/Actions)
(/Target)
(/Rule)

9 HN7RE

B9 %5 i AL Rule & X T AL R Effect (91H 2
Permit, 34 & T —A> H#% Target, H#5 Target & 3 G
% . E 1K Subject [{H /& Researcher, % ¥ Resource [ {H &
Proposal . ZhfE Action fJ{H /& Create, 44R, R FZE, Hir
Target 4, 7] D402 34 3% Environment,

4,2.2 JF4& Android & B PPM

Android i Ff§ PPM R E LA ER AT B EHRAAKN
TRk, B P BRI E IS B CA T E i,
AHRERMSBMBRTL B A EA RS 5RIT E g 5 %m0 H
B RSB RIT H BIE S . 28R, 1 fuiF Researcher HI7§
Aot E . B E LR ATE , WAl U LA A S 1E
FWE, B E MR ET LSS ZRER. BERZA
Chair F1 Director #£47 # %, # #% 4 %88 1L /5 BHIF 0 H H 5
B,
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HRHEF R 347 » Android B PPM EZW K BIHIXT R E
APRMTERE DR EIXWERESLRERE, £H
SQLiteDatabase S8 T $(4 FE ppm_db, H i & B> Fuser_
tablefll proposal _ table, ‘& {143 5 7 fif F /= F1 301 H B iE 1
58

I 4 5, 3 user_table FEA% 2 B A B A 19 ID(ac-
count_id) . 254 (password) . £ & (role) FAH XMW H #1 3F5
(proposal_list) . HH, B P (%) ID. 2555 F1 A #0821 B 0 5~
T, -5 F P AHSC R I H H i (proposal_list) 2 X
Se15 H B ) _id (T H B ER proposal_table 1 B 33 K
IO FART . AFSR—NHEPHEXHTE BB Z
A, BRI AT LK X 26050 B FRE Y _id Se i B — 4 JSONArray
X, B IX A JSONArray Xof G 5 # il 745 88 T 2, 4R
JE AR BAE T . DBEE i U S A F P A S B I
H B i B, o 32 BB Y proposal _ list % £ 58 B =X &% 42 1
JSONArray X142, f# ] JSONArray S £ 1) getO F KK E
FIH A E B IF_id,

4 user_table

HES KHE%A £ E
_id integer EEZEES
account_id text B P ID
password text )il=E: o
role text AP ke
proposal_list text 50 pPAX W E #F

4Nk 5 %1, 3% proposal_table £ 2 B A I H BIE )
ID(proposal_id) . f1 5 A (pi) . & 1E N (co_pi) FrAT (title) , 72
JF (program) \#1E H # (deadline) | & Fi & (total budget) . %
2Rt [a] (duration) | N ZE (content) | Al 8 H #H (create_date) IR
5 (status) FIAH O B FH P Cuser_list), Hdr, 5 H BiFR ID

& Flog outiE 4L iy B KM

4% % ¥ ¥ —/ proposal,
TR B X AE P T view

2 % proposal B {5 &
ProposalDetail Activity

R

A i sign upd% 4L E A
& i sign indf LB F—

ProposalListActivity

(proposal_id) FBIEER}EI R /R , 0 201501012018 ; 35 H i)
3 A (pD) #7137 AR IDCaccount_id) Frw ;B E1EA
Cco_pD) WA A 1EAR ID(account_id) i, (B-5VEANTT E
AZA, WA JSONArray S4b 3 ; 550 H B iE A K -
(user_list)fF I #9 ID(account_id) FR , 5E—~I H H
EACH P WA 24, R JSONArray SRAREE, 1
b, HARHER R B A AP R T

5 proposal_table

HES KEXA £E
_id integer EEEES
proposal_id text AR E wiEWel & kLT # .
- 201501012018
pi text B 8 i % A H account_id & &
co_pi text HE A EA
title text I H WA
program text HEHMRT
deadline text HOE WAL BB, . 2015-6-6
total_budget text OE B ETSE, T A
duration text T F SRR, AR N AL
content text FHEHWAE
create_date text HE HEWAIZEH B, B4 .2015-1-1
HE HiEWIRA, A 5 M. Created; Approved-
status text ByChair; ApprovedByDirector; Disapproved-
ByDirector; OfficiallySubmitted
user_list text EESEDR £ P30

7€ Android i PPM W, L3 3R SEBL T 7 AN A - B
F 5 (MainActivity) MR (SignUpActivity) (3 H B i
%12 5 1 (ProposalListActivity) | Bl 8 31 H B iF A 1 (Crea-
teProposal Activity) .3 H B iE 4035 5L i (ProposalDetail Activ-
ity) . g 3 1 5 1E (EditCoversheetActivity) | 4 58 PN 2% 53 16
(EditContentActivity) . F1HI Bk X R AN 10 s

SignUpActivity

FE A 49 4 o 3 — A proposal, 73
9 2 AE B & #edit content4 38

K447 % & ¥ —proposal, 7

gy P YR o A edit
coversheet4 4 proposal £

coversheet
EditCoversheetActivity

RARH
F i

B 10 Fim Bk K &R

FTFF PPM, #E A 540 , B MainActivity, #iA B © 89 ID
MRS )G AT sign in AT, B AL /G Bk B Pro-
posalListActivity ; QISR B A Mk 7, W AT DL E #5553 sign up
Pkt Bk 3 SignUpActivity #E47 M, MBS BR T %A 1D,
SR FINB TS S, B B AE Researcher, Chair, Staff F1 Di-
rector IEFE— MA@, ARG A sign up R HEAT M,
W3 Bk 3] ProposalListActivity; 244K , WS A /NCyFE A
T SignUpActivity JG X3 A 2 E.4F kP, W AT L& i sign
in 340 Bk %5 9] MainActivity #7855,

ProposalListActivity F@78 T HC K ID M6, L AS
A B AESEFI B B iERZER, BIN, B A create $i41F1 log out
Y4, iy create %41, ¥ A CreateProposal Activity, $#% I 22

SK# A title, program, deadline, total budget, duration F con-
tent 57 it submit #4143, i cancel 441 B € &2 5T H
B3, N AR IR 2R ], #4571 F)] ProposalListActivity,
Mif log out #AH AT 8, X FHTHEA MainActivity,

ProposalListActivity | 8/~ 1)5 B 2 AR B B %51
AR THHE HiE RS S, & tide, pi Ml status, K
AL E—NIUE BIF, 2 — D XHEHE, Kb 11 A0
view,add co-pi, delete co-pi, edit coversheet, edit content, de-
lete, approve, disapprove, submit to, officially submit, with-
draw,

Rt view #EA ProposalDetail Activity, 7£3% B 7] L& 25X
A0 H BIE ) EA(E B & 8] BI AT 812 ProposalListActivity;
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BSEAE , 55 . XACML %8 sh v FH %2 4 5 i S i i 143

Sitr add co-pi, FE## H ) SCAS X TEAE i A AR B3 A9

co-pi i) ID, 3f piifi ok 440 ;
Rih delete co-pi, ZEBR H 1) 22 356 X T AE Hp /2 1 A5 2L A Bk
) co-pi #y ID, 3 55T ok 444l ;

i edit coversheet #f A EditCoversheetActivity, A] DA X}
JE Sk i3 42 B (835 title, program, deadline, total budget,
duration) #HAT B, A 5 submit #4402 AT, ST cancel $i24H
BUH B S , NS HRAR BUE IR 2R [, #8217 3] Proposal-
ListActivity;

A edit content #F A EditContentActivity, 7F X B A DA
XoFJFEOR I N A AT sl submit A1 3L, S cancel
A BUH B R N2, AN E R3S BUH 6 238 ], #R 23 71 2] Pro-
posalListActivity;

gk delete BRI H #H 5

Riii approve R ZI1 H B iFE L H

R disapprove R ZI B FIFEA B HE;

M7 submit to, 75 H 1) SCAK REAE Hi AR E 4R 3
I H B %44 Chair 8 Director B¢ Staff (1) ID, 3 &35 ok %41 ;

A5 officially submit &4 B B ;

sif withdraw #E1ZI0 H H
4. 2.3 JFA& Android A MyPDP

Android i fj MyPDP 3 %555 22 S2 B SR Mg e 3 5. PDP )
ik, Bl4EIR Android i B PPM HA i) 5% W% SE G 5, PEP & 1%
i1y XACML 3K , #3% 1> XACML iR A8A ] XACML % Hg
AT AR B AN S S, FEI RN S SRR Ml 45 PEP,

W2 Ul , PPM 75 20f MyPDP #1715, mFEfR
PN Android iz F , AE PSSR R RERE o, R G TT DL
MyPDP 1 5g L —ANE 2 Service R L, X B E L Hm 2
Service 25 PDPRemoteService, PDPRemoteService 55 % 7214
4858 , K R Bound 1) Service 4 REFRHLEIF T BE.

PPM i) PEP 32 i) PDPRemoteService & 1% XACML
K , PDPRemoteService 32 2| XACML 3K J5 , 2 1] XAC-
ML w5t XACML 5K #EAT PP 15 BIRAN S R, IR AL
4518 7145 PEP, PEP 33 U 2| 52 045 5 J5 1E HAH L 1 4b 28,
X BT ELE AR B, B) XACML 55K FEz A 45 31, # 2+
SR, IR L AT LA P ¥F B (Message) e £33 54 , B AT L
fd A5 8 (Messenger) B AR L BUEAE

T PDPRemoteService f{#% 0> T AE , B 3R W& 2 5K Th B, W]
A Balana* SR SEBE

1T Balana 75 B2 40138 XACML K0 BT e H #1842, B
R 2 B 4 1) XACML SR 5020 2 0 F oo T A A 3 98 5
4, XACML KB FEAETE assets HRT, HBEIE i AssetMana-
gerld ZHEHI T I, BRI B AR AR B XACML RHg BT £E
H A, R XACML S 3525 S ok I 52 i 2] — 4> &
ERIEEART . BT XACML 5 WA B 245 5 1) bz FAE 20k,
F N B, B AT LK XACML % #s & 3] MyPDP (% %A
B3 H F (/data/data/F3 45 /files) T, i H, B F XACML
el R EE S — K, B B E AR B B AR .

& 11 45 H T 7 PDPRemoteService H1 %7 B (Message)
b3, PDPRemoteService H1 58 X T — 4~ E {# (Messen-

ger) , Messenger & X T — Handler X} Message % & gEf74b
L BEWORHE BB R L T R 53] XACML
1HK , ¥4 ] Balana Hr it 7 g i) XACML SR g HEAT VP4 15 2]
BEREER Kz B Rl i Message X5 R iX A% P i
& 5 Iy 42 s B 945 {3 (Messenger) ,

private Messenger messenger=new Messenger(new handler()) ;
class handler extends Handler {

@Override

public void handleMessage(Message msg) {

//super. handleMessage(msg)
xacml_request=msg. getData(). getString(“request”, null) ;
if(xacml_request! =null) {
xacml_decision= getXACMLDecision(xacml_request) ;
message=new Message() ;
bundle=new BundleO ;
bundle. putString(“decision” , xacml_decision) 3
message. setData(bundle) ;
try {
msg. replyTo. send(message) ;
} catch (RemoteException ) {
e. printStackTrace() ;
)
}
}

}

K 11 #E PDPRemoteService H1 %} {4 & (Message) fJ AL Fl

4.2.4 53, PPM & PEP

23 MyPDP 2 J5 , #2 #2 MyPDP  f) PDPRemoteSer-
vice ¥ O REUUM LI PPM H11¥) PEP, PEP fFZ48
3| MyPDP 1 ) PDPRemoteService, % XACML 3K & 3%
%4 PDPRemoteService, #& J& 18 F| PDPRemoteService F) i if
SEI , JE AR e o7 25 SRR TR ) SN

Pl g PPM Hr {3 H B 531 32 541 ProposalListActivi-
ty 11 create ¥4 AIERIN H B iE 4 41, PEP X U [a) 2 #l 32F 47
A A S R4 AT 3 ARG

(D45 3] PDPRemoteService

fE create AN I M F AT IS, FEAE -4
createServiceConnection i $ 45 5 3| MyPDP # 1) PDPRe-
moteService, WA 12 FirN,

createServiceConnection=new CreateServiceConnection() 3

intent=new Intent() ;

intent. setAction(“MyPDP. PDPRemoteService”) ;

bindService (intent, createServiceConnection, Context. BIND_ AUTO_ CRE-
ATE);

12 45E %] PDPRemoteService

(2)H 5 XACML 53K , 3 & £ 25 PDPRemoteService

7£5 PDPRemoteService [ # $#% createServiceConnection
1, ZE A HE PDPRemoteService $2 L) IBinder 3 1 service
BIERAF# remoteService, #R 5 MR #8 4 7T 19 1% 0 4= B XACML
TR IR BB R B9 XACML 3K i 21 B message
1, SR J5 5 X Ab 3 PDPRemoteService X7 B, message fif) i i
5, 5 AR remoteService ¥ B message & 3% %4
PDPRemoteService, {1[& 13 iR,
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class CreateServiceConnection implements ServiceConnection {

@Override

public void onServiceConnected( ComponentName name, IBinder service) {
remoteService=new Messenger(service) ;
xacmlRequest=new XACMLRequest() ;
request = xacmlRequest. createXACMILRequest  (role,“Proposal”,
“Create”) ;
message=new Message(Q) ;
bundle=new BundleO ;
bundle. putString(“request” , request) ;
message. setData(bundle) ;
message. replyTo=new Messenger(new createHandler()) ;
try {

remoteService, send(message) ;

} catch (RemoteException e) {

e. printStackTrace() ;

}
@Override
public void onServiceDisconnected( ComponentName name) {

}

& 13 5 PDPRemoteService [ ZE

() ISR S, A8 TR 9 S L

& 14 245 H T 47 PDPRemoteService M i %) createHan-
dler, Bix} XACML 33K (B ALEE R 2047 ff AT FAE B ROBE, Xof
PDPRemoteService & %18 3k i) 1 B 18 2 i) B AL 5 R #EAT
W7 , BN A S Permit, W Bk H P 84 BIELH B B %
FUBR 7R s W, FeifF AP B BRI H H 3, 37 BkEE B A g
H H 55 CreateProposal Activity,

class createHandler extends Handler {
@Override
public void handleMessage(Message msg) {

//super. handleMessage(msg) ;
decision=msg. getData(). getString(“decision” ,nulD) ;
System. out. println(decision) ;
if(decision! =nulD {
if (1 decision. equals(“Permit”)) {
new AlertDialog. Builder(ProposalListActivity. this)
. setTitle(“Sorry”)
. setMessage(“Sorry, you are not authorized to create propo-
sals!™)
. setPositiveButton(“ok” , null)
. show(Q) ;
else {
intent = new Intent (ProposalListActivity. this, CreateProposa-
[Activity. class) ;
startActivity(intent) ;

}

& 14 4b3 PDPRemoteService M) i) CreateHandler

4.3 XACML RE& iz
A3 TH XPTester™ % XACML % g ik 47 W 3.
i ] XPTester A A XACML PR 3ER » A B XAC-

ML KR AT IPAG . 5350, R BA T ViR HI TR # R
SCAE AT AFIWTTAG 45 R B B AF A T
4.3.1 %5 FEsERaE 4
BT HIT R VR BN 27 LN, 45 it 27
S0 17 50 125 1 5 SR #5348 SCHF requirement, R B X 45 F XAC-
ML il ik M, il 15 fin. SR CHIE
M : FK(Subject) Bh4E (Action) %8 (Resource) 3145 (En-
vironment) i #j (Expectation), #15 3 4K (Subject) ., 3 1E
(Action) . ¥t (Resource) . 353% (Environment) 4 AL E H 4
MNICREA E XL, W NewValue FRn, RELEME. HM
(Expectation) fj 0 8( 1 F&/R,0 {83 Permit, 1 {83 Deny,

Researcher Create Proposal NewValue 0
PI Add Co-PI Created 0

PI AddCoPI Researcher Created 0

PI AddCoPI Chair Created 0

PI AddCoPI Staff NewValue 1

PI AddCoPI Director NewValue 1

PI Delete Co-PI Created 0

PI Edit Coversheet Created 0

PI Edit Content Created 0

PI Delete Proposal Created 0

PI SubmitTo Chair Created 0

PI SubmitTo Staff NewValue 0

PI SubmitTo Director ApprovedByChair 0
Co-PI Edit Coversheet NewValue 1
Co-PI Edit Content Created 0

Co-PI Add Co-PI NewValue 1

Co-PI Delete Co-PI NewValue 1

Co-PI Delete Proposal NewValue 1
Chair Approve Proposal Created 0

Chair Edit Coversheet NewValue 1
Chair Edit Content NewValue 1

Chair Delete Proposal NewValue 1
Director Approve Proposal ApprovedByChair 0

Director Disapprove Proposal ApprovedByChair 0
Director Delete Proposal DisapprovedByDirector 0
Director Withdraw Proposal OfficiallySubmitted 0
Staff Submit Proposal ApprovedByDirector 0

15 i) il 75 SR flid 34 requirement
4, 3.2 1547 XPTester 135X 4 %

84T XPTester, %63 A XACML KB 344 PPM. xml,
AV ) 2 ] 7 5K #5328 X requirement, #R J5 A B I R
KL FIT 67 A, AKX 67 ANIRIE R A — R IE R
XFRL 2 A0, — AR TCIE B4 W S R 2 XA XAC-
ML #3R 1 4 NITE  BER IFE BHE RIE; 55— XML
S RFER R — R HTE R XACML 3K,

A A IIRIE SR 31 67 A, T 1 1A 48 ol 7 oK 4 3 e
requirement H1 8 LT 27 FF L ; X F 40 R i a1
TR RAAR AN requirement H1E XIELL, HTETF o) s
AHE, FEAEBE H 1 T hiAE e BB R

BJa s XX 67 MURIERIFATIEAL , SR 2FE T,
16 iz, B 16 W@ 7R B RT 27 AR 38 SRk X B ) J2 Vi ) 45
7 3K 3R SC 4 requirement H g L 27 FAF 8L, Ui B
PPM. xml ) il SR B 2 IE A 7 .
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BEBASEE T PPM H1#) PEP, PEP 455 2| MyPDP H1##) PD-
PRemoteService, 4 i, XACML %3k & £ 25 PDPRemoteSer-
vice, 733 PDPRemoteService [ L7 45 S48 H 2 M o
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