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Improved Method of Context-sensitive Control Flow Integrity Protection

SHEN Qin-tao ZHANG Li LUO Lei MA Jun YU Jie WU Qing-bo
(School of Computer, National University of Defense Technology,Changsha 410000, China)

Abstract Facing the threat of control flow hijacking, the industry uses control flow integrity protection technology. It is
difficult to achieve the goal for those traditional control-flow integrity protection mechanisms which depend on dynamic
binary rewriting technology,and it’s not easy for analysis and implementation. It may also bring out the problem of bi-
nary compatibility. The recently proposed context-sensitive control-flow integrity, PathArmor, only verifies the control
flow when tasks are calling system functions. To achieve enhanced protection, an improved method was proposed in this
paper. The improved method means to trigger more page fault intentionally by modifying the pages’ protection flag of
the target task, with the kernel’s mechanism of page fault. Then it hooks the origin system IDT (Interrupt Description
Table) and creates new do_page_fault function to handle the generated page fault. With doing some experiments on typi-

cal application like nginx, bzip2, SQLite and so on, the result shows that the counts for tasks to be verified increase sig-

nificantly,and it can get better protection with the improved method.
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