CRVETS ST A

COMPUTER SCIENCE Nov. 2017

2017 4 11 H

B T3k 61 & B B9 Android i AEIE= S I0IE 5 £

® 2 BEMA REE: K B B Kk B F
CPERFRREFRTRETRARTLF S 46T 100190

 E Android B AR —HFHEHGHALES. BEEABESF T FHITRFHRAL, FREE LT FE An-
droid & /A ¥ %@ A . FA 45t Android B A #95E $4m T AL = A R FRM, LR AR R ETAETF., 45t
LA, ERA SRR ER G R, RE T —A R TR AR Android B A BT FRIEF K. EF &
HARMELRGREHE, FEATRESLEARAA LT SFARN T LR &R 8 3 25K € 4 £ 8T F 0K
A, Ra AR R A PATHI R P ELI RN FHSAFERBOPITRFRREL S AEEFRAETLINRELSF
Fo FBAERKW,EF AR RO EIMIE T SR RAER, IR B LR P iR,

KB R/ HEESF, B3 A, Android, Al K

hEZESFES TP311 XEFRIREE A DOI 10. 11896/j. issn. 1002-137X. 2017. 11. 005

Concurrency Bugs Verification in Android Applications Based on Test Case Generation

SHE Yi TANG Hong-yin WU Guo-quan CHEN Wei WEI Jun HUANG Tao
(Technology Center of Software Engineering, Institute of Software,Chinese Academy of Sciences, Beijing 100190, China)

Abstract

foreseen threads interleaving coupled with non-deterministic reordering of asynchronous events. Existing race detection

Android application is an event-based concurrent program. Data race is common in Android apps due to un-

tools for Android applications will report false positive, and cannot replay the concurrent bugs caused by race. To ad-
dress this issue, this paper proposed a new technique to expose race based on the results obtained from existing race de-
tection tools. Our technique firstly builds state transition graph (STG) for targeted application, and generates a test case
that has potential data races based on the STG and the results reported by existing race detection tools. Then it resche-
dules test cases execution by controlling event dispatching and thread interleaving to determine whether such potential
races really lead to thrown exceptions. Our experiments show that this technique is effective,and it can confirm and re-

play concurrency bug caused by real data races, while at the same time eliminates false warnings for Android apps.
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public class DownloaderAnyMemo extends DownloaderBase{

public void onCreate(Bundle savedInstanceState) {

super, onCreate(savedInstanceState) ;

initialRetrieve() ;
}

protected void initialRetrieve( {

mProgressDialog = ProgressDialog. show(this,
getString(R, string, loading_please_wait) ,
getString(R. string. loading_connect_net) , true, true,
new DialogInterface. OnCancelListener() {
@Override
public void onCancel(DialogInterface dialog) {
finishO ;
}
s
new Thread () {
public void run() {
final ArrayList{(DownloadItem) list=obtainCategories() ;
mHandler. post(new Runnable() {
public void runO {

mProgressDialog, dismissQ) ;
}
1
}

}. startO 3
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Bk HERESHARE
Intput: Instrumented app
Output: Partial State Transition Graph PSTG: Gs= (Vs,Es)
1. procedure BuildGraph() {
2. initial Test() //start test app and instrumented app

curState<—getCurrentStatelnfo () //get initial state infos
guiElementSet<—getGUIElements(curState)

if guiElementSet is empty then

else

3

4

5

6. goback() // switch to last Activity

7

8 for each guiElement in guiElementSet do
9

guiElementSet. remove(guiElement)

2017 4F
10. lastAction<—fireBoundEvent(guiElement)
11. ExtendGraph(Gs)
12. end for
13. endif

}
14. procedure ExtendGraph(Gs) {
15.  curState<—getCurrentStateInfo()

16.  if curState is not equal to lastState then

17. if curState is a new state then

18. add curState to Vs

19. end if

20. newEdge<(lastState, curState, preAction)
21. add newEdge to Es

22. lastState<—curState

23. preAction. clear()

24. else

25. preAction. add(lastAction)

26. end if

!
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17
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onView(withText(“"F#”)). perform(click()) ;
onView(withText(“http: //anymemo. org(#RiA)”")). perform(click()) 3
Espresso. pressBackQ) ;
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otential FP TP

Type App f:ltaI:a races Fp TP (manual)  (manual)
ConnectBot 7 2 7 3
static Music 10 8 2 8 2
MyTracks 7 3 7 3
MyExpense 9 1 9 1
ConnectBot 2 3 2 3
. AnyMemo 2 3 2 3

dynamic

FBReader] 5 2 3 2 3
Mileage 1 4 1 4
Sanity 2 3 2 3
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IR 7 v MR A, 15 VR 5 T 4 I O AT o R e L U
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