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Network Risk Analysis Method Based on Node-Game Vulnerability Attack Graph
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(Information Engineering University, Zhengzhou 450001, China)

Abstract Due to the lack of considerations of mutual constraints between offensive and defensive vulnerability in the
current risk analysis methods, this paper attempted to introduce game theory into the nodes analysis process, and the
Risk Analysis Model based on node game Vulnerability Attack Graph was proposed. On this basis, a vulnerability risk
analysis algorithm based on connection matrix was proposed. The algorithm builds connection matrixes of the attack
graph,and evaluates the overall risk based on the analysis of self risk and transmission risk of information system vul-

nerabilities, The evaluation result can help the manager to determine the critical vulnerability. The example analysis

proves the effectiveness of the model and algorithm.
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