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DWNAF': A Dynamic Window NAF Scalar Multiplication with Threshold
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Abstract In order to improve the safety of the data transmission in underwater acoustic channel,in view of the fact that
asymmetric encryption requires high performance of nodes, a dynamic window NAF scalar multiplication with a thre-
shold (DWNAF) was proposed for underwater acoustic sensor networks. The method is based on the classic width-w
NAF method through a “threshold” for dynamic control,and it can optimize the pretreatment process and effectively re-
duce the pre-calculation in scalar multiplication. Experimental results show that under the same pre-calculation, the
point-add in DWNAF is only 25% of that in RWNAF. In security, DWNAF adopts the combination of window method,

energy balance method and masking method, which can effectively resist the common side channel attacks such as SPA,

DPA and its variants RPA and ZPA.
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