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Abstract Secure and effective authentication protocol is a powerful guarantee for the security of RFID system,and the

appropriate formal analysis method can provide a valid proof for the RFID authentication protocol. In this paper, the

RFID authentication protocol based on pseudo ID was designed,and the pseudo ID was generated by the tag’s ID, the

authentication value of the tag and the random number. Tag’s ID does not appear in the process of protocol implementa-

tion, which reduces the possibility of system attacks. The protocol uses hash algorithm of the tag”’s ID, authentication

value of the tag and the random number to achieve certification. Based on the formal analysis of the protocol by the

strand space model, the cluster map of the strand space model of the authentication protocol was established. The per-

for-mance of security and authentication of the protocol were proved. By comparing the common protocol based on

hash, the proposed method can resist attacks with low computation cost and realize mutual authentication between the

tag and reader.
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