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Design and Formal Verification of Xen Hybrid Multi-police Model

ZHU Xian-wei ZHU Zhi-giang SUN Lei
(School of Cryptography Engineering, PLA Information Engineering University, Zhengzhou 450004, China)

Abstract As a popular open-source virtualization tools, XEN has attracted more and more attention. XSM, as a Xen se-
curity model, determins its security. Native XSM does not carry on safe differentiated control design to system source
and uses Dom0 as unique virtual machines administrative domain that does not meet minimum privileges. According to
these questions, we designed a hybrid multi-police model named SV_HMPMD, In order to improve BLP’s practicabili-
ty,the model introduces multi-level security labels. In order to divide the privilege in detail, we combined DTE with
RBAC. We designed a hierarchical model that describes SV_HMPMD by formal methods for xsm to verify the consis-

tency between achievements and security requirements by the tools named Isabelle/ HOL.
Keywords SV_HMPMD, Semantic model, Formal proof, Theorem proving of Isabelle/ HOL
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pQo). f.

if (d,,d,)&€ DMD

0E€ domains_executables(d,)

role_domains(d,) Crole_domain(d,)
5 SV_HMPMD #j Isabelle/HOL L& i

5.1 SV_HMPMD #Y Isabelle/HOL £S5 &=

25 F g Isabelle/ HOL 455 3k F /R 51, Isabelle/
HOL™ ) & —FpfE R AL AF T BIE T, Wl LS BUBAL 7 X
PRERFNIAE , 5 -5 e B i R A i S SHF IR
5 Lambda {855 L) K 2 LB SR, JAG SR R KR X
eI, Isabelle™ [l typedectl @ 5 ABTHIE L, 7T LA
z2laBAT AR AL ) 58 S AL simp, auro X HARIEATH
N1LTE s A lemma a AT EHKE L.

HEFHRENRESTE:

typedecl S

typedecl O

typedecl Class

PA bRt R AR E RS A

record Security Level=C:.“Class Set”

G: inat
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datatype AccessModel = Read | APPEND | WRITE |
CONTROL
datatype Request=get_access| release_access| create_ob-
ject
types AccessTriple="Subject X Object X AccessBode”
Hr, Security Level %244, HAL S CHEVEBEMG %
LR AccessModel )5 [0 28 B0 , Request 23 a5 K ,
AccessTriple BRI HIES .
BB E AN
types fs="subject=>SecurityLevel”
wmin="“subject=>SecurityLevel”
rmax="“subject=>SecurityLevel”
Lmin="%object=>SecurityLevel”
Lmax="“object=>SecurityLevel”
Hierarchy="(att X string ,att,object)”
Xt RGARZS State FILE I E LUNTF
record State=
S::“subject set”
O: :“object set”
CAT: :“AccessTriple set”
AM: :“AccessTriple set”
w_min: . wmin
Y_max..rmax
L min,::Lmin
L max,::Lmax
Hop, CAT 2RSS W VI ARG A TR X MR P 1 24 5
ViTaRES b; AM g B 3 15 18] 452 15 46 B 5 wo_min Ry B/ B AL
W s r_max R B R BEAUIR s L_ming R BB /NI BER%; L_
mazxo BB R FTEARSE .
BT ORX AR M MR R IATE X
constdefs
dominates. . “SecurityLevel=
SecurityLevel=bool”
Ginfizxr* @@”65)
“Levell @@ Level 2= (if (Senstive Levell = Senstitive
Level2) N\ (Category Levell D Category Level2) then
True elseFalse)”
constdefs
equals: . “SecurityLevel=SecurityLevel=bool”
== @”65)
“Levell @== @Level 2=
(if ( Sensitive Level = Sensitive Level2) N\ (Catego-
ryLevell=CategoryLevel2) then True else False)”
PALJE dominates SXRLKFR M equals FFEKFR , HHR%: 1
HIZEHFLHTHE 2 A% 1 MZETBAEHRE 2 5,
HAXRAIMRTR; R IR E 25 R —F HZ TS
i, HORRNHEXRR,
5.2 ERUZRLERTEHE
BRI AR, A B REERDY T RIEHZ 2
BRSPS E B TR 0 R0 AN AR B 1 — B SR 1
BRI et . ASGENZ2RSBHERFRSRENALZHE,
BURBIE R B

Ginfixr®

constdefs
LevelControl: . “States=>bool”
“LevelControl v=_Y Sub. (Sub& S v)—>(f_s v) sub@
@ (r_mazx v) Sub) \ (v_max v) Sub@@ (w_min v) sub) \
(Y Obj. (Obj €O v)) —(L_mazov) Obj @@ (L_min
v)O0bj)”

BBV E AR Z G0 R T F RSN T A
BRI EWHEZLEE . (CMEEEIAE B R R/NE
L U R AN

WA EREE:

constdefs

NormalSecurityAUX :: “AccessTriple = fs=> AL _
mazxo=>bool”
“NomalSecurity x Slevel Omax=(let(s,0,am) =z in
(am=read | write)—>SLevel s@ @omaz 0)”
constdefs
NormalSecurity: . “State=>bool”
“SimpleSecurity v =Y Sub Obj am. (Sub&Sv\Obj €
Ov N\ (Sub, Obj, am) € CAT v) — NormalSecurity
AUX (Sub,Obj yam) (f_s v) (L_max v)”

BBV ERARHAT VI E A R E 2RI R
FEEBERZ LG, X2 F BRI R,

* -Z RN,

constdefs

StarSecurityAUX
rmaxLmin=>Lmax=bool”

i1 “AccessTriple = wmin =

“StartSecurity x w_minr_max L_min L_max=
(let(ss0,am)= xin ”
(case am of read=>r_max@@ L_max,)
|append=>L_min, @@w_min
|write=>(r_maz@@L_mazx,) N\ (w_min@@L _min)
| control= (r_max@ @L _max,) \ (w_min@ @L _
min)
constdefs
StarSecurity: . “States=>bool”
“StarSecurity v=_Y Sub Obj am. (Sub& S v \Obj &
Ov A\ (Sub,Obj,am) € CAT v) — StarSecurity (Sub,
Obj sam) (w_min v) (r_max v) (L_miny v) (L_max,
v)”
FEE AL E VTR R A GORME R BT (E R E 2R NER
I (e i
Vil 4 i & A2 R A
constdefs
ObjectAndCAT: . “State=>bool”
“ObjectAndCAT v= (Y Sub Obj am. Obj & O v—
(Sub,0bj,am) € CAT v)”
PAT U IRV B () 4R th I B AR E R R GRS E PR
MG —.
5.3 EXUZRLIERA
WAL RGRES . RGUIRESWE R Z 2T K RIEHAI IR
RERAER

theorem InitialSecure : “ SecureState Initial_state
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apply(simp add : Initial_state_def)

applylauto simp add : SecureState_def NormalSecu-
rity_def NormalSecurity def StarSecurity def StartSecu-
rity_def DiscerrtionarySecurity_dejf LevelControl _def Ob-
jectAndCAT _def)”

HIHRAET (] simp T5 Xt R GEEE AR AS B 2D 2 1
PEATIERA . Bt auto #AT BARLT .

EE 1 FEXEERNERS ViR LR

theorem get_accessSecure:“ Y a. v. Security—SecureState
(a. send(get_access v rq Sub Obj am))”

UERA A A TS V5 1) SR AL get_access HEAT B ALIAT
FEPAT TP A BT 2 19 2 RS TR MR AT 3 10 R A, 24
WM Z2BENASHT T - FELRERE. MHE
FTA W2 B YRR IE B U5 R 5 2 4 B M — 3

HAEHE AT

apply(simp add : get_access_def)

apply auto

apply(simp add ;: SecureState_def NormalSecurityAux_
def NormalSecurity _ def StarSecurity _def StarSecu-
rityAux_def LevelControl_def ObjectAndCAT _def)

apply auto

done

] simp ITEEXT get _access MREGHEAT B2 AT, L
auto FEAT BARMETE , il B MG IBHEATIED .

it , AT DAE R B HE 2, B Ak B A B B B A T
R,

EIE 2 FUXERERNATHE R L 2R

theorem excuteSecure : “ X v. SecureState v—> SecureState
(send(excute v rq Sub Obj am))”

MEF RN

apply (auto simp add :execute_def)

apply auto

apply Cauto simp add : SecureState _def NormalSecu-
rityAUX _def NormalSecurity _def StarSecurityAUX _def
LevelControl_def)

apply auto

done

EE3 QBT EZ LR

theorem createobjectSecure : “ Y w. SecureState — Secu-
reState(send (createobject v rq Sub Obj L _min, L _max, Obj
New InsObj))”

IER S AR AR E B RGOR SR L PAT, BT
RGHELREHEL, B R EABEKRE BN NE 2
JRE FE R b BURB K BT R VT S E R .

apply(simp add :createobject_def fun_upd_def)

apply auto

apply(simp add : SecureState_def NormalSecurityAUX _
def NormalSecurity_def StarSecurity_def LevlControl_def
ObjectAndCAT def)

apply(rule conjI)

apply clarify

apply(rule conjI)

apply simp

apply clarify

apply simp

apply clarify

apply(erule disjE)

apply simp

apply clarify

apply(erule disjE)

apply simp_all

done
B, rule ZHFBEA KRN FEIE AT RAE ; erule disjE
simp WIH)F disjE B 2547 78 BR 10 52 1) 4 =5 B )5
Simp_all XFFF7F=HHF BEr#EAT L1 .

GRIE A SCIRYE Xen 1) FR B34 R0 58 B LA B R AL
R Z TR, il T —FIEFHEE SV_HMPMD, SV_
HMPMD @3 s #F BLP 3K {R4F 2 48 1 PL % 4, # i RBAC
1 DTE SRAAIE R G0 58 B R RR By 4 , ZE B Ay b SE30 1T %
REMFERUERL, RN X EERFEFT T, & TR TR
HIMFIAZE T, 45 BB AL iR, @ Tsabelle/HOL 3
BHTE LT R —BEIEY, 5% E(GB/T 20272 —
2006 yh Z L BIER BB RMME R, L L BERGAA T
To AL % A2 SR A

KRR TAER BRI BT BOH SRR IR (1 B2 LB, Dl DA
RITEZBR A P R G E S A N Z 2HESR (0
Flaslo) A4S o 42 w8 Hou, FH 8 Koo TR] ik, fF 20 A 20 A e
TP 58 T LA B 1k 5 T X R O BR . 51 A Tsabelle/
HOL #4742 B 3B, DL ARECTR 210 i 1A 16878 2 535
TR L RS LB B T LIS TTE AL B BIE
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