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Abstract In recent years, the problems of privacy leak in Android applications attract more and more attention. The
maliciously access of private information will increase the risk of users” privacy leak. To solve this problem, researchers
have proposed many privacy-leak detection tools that have differences in emphasis point and performance. In order to fa-
cilitate the understanding and using for researchers, this paper analyzed and compared nine kinds of privacy leak static
detection tools for Android apps. We summarized the detection targets, methods, types of error detection and their effi-
ciency. We also designed and conducted experiments for two open source tools, FlowDroid and IccTA,to test their per-
for-mance and detecting ability. For the 50 downloaded apps, FlowDroid successfully detected 9 apps possessing privacy
leak and IccTA detected 7 apps possessing ICC leak. For the 12 self-designed test cases, FlowDroid and IeccTA can suc-
cessfully detect all privacy leaks.
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HEEGEZANLA.RETHPEE EHERBDFTET R M
AT .

B MR T3 T BRI P Z A1, AR SR 43 A ] B b 28
RUSETTIE B R T AH MY B A I AR, F LLBHIE Flow-
Droid 1 IecTA FAMBCR . 1R A 45 24 44 it T Fn 4
P . MR 4 R - 3RO P SR T B R AR
B3R R A MG BIR & &5 RFHLE IMEL 71 IMSI
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S, Il R R A o RS B SR P BT EE AL B AR
B EERIERAHEREY; KPR AAAHR
¥R A (S BIE B H ERGH  3RBUH PR & g
1 P 2 IR AR B AME B AR BT R B S b s JRBUH
FIFHLE) mac Huht , S TFRAR P T ERALESS B .

4.2 EBER5HH

4,2.1 FlowDroid 284 R 5 547

A3CX M Android Tidg BT #H 50 ANRHBET T L%
54347, SLEhgEREW, FlowDroid 7] LRI AHT 32 AN FE
FERM R 9 RHAFLE 21 A BaAAMR » K H00 F i 3 A s
[B]7E 1min DAY,

FlowDroid BRINFEAT 8 4 0 BE 19 734, (B B 43 47 X 4
T R IEA T WX 4 Hr i B LR R FT R, B 7 B Bk
WP RE N, XA RS RBE RN AAEFE. Hik,
FlowDroid 2t T ARS8 LA R ARG E N E R, &
H-aliasflowins 75 5144 43 BT %o A SBURR , 7T AR 808 5 i iR
AR, (B SRR KRR R R 13217 B 1 FF 8 5 2% -nosta-
tic {5 FlowDroid A B ER #2457 Bt , PR 1 20 A7 B2, (L AT
B B R s 2 $-nocallbacks A 3fE4F Android IR B 401 ,
AR AT R T8 » (B FT R S BUR R .

F 43T FlowDroid ZEAR R E T #4701 1) N7
FREH I [E) T84 » B 3R7 16 2 BORS BETIC & F A A 2 B3 AL il
. 45 3 W ,-aliasflowins,-nostatic Fl--nocallbacks 3%
3ASHCER T LLAE — B AR BE B b 43 B B 4 PN 7 SR [ F
. B4 -nostatic SR MG BE 5 FEHEAT 43 BT A, SR AT
B PRI 3 BRI R PRGBS RA IR 5 TRD A M, #E F-nocall-
backs ZHEHING E BT, WiktiR 7 24N A 1 R A
M

# 4 FlowDroid 7EAR RS B T B9 RE T84

BERE -aliasflowins -nostatic -nocallbacks
B 4 4 WE A AE AN "R T WE 4
Vi i i L i I L

920 & F| 93 15 129 10 92 8 130
8684 Az 117 15 50 9 66 8 56
SWEWE 292 97 252 84 319 102 669
L= M 104 1803 98 1651 F F F

360 B1F 81 36 80 23 79 13

HR=z 62 31 63 11 140 11
F & wifi 103 27 103 8 101 8
gAMb, 517 219 705 61 379 56
FgERTY 134 9 133 9 94 9 9

# 55 T FlowDroid £+t B 5 & 895 A IR &L AT
DS54 N PR B9 B AA M 1B 26 28 X B P B st 8]
LA R BN FETT 8 . SE B 45 R R W, FlowDroid AT LAY
DR B F B AR IR P K R AA R A

#5 FlowDroid § % B =BT & (¥ B FITIRAE B X457

™o
m'ﬂmm'ﬂmgmwg

wl

Benchmark BAREEXA RE/s  WE/MB
Test_Contact HKREA 19 92
Test_Imei IMEI, IMSI 15 92
Test_Loc A E 15 102
Test_Photo R 25 90
Test_Sharedpreferences RIFRE 20 98
Test_Mac Mac #i3k 21 90

4.2.2 IccTA 2BER 554

TIccTA XA 50 AR IR AEATIR , 7T LA 43
Bt 27 AR F R B 7 AR TR ICC BRAATHIR .
IecTA M 72 5 FlowDroid #H b 3Z 47 B [E B K, {H 5
WA,

F 6 FIH T IecTA &% B FFF & B R IR FEA TR
HISEIREE R AFE 6 A B EBF AR B4 2 R R , BV Kk
ZME B T IMEL S H P TEMN EE B B A R
WE FHLH mac Hbhk 55 B (5 8 20 14 R i 3 A DU R
SLEZERF W, IecTA AT USSR ) A 3% 31 5 Bench-
mark " R RRAME B,

#6  IecTA§FX) B =K BTN E TR 4R
i

Benchmark s B KA T/s
Icc_Contacts HKEA 45
Iec_Imei IMEIL, IMSI 34
Icc_Location AL E 75
Icc_Photo BKE 39
Icc_Sharedpreferences BT RE 51
Iec_Mac Mac 33k 40

HWRIE ASCTIA R 9 MBRAMREHS RN T AT
T AR e, BT SE I T BRI Y A A I T e, (L
R SO R 5 RRMERE A H & A AR . 41 Android-Leaks
AR X AR FE #EAT R 5 AppIntent SCTFEF A P BB 43
#r3TecTA FEAM ICC AL ; PCLeaks 573 T 7E A 4H
At L, R TR RS A 2R SRR, AR AR
R4t LR B SRR T B, thah, A&
SGEEEH A FF IR T A FlowDroid F1 IecTA #6317 £ 5%,
U AR T 8N K B BT R IRE L ST A AL
R XS TAERT LS BB T A E SE AT S A e A A T
B, B3 F Android HELBIE TIERER —ERHERE L.
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