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Dynamical Query Modification Algorithm for Fine-grained Access Control in Databases
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Abstract Fine-grained access contro] has received much attention from research community due to the requirements of
privacy preserving and Web-based applications. It is a promising approach to implement fine-grained access control by
query modification. However,in the areing query modification algorithm, the features of the queries issued by users and
the features of FGAC policy are not considered. Thus, there are redundancies in the final executed queries which make
unnecessary overhead. We first analyzed two different redundancies bases on the feature of queries issued by users and
the FGAC policies. Then, we proposed a technique to detect these redundancies and provided a new algorithm to imple-

ment FGAC. A comprehensive set of experiments show that the performance is improved by the proposed algorithm,
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Input: Q: the query issued by user U
Output : Quodified : the modified query
1:for each R; referred in Q do
2:  ASgr=GetKeyAttributes(R;,Q);
/ * Search all key attributes of R; for Q and add them into set ASg * /
3: P=GetFGACPolicy(R;,U);
/ * Search the FGAC policy for relation R; and user U * /
4. if Ir€lS,,ASgi=r. A then
5: Vri = “SELECT ASgi[1],+*+, ASgi[ ASri. length] FROM R;
WHERE r. PR”
6: else
7: Vr=“SELECT CASE WHEN F(P) (ASgi[1]) THEN ASg;
{1] ELSE NULL END AS ASgi[1],

8. o,

9. CASE WHEN F(P) (ASg;[ ASgi. length] THEN ASg;
[ASgi. length]) ELSE NULL END AS ASg
[ASg;. length]

10; FROM R;”

11. ENDif

12:END for
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