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Abstract Various image encryption algorithms based on the permutation-diffusion structure have been proposed in the
past few years. However, permutation and diffusion are considered as two separate stages, making image encryption vul-
nerable to attacks, Moreover, the algorithms, in general, have low diffusion efficiency and high computational complexity
in key scheming. To solve these problems, this paper proposed a SP(Substitution-Permutation) network image encryp-
tion algorithm based on chaotic map. The proposed algorithm adopts the following three strategies: (1) To further en-
hance the security of the cryptosystem, XOR and S-box operations are introduced in the beginning of each encryption
round; (2) An bidirectional permutation-diffusion strategy is proposed to accelerate the spreading process; (3) Simple
circular bit shift and XOR operations are used to improve the efficiency of key scheming. We conducted a rich set of
cryptanalyses on the proposed algorithm, e, g. , key space analysis, key sensitivity analysis, various statistical analyses
and differential analysis. Analytical results demonstrate that the proposed algorithm reaches the same security level of
previously proposed counterparts in merely three iterations with high efficiency,and is thus applicable for secure image
encryption.
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1. for i==0 to 2 do
2. key[i]=user_key[i]

3. end for
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16. end if
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H,C 1 G APAE SRR, 5 H BT B Y B SCERAUE
—MEERE. C G, )F C ()45 %R C FC, TEAKR
G EME. DHERNC GHOR GG DHE, Y
C G D=0 G B, DG, ) =0; BN, DG, ) =1,

AT SPCME 2 35 8 NPCR #1 UACI, 10 % — g 256 X
256 FOEIR , 7 [F) i 2 #2 $UeT 9 NPCR #1 UACI i 3 B
F, WikeERER HEMF B, R EXNE
MECHE SR, YINERECRT 3 65, NPCR #1 UACI
BB TRE , - BIMERSTE 99. 60500 33. 50% A A . MRS
REH SPCME B BA BT ES BEMRES .

# 3 SPCME B ZAERRMELET B NPCR f1 UACIHE

##% NPCR(Y%) UACI(Y%)
1 47. 81 23.99
2 97. 36 32.55
3 99. 61 33.51
4 99. 61 33. 40
5 99. 59 33. 50

4.5 MBYEH T

TN RGN E S B 4@, R e B2 B & sk %
(AR, R — st s m B R LB R BN . B
NPCR #1 UACT [8] i #2 3 32 48 {8 2 #% #E (NPCR > 0. 996,
UACI>0. 333), 5 SPCME &3k 5 SC k[ 8, 23] o i B 1 B
FEAMY BAOWEL R 4 FFL ERBEEENEHET,

SPCME Bk B A BE B EHR .
x4 BERAREINL/VHREX
NPCR(%) UACICH) Ed 7K
X #(8] 50. 23 25.23 >5  >5
K k(23] >90.60 33,30 18 6
SPCME #3%  >>99.60  >>33.30 3 3
gRiE ASURH—FETIRMA SP ZHREGNER

¥ SPCME, I TR&E T Bil-V BE W BB NE R LM
ZeMMg#E, SPCME B E A5 AT A HERRIT
FR A& SP 45+, B FHE MM 7 S0 & AES BIEH S
SEHTTFIRE WETEENK 2. K, SPCME XH
XUE B EL-T B , 58 T B R B IR, IR T 98
HE. #=,SPCME A & i3 B R F 16 8 1 8 3088 437 7
FUEME R THERRE . RETEAY BYEE. B)F,
$txt SPCME B H LW B R, 3 #1T T A= E 5o
P AR T R U R ES TG T S
. SREWA MR TETEIL-Y BESEWHERNEE X,
HTIRMA SP £ E BN EE L SPCME BA W7 EL -
(DR, BB R AR TR TS (OMER. 23
BORBNERERDIFRRB RO R 2H5.
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