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Research and Realization of Enhancing Bluetooth Baseband Based on Security and Error Correction Algorithm

LI Zhen-rong ZHUANG Yiqi ZHANG Bo NIU Yu-feng
(Key Laboratory of the Ministry of Education for Wide Band-gap Semiconductor Materials and Devices,
School of Microelectronics, Xidian University, Xi’an 710071, China)

Abstract The frequency hopping (FH) and error correction algorithms of Bluetooth were analyzed and improved for
the defects of security and anti-jamming. The performance of FH sequences based on advanced encryption standard
(AES) iterated block cipher was analyzed,and the results showed the sequences had good performance on uniformity,
correlation,and security. An enhancing error correction mechanism (EECM) combining the forward error correction
with interleaving was adopted for Bluetooth DM packets, and the simulation was carried out based on Gillbert-Elliott
channel. The result showed the EECM could improve the anti-interference ability largely. The ASIC structures of FH
sequences generator and EECM were proposed,and the realized results of these enhancing IPs were obtained by using
low-power, low-cost VLSI design techniques. The performance of enhancing Bluetooth baseband was analyzed compared

with the standard Bluetooth baseband. Finally, the Bluetooth system-on-chip was realized and tested by using platform-

based design method.

Keywords Bluetooth, Baseband, Security, Error correction, ASIC, System on chip platform

L, lA LB AR R &R F 35 U
L P 0, AATTX R85 SR M RE B R th R B 48
F ., BN —-FXLBESETBFERITRELRA
W, /2 WPAN XBHARZ —, R A AR A K & 8
MBEBESERSREEAD, RAEERERBRRETL
BEEAZ—. HETHHEN E2EMRATRESFE
MR, R SRETHMNARAZR, mEH#—
2 hN3R B 2F BORTE TRLE 15 FUR A L H SRR A B F
BRSO, AR R M T RS TTE.

A0 TR R T B AR R ST By R e A0 4
SEBIRATIIS , 3Rt AE R F) S5 RU B TR SR SR, R A
RZIFE (RRA B VLSI #3773, SR K &Rk
FIHBGRE T AR A .

Z H #5.2009-09-23  184& H #1:2009-12-21

| BEFBEREEZSH

BFR—FAEEEEE XL BEEA, BLMREAH
IR AR E B A, M EE 5B R & EH R —
MERIEE., BT RAREBSAMN SR ARD, BAH
AR ANER, IR RFEEREN RS RSN
HETREBNRZEMEEER. HEERERETEFER
GROERIRS . A EERNE LM TIR/MERRT R,
KA T RO B T 2L, RIATIREE T
AL,

1.1 RERSLEEE R

B F £ F TDD( Time-Division Duplex) Bt 43 % T J5 2 o

IR, ISM S B BRI 4> K 79/23 AN HFSE S IMHz KI5

AXFERHRBER LT E (60676053) %8 .

FIRFA979—), B, @44, TEMF H MNEEBELEEEH BERITS, Email:allen_lzr@126. com; EZEH(1957—), B, H 4+, ##,. 18§
TSI, TEFR T A AEFSHERREER EEERLE SN %S; %  H1983—), 8,44, TEBR MR S MEEAit

i Ew (1976 ), B, @4, FEMR TR RLBEUBE .

+ 107 -



FOBUSREAR N 160073200 Bk/s. LA 79 BRBEA 0 6, B4 R
BE7E 2. 402GHz ) 2. 480GHz 2 [Bl#H1T kS, 257 % (2402+
BYMHz(k=0,1,2,--+,78), {0 1 iR, BRI BEE A
BN BT otk R — OB SE LS, H i W] LA OB IR B Y
TR BB A . ETE SR EEAF P, B ASUF 51 e A A b A0 IR
FiRFWAFE MR E BB BEE., BT
MABEEHIECE B AT A BT » b SRR B A 2R AR 5K
. REBRETYEER BT 8 ok LB 2, SR AT
BN BRZHBS TR R, B RRHE BRI EFE R AR
RZE R TFIRMERT , AR REEF SR,

""" AR

-7'iq’lfl?i"" )

Y2 = 32*CLK,
A = Addr 7.3 @ CLKj5.2,
B = Addr 229 Xt
IC = Addr 56420 ©CLK30.16

D= Addl’ 18-10 DCLK 5.7

T

|

CLK . N ]
ddr - — R &Mt

7

I

Bl EFBRSER RS

1.2 FEC Y8

AR SRR SR A A 4] S AL, 43 B2 1/3FEC
2/3FEC, E AR PRAGHERERIERA. FEC 44l
TR 7E— ERE LRI SR AR, AL SRET
HfesmAE R, 1/3FEC R AR — MR TR 4B N
RS EERNOEEEESE S KT, #ERASEE
PeByEE BN AT fE RS, 2/3FEC B E—4 (15, 100 & AN
BARG, LA F BT DM BUR 4, Bt i 4 R B TR -

g(D)=D+D(D'+D+1)=D"+D'+D*+1

RS R

H=[z* 2,22 ez T, 277,277 J(mod g()

1/3FEC #1 2/3FEC X F15 18 sP i/ s R & HHR
BRI HAEEE S BESRN TR FES AT EREN
ESE T, LAt FEC 2i4ise h 2+ 0FR.

2 E-T AES MIBUE IR ES

BRSPS BE SR (R R M BE R e e R, hr v
BB TR MR B MBS R 2 S S ARE L
HEFHCRERESH FHETOAMERFFE. FRA
AHERRERBEFS, B BOVBIE E W ERIREZ .
RAEAE— Bk B & xd 2 F DES %35 3 H 1 i Bk
VR TIREHAT T — a7 (BEREEE RGN TR,
IFEMBAWERAW RS, it — N AAERE LM
SR, L RA R R 84 s BRRUT S R AL AR A
—MERBER. AT ETBEMBEREAES) ERAE
SHRETEHE A BT 5 MR , SR T AT A SR R 1
T —FiBLF T 185 B 5 S B (K ARG AR A B3 B B AR
FIIRAERS.

2.1 REWUSH

ET AESHHRWBHBLITY], KB &Rl AESH

EHEEVHREN. AESIRERMEERFZRES A
+ 108 -

BFSEBE (NIST) F 2002 42l & B R Rom i e, T B %
¥R mERE(DES) B k. 18 Shannon 2 H H#H#}
“TBE7H“Y BRI, AES B 5 BB R eGR4 X 24y a0
RS IR B R E R (Wide Trail Strategy) , EER
BABR/BRME  FEBE" MY B EN, AAHEENE
29 S-Box Hy 3 A PRI GF(2°) 538 BV (42 M 38 A
ENNHRPHETRETHEINM, X250 ME ST
BERIFIRE . BRZ, M FEABHM S, AESHEER
ARENEeS, BMETFREENBEFII GRS RFH
ZaE,
2.2 BAHUSH

St FRARR S, TREFFHHARRS?, AXN(DER
PRSI S. RAERD, AR SBAEHSM.

_&WN—LP? 1
X ,21 i, PT% M

BEBSREER £ K 64, BEE o« 7 0. 05, FHIKA
Xim1 =82. 244, yir_, =4244. THERA B R BAEZ R T
Pk, FEMLESE 10 417 50 AT 05 B, 2938 i 3K, an A 2 B
. WHAET AES HEHBBUTSI A RIFIHISHE.

] :ggwgu lim
4@[T“ ‘ ‘-f 100
@ ‘ @
ﬁamo» e e P B |
b Sl N -
# ' 3
2004 N ] b 0
600, o 40
o %

L3 b2 b

B2 BURFFIH SN

2.3 NEAMAXMESH

BRATOE {5 R SRR E T B & RGITR A BRSRUF 51 i
DM EMEPE , iR ()RR

Hyy (0 ="STh(X, Yoo ko= {7 X0 (g

=0 0, Xi#Yit.

Kep, XY AR, 0<e<KIN— 1, N BAR G+ B, #
X,Y IHFEFS, B HERZRFH KT B HEXE, B
RAFHEMAKE. XR7,10, 1118577 2, B
KB 10000, {5 EHCR 64, BBFFIR A EAE XY
BE/NTF xhoooo—2 (0. 05)=10231. 46, BEHLLEER 20 HEE, % hn
FIERETIISAT N . HEERME 3 Fin, iEHET
AES FIBkSE 75 BB RIFHIDUAAHE M.

10500L4
10500

——REIEAI.|

lopus

10000
10200

9900

Aol /

bUGEES 4

930!

9000

Y
®3 BT
3 BEXALHWI FEC HUEE LT
3.1 HEHGR



FRAETE T3t F DM (42,35 DM1, DM3, DM5) 348 4 42 1Y
HATE L THETF 2/3FEC M4 PLE, B4 2 E B A5
THERE, T TFESBELIRBNRAE T, 24585 K.
Shxt BRI, A SCR A T RS R SURIB I FEC R4 B .
ZRRB R BARTE XX ATHEFI R M AT N 5 BT H,
B KT, Al iE— R K R A 24 BB L2
#. HETHREORSH m, RAEE BN TR RT8ERN
m/M, B m/M /NF 22516 6 B B 2 455 B, 8 0] 72 i
FHpEwE, BFERN DM BIEE LSS A mEAHE, q]
AU REREE R REET®RDY , 25 R Atk 2 EREHL
25519 2/3FEC 4nis AR F H 8% A VLA R I IR BEVL 245,
AT 5 B2 5 21 S5 PR T RS R B R R tE v B
79, FEETF GillbertElliott (G-E) {5 U495 %% £ 4L 411
HHATH RS
3.2 GEBERARFUHEHRE

GEEHEE—W ERNBESD/RE X, BE Good I
Bad BiMR7&. S0 4 B, Pgb, Pbg, Pbb, Pgg 41 Bl &R (5
THFE Good 1 Bad BIFIRA T M R e pg 1410

Pgb
Pgg @ »
Pbg
B4 GEfFiEHR

XEFRE n, AT IE ¢ MENUEIRERIBF(n. 1], FEESE
n MREHH d MEROBER N PRI

PG (A—Py)"", d=0
P — P(G)(P,(d|GG)+P,(d|GB) +
P(B)(P,(d|B&®)+P,(d|BB)), 1<d<n
PBYA—Py )™, d=n

3

BABEER T E T RANEERESE RN E

. % GEFHEYP, 2HERME SRR B BF 551

T, X DM Bl Anfsmant BT T E GrBIR

A DM 1 DME), ZERFEMEERSZELMEET 18 DI HE

femEn RS EHETMMEN X RME, mE 5 i, XY

DM BB AR A RSB H G, R KR WS tERE L

s PP 28 & S5R AN S5 A2 RN 5 R B BB . DA T B 1R R A%
WA,

1400 T
- DML v oot
1200 D3 eag
[ -DMEL o A A
o FilepMB 8%
S /
i an L
ey 0 i e . ,ooov
o 400 iF P L P
- Vs L33 20
e
>0 S
of-#% :
i i
00 01 02 03 04 05

Prg

E5 #TGEfFERNTHREHL

4 SRR FEWKI

4.1 AES BE3fi%ESE IP L

EREEHHESH, E T AES A E g 5 A Bk
FIIER R MR SRS RE, ATHE H AR
RBHBSTFS] . EHR T AESEEREXERE, RIENEER

K, BT A R RAR R ER, B Z B
P50 % A 4% 42 B 3 3 R U 2T B e 5 IR VILST Ak s
W, &G AES EHREALHRE, LM TET AES
B Ry P MR DR AR R A B BRSTUT 51 R A 4% 1P, S5 4
B 6 B

IR RIRAR
| AES An ¥ B

B 6 T AESERMIBUITSI K 4 S A

FHEBES R AES BL M08, 2 AESE B
WL FRTEERAERZ —, I TETHEBRE L
2 IP ERMBIEFEW P, & 300F AES B F VBB BE
HEAT T Ak, 748 0 B vk A0 3 3R B 19 R b R AT B R IIR R IR
B,

FHBBBR—-ANFAELRER(Sbox) HHfTHIEL B FT
BHipiE, $0E T RBRASHAN SR B AR
B GF2®) HrsR g e, SR 5 AT I 925 e , R 0T -

8" =b @ bi4> moa s D Bits) moa 8 D Biit) mod s D b1 ot s D

€H)

FhR(SBox) ) VLSl TP KB H =1 ERIEH, 5
BFER. Bk, 2 m R, &t SBox MXEHE
#. BT EH WHP SBox WL A X &K &K (Look-Up
Table) MG MREZEE . AAXF. RATHRBEEEN T L
RFFEEEG4THEOENT, BRARTAHE RS GF
(2 SBox B LI, L5 INE 7 FiR, XH, EZM
AR GF2®) BB g IR /M FE R GF2Y
L b A L T B BRI GF(28) gyt , R e kK
FEERE B B e R IS R TR, oAb, BT R

FEF T SBox ik,
State_in[7:4]]r~L J-Ls;m_m[azm
/// x B ® x’
GF((2")inv \___{
ersion

|
Sub_State[7:0

S

3

§[State_out[7:4]] IState_out[7:4j

H7 FEERERELEH

WA, EEEBSR E A 2R 1P P, &4 VLS WIERE AR
MEEE AR, RATETHENENHEARNRBRILIIFE
THERS ., BATHANBB R AR IPHEKRIEN
0.033mW/MHz, &3 F 8 [TH 9. 9k, A BEF EE R
1098901 Bk/s, 524 BEAE T B 15 2F BL i 3200 Bk/s B0 Bk R
R, HRERHBAE , BT S tERE R K IR .

4,2 BETRKBI FEC BB 204 1P £H

FRUETE F N DM B2 04 59 FEC 2 &8 4b 7 S 38 4
SR, R, PR GBI IE 2T 3 P A R LR s A A S ML
FEBFREES L BEOEE MR/ GRS R, ST
W& TFEERSE, FITRBAEICYLER, BT Y

« 109 -



ALBE T FHEMCRE, LA RES SR RS, BE
WEZHBE, FRERG LRED . BENBIELERE
AR EARIEME 8 i,

[Z8/M 2 SAMB Rog or R
< mATZIEHE (=15 5=9) "N
w5 ]

v

&8 RAZARMLUBIHSHE

B EE R GE T DM B8 4 28 o 17 50 15 4 19 Se Rt
PEE SR, 4 I 7E B Ak B AR T 3 I A R DB B R B
ARRE A IR X R AR LMW AR, AR, R
B IPETAMENENEETHRBEIELH, BERERE,
ZEBP VLSI LA B P LRAEE 55| A KESFHRIE
Hoo SRR T 15X 9 FRARSE R AT R 4UE B, BN B4 R 45 7
ATERZEEN. £CRAFFESREMENZEEMHE AT
ETIUHT RAM L3D , B KIIFER 0. 031mW/MHz, 45
BHITH 8. 2k, B THER, W B R BIIE T RHAFER,

4.3 HBEEHTARMEL

PRUERUFER ALY F H AR T SMIC 0. 18um fR#ETL S

B AT I TR A FIINRE AT . B 9 NSRRI TS oF 54 1P &%

W Y NI
g

B
v
e

|
|
|
|
]
i
t
t
t
{
1
|
i
|
|
|
|
!
|
1
]
[

T E RIS RETEHS 5V .
00000 T T T T T T T T T T T T 10000
=]
80000~ == === - 8000
el ! ]
&
: ] .2
Sm- ————— 40 35
| - L
o] |
0~ 0
1'3*<N§'ﬁ$*ﬂﬂ'ﬂ&’¢ﬁf
Mo « ¥ w
PEErEIcEREEREIEE

B9 ERIEN ST MERGS A

o B 5 R U O B S R A B X VP A R
L3l BER AR TR IR SRTRERURRET
FPGA #1THI 8B BAE BT IRITHIN I . BAREMRITRAT
EFEMBTRAE A B TEIA RS R R SO ke 3%
P PERREI R B 518 T 3R SR BT YR AT RE R 6 , T B 3R
T W 5P A B (A ThRE R AR T 8 Lo AR o B8 7 BT L (BL47%
BT EZEREIN.

£ 1 RHERIADEIR A T A RE A

ASIC(0. 18um) FPGA(Xc2v8000)
% A/mm? P/mW {/MHz Slice P/mW {/MHz
ALY 0. 32 25.1 133 1995 337 95
KLY 0. 47 35.4 105 3900 427 84

HEIF SoC R HA IR AL B2 B SRR
A ERGE. B3R T ETFE 1’ (Platform-Based De-
sign, PBD) 7 g1 S iR SR AU W F B, H W B B B
e, POEME T SoC REM BT BRIERWIATF &, K

» 110 -

10 Fim, Horp SoC & FSHRAEH A L A .,

B 10 AF PBD MK SoC B3t

T SoC F & ARMY b ERSHZ AT B 38 8
B % Fr S8 Y T O BT AT B A B S SR R SR B
BiE R B 58 BUE SR B R OF Y B B iE I F SoC BEE
R, B FYGH LB E R R R BB T e
FE s L RE R, LS BY B 432 DML, DM3 #1 DMS5
BIHATIHL, BREW, EA BT INHELT , AR A
HALHRA R RERIHGE, B RS RARER.

HEFRE OB AERL EFETRMNH, BIRT
FHEARMZ LM ERE S R IH LA TET AESIMEE
EME R RBR T F R AE4% TP, B & T X A% BT i 2
HEORKIEIR A6 IP, AT R RIRR THEF A sa k. %
SR TIUE s FEJT R AR ST 2 el |, SEB T #T L
IR RZ et RASRRAETEN SR, BE
GO AR ERE S B, XM R BB N A LB AT TR
GrHT, FF T PBD Jiik#t (T TS SoCFE WM. ARt
HRA T RIIFE BRI EOR  EX T RETh#E A B
WA &M B —PHIE.

2 % x W

[1] Cook J A, Kolmanovsky I V, McNamara D, et al. Technologies
for the Twenty-First Century Model T[C] // Control, Compu-
ting and Communications Proceedings. IEEE, 2007 ; 334-355

[2] Sairam K V S S S S, Gunasekaran N, Redd S R. Bluetooth in
wireless communication[J]. IEEE Communications Magazine,
2002,40(6):90-96

[3] McDermott-Wells P, What is Bluetooth [J]. IEEE Potentials,
2004,23(5):33-35

[4] Bluetooth SIG. Specification of the Bluetooth System Core,Core
Specification v2, 0 + EDR[S]. 2004

(51 #scde, 4 0%, . BRSPSl St s st R ], @
4R ,2003,24(2):92-101

[6] LiZan, Chang Yilin, Jin Lijun, A novel family of frequency
hopping sequences for multi-hop Bluetooth networks[ J]. IEEE
Transactions on Consumer Electronics,2003,49(2) ;1084-1089

(FH#% 151 3O



B EEA R SQL #IFIKKF.
& X X W

[1] Gregor K,Lamping J, Mendhekar A, et al. Aspect-oriented Pro-
gramming[ C] // Proceedings of the European Conference on Ob-
ject-Oriented Programming. vol 1241.220-242

[2] hittp://eclipse. org/aspectj/

[3] http://aspectwerkz, codehaus. org/

[4] http://jboss. org/jbossaop/

[5] http://www. aspectc. org/

[6] http://wwwiti. cs. uni-magdeburg. de/iti_db/forschung/{op/{ea-
turec/

[7] http://www. castleproject. org/aspectsharp/

[8] http://www. facultyresourcecenter. com/curriculum/pfv. aspx?
ID=6801

[9] Douglas B, Torsten S. Solving the Java Object Storage Problem
[J]. Computer,1998,31(11):33-40

[10] Java Data Objects Specification[ S]. Version: 2, 0, 2005

[11] SUN Microsystems. Enterprise JavaBeans[ S]. Version 2, 0,F’
inal Release, August 2001

[12] SUN Microsystems. Enterprise JavaBeans[ S]. Version 3. 0, F’
inal Release, 2006

[13] Hibernate Reference Documentation[ EB/OL], Version: 3. 2. 3.
ga, http: //www. hibernate, org

[14] Rashid A. On to Aspect Persistence[ C] / GCSE Syrup. LNCS
2177. Springer-Verlag, 2000 26-36

[15] Rashid A. Weaving Aspects in a Persistent Environment[ C] /
ACM SIGPLAN Notices. Feb, 2002

[167] Rashid A,Loughran N. Relational Database Support for Aspect-
Oriented Programming [ C] / Proceedings of NetObjectDays.

LNCS 2591. Springer-Verlag, 2002 ;233-247

[17] Rashid A, Sawyer P. Dynamic Relationships in Object Oriented
Databases; A Uniform Approach [C] / DEXA. LNCS 1677.
Springer-Verlag, 1999:26-35

[18] Rashid A, Chitchyan R. Persistence as an Aspect[ C]// Proc. of
AQOSD’03. Boston, USA,2003.120-129

[19] Filman R,Friedman D. Aspect-oriented Programming is Quanti-
fication and Obliviousness [ C] // OOPSLA Workshop on Ad-
vanced Separation of Concerns, 2000

[20] Al-Mansari M, Hanenberg S, Unland R, Orthogonal persistence
and AOP:a balancing act[ C]//Proceedings of the 6th Workshop
on Aspects, Components, and Patterns for Infrastructure Soft-
ware, Vancouver, British Columbia,Canada, March 2007 12-16

[21] Al-Mansari M, Hanenberg S. Path Expression Pointcuts: Ab-
stracting over Non-Local Object Relationships in Aspect-Orien-
ted Languages[ C]//NODe’06. Erfurt, Germany, 2006

[227] Campbell R, Habermann A. The Specification of Process Syn-
chronization by Path Expressions[ C]// Sym. on Operating Sys-
tems. Springer-Verlag,1974:89-102

[23] Elmasri R, Navathe B. Fundamentals of Database Systems(3rd
ed)[M]. Addison-Wesley, 2000

[24] P, B . B2, 8. — MW/ X RARHBRXFALER
(1], 824, 2007,35(B12) :179-185

[25] Java Persistent Aspect[ EB/OL]. http;//sourceforge. net/pro-
jects/jpa/

[267] Gamma E,Helm R, Johnson R, et al. Design Patterns: Elements
of Reusable Object-oriented Software[ M]. Reading, MA; Addi-
son-Wesley, 1995

[27] http://db. apache. org/ojb/

(L3## 110 7O

[7] Guo Feng, Zhuang Yi-qi, Hu Bin. Structure of Frequency Hop-
ping Sequences Family Based on Stream Cipher [ J]. Chinese
Journal of Electron Devices, 2007,30(5) :1696-1699

[8] Ho Yean Li, Samsudin A, Belaton B, Heuristic cryptanalysis of
classical and modern ciphers Networks[ C]J / 7th International
Conference on Communication. Malaysia: IEEE, 2005 ;6

[9] Nadeem A,Javed M Y. A Performance Comparison of Data En-
cryption Algorithms Information and Communication Technolo-
gies [J]//First International Conference on Information and
Communication Technologies, Karachi, Pakistan: IEEE, 2005;
84-89

[10] Chu W,Colbourn C J. Optimal frequency-hopping sequences via
cyclotomy[ J]. IEEE Transactions on Information Theory, 2005,

N 51(3):1139-1141

(11] EmE, M0, EEE. KT 835 B P i se a7 )]
B Rl 23], 2006,21(4) :612-618

[12] Nafaa A, Ahmed T, Mehaoua A. Unequal and interleaved FEC
protocol for robust MPEG-4 multicasting over wireless LANs
[C]//IEEE International Conference on Communications. 2004
1431-1435

[137] Han Sunyoung,Kim Heemin, Son Kiwon, et al. Cross-correlated

FEC Scheme for Multimedia Streaming over Wireless LAN[C]/
22nd International Conference on Advanced Information Net-
working and Applications, 2008:217-222

[14] Gilbert E N, Capacity of a burst-noise channel[J]. Bell Syst.
Tech. J,1960,39:1253-1265

[15] Wilhelmsson L, Milstein L B. On the Effect of Imperfect Inter-
leaving for the Gilbert-Elliott Channel[ J]. IEEE Transactions
on Communications, 1999,47(5) :681-688

[16] Federal Information Processing Standards Publication (FIPS)
197. Specification for the Advanced Encryption Standard (AES)
[S]. 2001

[17] Salomon D. Data Privacy and Security[ M. Beijing: Tsinghua U-
niversity Press, 2005;292-302

[18] Nakajima M, Yamamoto T, Yamasaki M, et al. Low Power
Techniques for Mobile Application SoCs Based on Integrated
Platform " UniPhier" [C] / IEEE Design Automation Confe-
rence, 2007 .649 - 653

(19] REEME . ZRRE. . MHE, % IRFERITTENREEFBFE
BRI R R 5 BB ¥ %W, 2005,17(7).
1401-1406

[20] & 74, BhARME. SoC s A s Aanfb ()], HEN R S
K %,2002,39(1):1-8

+ 151 -



