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Abstract

domains. ATN is an approach to establish mutual trust between strangers wishing to share resources or conduct busi-

The purpose of Automated Trust Negotiation (ATN) is mainly to establish trust among different security

ness by gradually requesting and disclosing access control policies and digital credentials. Special attacks can be initiated
to ATN according to the characteristics of the way of trust establishment, which cannot be effectively tackled by the
measures preventing normal network attacks. Therefore, it is essential to analyze all kinds of attacks existing in ATN. A
comprehensive survey of research on attacks in ATN was presented based on the classification and introduction of dif-

ferent attacking manners and corresponding defenses, the shortcomings of the current related research were pointed out

and the development trend was also discussed.
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3)HHE £ mod n;

4)i+E e=MD5(m);

5)HE s=k ! (e+dAr) mod n, B s7%0, B M E R % £
HATHE

OMIILHE m KBS (rys) .,

ATRIEEREE m NEL (r,s) , RIEH VAT LIRS
—BREEZEAFHSE, —BEA T XHBE, NEHHBIE
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D#A ros BEXEI[1,n— 1]

2)iHHE e=MD5(m);

3)3iHE w=s5"" mod n;

OHE w =ew mod 7 Fl uz =rw mod n;

SHE X=uG+wQA MR X AZHANMELEL, B
W3HB v=1x mod n, b X=(x1,3);

6)YINE v=r MBIERD .
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BERYW. BN MR 2R 15 1 A0 B3 Lo AR B i 2k 31
FHHBIEL, XHERARNRA T RIFRRIETTE:, AT
HAHFERATEEMNER. ETHEHKFEHEERS
B AR R, A< SCRTHR H ARk B 00 gt 28 2880 J ke 3o i S A4
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