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Survey on Identity-based Key Establishment Protocols for Wireless Sensor Networks
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Abstract Wireless sensor networks (WSN) security faces more challenges than traditional Ad hoc networks due to its
highly self-organization and limited energy. Key management is one of the fundamental security issues in WSN, As a vi-
tal part of key management, session key establishment needs to achieve a trade-off between security and performance, In
this paper,a survey on Identity-based key establishment in WSN was provided. We firstly described the identedity-based
cryptography from its three fundamental primitives, then presented some éecurity properties and security models of i-
dentity-based key agreement protocols, analyzed the existing identity-based key establishment protocols for WSN to
point out their shortages,and finally discusses the research area of Identity-based key establishment for WSN in the fu-

ture.

Keywords Identity-based cryptography, Wireless sensor networks,Key establishment, Key agreement

1 5|8

TRAL BB M 4% (WSN, Wireless Sensor Networks) &
FAFBRA Ad hoc M%K%, 5154 Ad hoc MM LEAF T R
BER.EER . BHEHEMZR.HEARIRLS. FAREBM
VTREDREERL . Bk, %5 Ad hoc M4 HH R T
BORBEE BN T WSN., HEf, WSN 45 S5 W &iEHE
B EERA 3 AR (DETHH S B F L (KDC, Key
Distribution Center )7 ;. SPINS By &% — 4R
KDL, BER BT DAY RS EE—RE
H MM TR SEEHE L AFTREREY. ZRR
AR REBRRAR A BESNARRE,. B5 RN MNE
PR BAIE BAs, (DOBFERTAE R, REPI
A EGHFRY RAEYH Y . %7 R RRIE A
FREEE-THEHSH, RABEREHRIEEERN WA
HEER X EH, — W RE BRI, ST RS H A

FROIREES. ZHXFEEARTHEAFM AR
FHFHERRANZLEEIRERI. OETFAHTRK.
BN RBRBRARBAX, RAAAKBERN T K2R
SME—HRELEES. WA USSR A R K b
HANESH., EFAHFXLET KDC FAMEAT LR
TR R HRAEERFHER THEEER . NET R
R ET N e S

£ WSN BLHE o, T A A AR H  THITRE
ZerE RS, NG TR EZ R WSN, (HEFRBFRR
SRR, AR G AT LAR BT WSN. 45, SeaR(12]
‘L ET S B ESERRRES WSN RAHAKS. &
WSN R AE T HBEBERE LA EFANRIAAM
THA: (DEFEERUEBILH , TIER K% FIAE, B
TEREEFH. OXRFHEEB=ZTTTHENEY. R
Ffg Y SAHE B AR, BR R LGB RUE BT A R P RS
B, ()B4 E BT HRFRNE LY, B S, &

B A $:2009-09-25 R{EHH#A:2009-12-30  FAXZEFRIELERIFES (20070410896) , 5 F B R ARk 57 33 % B % & (HEUCF100

606) % Bl

FMRA8), L WA, TEMR TR ABRAREZL ML S5EEE LY, Email: fuxiacjing@hrbeu. edu. on; JEEI(1962—), B, #4% .18
TSI, FERRF M IBARERL ML SERLL%, X974, B, 342, B4 5, TEWRF RSN 5E %42 . Ad hoc

HERBEMELRLE,
L) 26 L]



PATRAEENEL.

FXFEEHIT WSN BT S5 B A LS5 2
WHER T ET HHEGEH, MR TETRRENEES
BOMUEARFREH 3 HNAT WSN ET HHREHDHE
U E LR E SR 4 T LERIA K WSN
EFSREBHBEI IR T U A e REHEH T
WSN T 543 % ST S U BT 52 07 1)

2 ETHHEWREFERL

1984 4F , Shamir 4t 2 T 54 1/ G BRI,
PRAYETECHEMREL EEEHS KRR, AR
FHER, BT R FIEBHRM I, 2001 4, Boneh 5
Franklin I F§ Weil 3348 th 25 — 55 FH 00 5 F 5 0 g9 A 1
PR, BT SO — R AR T A
A Bl 2% b i) Weil 318R Tate 3t AT 5 A 5% 0 5 F B 59 5%
BEGE. BTSN EBEHNES INMEAER - ETHHW
1% (IBE, Identity-based Encryption) .3 F B3 945 4 (IBS,
Identity-based Signature) F1 % F° 8 #r B 1A 3 25 45 B 7y i 1L
(IBAKA, Identity-based Signature Authenticated Key Agree-
ment) . IBAKA thUCRFEE T 5S4y F B A4 £ R AFAHART,
3t ) Diffie-Hellman #4335 MY BT SWEEHN
Wl . AYHENBIVRMEX B E L ETE MR E A
P 2 7] 8 DL B — 2 B IBAKA {3 I——Chen-Kudla
WO A '

EX 1 RN G .Gr BRI ARE ¢ WIEHHE. G
FRAE—TTEMER ¢. P BH G WERTT, P &8 G
BAERTT, N G, 318 G FEATEBRW ¢ F ¢(P) =

Py URHER € :Gu XGo—>Gr W B AT 50«

(D&M (Bilinearity) . ¢ (aP»bQ) = ¢ (P, Q)% X FAE
EPGGI Y QEG, ’a’beRZ(;F %ﬂﬁk’_\‘i,
(2)3E B 1k ¥ (Nondegeneracy), X FAEE PE€ G, QE

Gy HFAEe (P, Q H#1o, 1 1o, & Gr BIBBITE;

(3) T3 (Computable) . FE7E—FI A RN E LI B o
(P,Q. '

EX 2 W&kt Diffie-Hellman(BDH) [l 55

ST asbyc €ERZy S BH aPi 0P, cPrsiqni k€ (1,2},

A
BHe(P,P)*,
EX 3 HE WM Diffie-Hellman(DBDH) [a] 85

F a,b,c,rErZ; ,EH aP;,bP; ,cP; ,2(P1 2 Py) 4,5,
kE (1,2}, HIWi r=abc REMIL.

Chen-Kudla #i{ % F BDH JH A 8B, 81 3 HEE
YA AR SREEST (Setup) B i A8 A iR (Extract) BB 47
HR (Key Agreement) ¥k, HHUGPERINT .

(1)Setup :

W sCrZ; ENEHP, EHE SE(0, 1} EHRER
AR, HBREAYH P =sP1 € G, B MtP(Map to
Point) ¥ gl ¥ H,:{0,1}* =G, H, : {0,1} * =Gy,

(2)Extract

HEFFHMH IDE{0,1}" , HELAH Qv=H. (ID) €
G RERFRERFEB G PR, HERAH dp =

sQm o

(3)Key Agreement

QA BYLERE x €rZy ITHE Ea=2Qu»Sa=xH, (S), ¥
Ea,Sa Rik% B;

@B BEHERE yERZ, ,IE Es=3yQs,Sp=yH, (), ¥
Ep,Sp BRIRGBA;

@ARIFe (Hy (S),Es) = e (Ss»Qs), MR B, HHE
Kin=e(da) Qe +En)s

@B WilFe (H, (S),Ex) = e (Sa» Q) BRI, HE
Kan—= eCop(Qu) + ¢(En)ds)s

©A.B BB ERE K=K — Ku — ¢ (4(Qu)>
Qo) A B E & E B Y] SK=H, (A, B, Ex, Es»
S4,S5,K),

3 WSNETHSHMBEARIHARSETFNIRE

FEHE S PMAT A A BIDS  (D BB, — s
FrEAELERAF I REER S —FTREYN. OFHDHE
LA TEEEREFAS SRELFEEHNA R, REESH
EEFE N LAREMMGE. FHDEHULERES Y
BHEEENTERBEMES AW EEANH WSN F IBAKA
R LB e,

WON Z&thil H#Z B A P RAZSE EA RS
U HEERAEMIFRES. —1E28 IBAKA
WURL e IR B B B A E B, 3 H IR S R T &
BELRE D ERZ R HE—FHER DL (KGO ¥ #.
KGC — £y 78, ik KGC /=B 4H B oG, W R A A
FHRBSARE. T RENETEHNEHHRDLEBT
FHINMEMBHRAS  EFHETH - LELBH® ™,

(D5 R %M (Forward Secrecy) : — 8 215 5 524k
KBRS, CES S EBHAS IR RS K

O aT R . — a2 5 LRI KRA R, 2
B M aTE B HA SO .

QXA EREN . WRFAS5ZERN KPR,
ER ML ETPHA LB .

QEHAR R E M (BF KGC BiEMR & H) . KGC 1y

EEGIM (h TR AP QKRR . BB EE

FHR SR
(2B %4 (Known-key Security) ; 8 — R B4

RS, SR AMB BN R ERE-NRESEEH.
—RIOPBA W SEFARMI AN, ALK LB
M EETRER . :

(3) #1555 4 it 5% £ 2% (Key-compromise Impersonation) :
R SE A WRARAGIMR , 58 A KKBIRSAR I R
BEHBRXAMRS, MARMELMELERS A ERSES

(4) KA ILZE (Unknown Key-share Resilience) : 7E &
B AMENBERT, NEBR%ILEk A 54k B 21
2EEH.

B IEFHBEFH (Key ControD) : (T LA R EER ] &

.« 27 o



EHHE T ENE.

1993 4¢, Bellare 1 Rgowaya & (K $& th %5 4 38 #e L 9
FIE® £ H ¥, BF A Bellare-Rgowaya (BRYE®™ . A F{ F
iEH IBAKA il B LM Z 2R .

(DBR YRR

Blake Fif Wilson %%t BR #EIfE T ¥ B, Bk BIM
&, E AT IBAKA thil Z 2440 #7. Chen % F F BR
A BIM #RITEE T IBAKA BMY %22, B4R i
SRR HERT ) IBAKA Bl B R k& 27k . Chen %X
BRERETH -9 B, RANEH E R 5 k8
R RS F R F R BRI B4 E S R YL
EOLEEN B, 7 BR ¥ REEI T Z 28 IBAKA PHiX
BRECABSHRES KHBHILE B ME R nIEEE
EHEZ2RY.

(2)CK ¥ i ml

2001 4E,Canetti fl Krawczyk $#£H T —#E R 45
AP AR R, FR R Canetti-Krawezyk (CKO BRI | 3%
BERAT AKX AN TERRE X ES, WR—-FHK
B AR RIER R R 2, MRS A Z IR &5 L
TR, XER[20]% CK AR — M # B FaE i —
YW KGC, SHERHAT T B, CK I BERAEHE KGC
RIRAREHERY8E F7, °T LUFF IBAKA M & &M .

4 WSN ETFESHHIZEHEIL MY

BETEHEHEBEHAT WSN S v B85 — &
BT R D AR i BB A MR F S th i th il B 2
Ste EL ok i) 30 Ho b — Lo LRI B UM, 30T LB L T vk F bk
BE.

4.1 EFHHRMLSTHESEHN

BEESYSR T 4% F BF-IBEM A AE 8/
BEEE, TR THEREERMIAE. EHERFRET
—/~ WSN 5 s I AT A TE A 85 40 R 32 M.

HERLE .- ORBISEFHNERFELEASB,
AERSTEEH, RAZET SN TTAEMBEER M &EE
HAmE  REHERERMASEFANTHMENEAFX
—[Flf&$% B, OQBEKRBIEEE  RATAEREBER LY A
BT R HAIE R B B S ATS, B TR EBIINE AR,

A FHAEBEE LR, B A REE , B TEE
B, THIAENLE] . B AERY BAE R R, &K
WEEGMET PKI MEADEH R ESE M58 XA
HEE—EHRH.

B SEEHH - RE SRS ESADEIUNES
EA R, BA LI FAGE,

BT FEEPI R — AR A IBS M RIS B A&
HEETR MM REHHEFFTER . BEFHFARIEE
2,3 BRI REY, #FmEERAREE M. BTl
BB H R T —1 WSN 35 S BIFHAEM S AR L.

UEFLR:.ORBILSEFEANERFLAAEB,
A EREAME Key F1— N FEPLE nonce, K FA % % B 2 5t
HEHATmMENEL RAEHERERS B. OBRIFZRHF
% %185 Key # nonce, § Key B —EWHAEXFHIER
SEFHEK MIHEZESRIEFSH K., A KER

. 28 .

nonce %5 BUBIIH B 52 B AR BT MIC, # nonce F1 MIC 4
BRRES A. QA FIFMRIM T BB LA R EK f1 IK, R
JEFIA IK Xt MIC BEATHRAE, SEBNT B MBHHALE.

P T RUSRHITE S O mbh i e SRAT
MBRERBELLAFAM O ETER, ANRE. RBY
FEBMHELSBIER F R T IEZEHIAE. RN E
F PKI W EA R RR.

B SEEHE - HE. RESEHHEIMAE
EZEARE, HICRA 3 KRR ZH, B FREMENTE
BRNESE X FRIEIEE ZERAT SORVL, R A B]
B,

4.2 ETHBHETHhEHN

HEFEEHRE B —NES WSN ME T S0 aia B4t
HAR. BN SRS IR RAEMNSRIME YT BT
— K. EELSEFARIZE BERERRAZSERH
FIXFRIE ., Ml EARE. VEESABHAMSEYT R
REHFBER, BENH XA BFIBE B mMEZHRHS
B BRAEXEL MERRATRNSH, XA DH &
AZBBPBOTE B ELTFHEES. )

s DB B, A D, B ESSR, il
5ET KDC 7 &S ey SR B s i 1 7
REEEFE PR BATR R A R R F mREA —ENHK
%,

BRSO A LIAENLEH . SEEANESL REY
EMARETEBINBEATHT. SETY—-BRE. B
SRR LU TR RS R

ZhangP £t %t WSN £ — M F A BB E 26
il BETETMEMNES N SAEDL AR EHT
BFREHIDAMBEMEFRER. VRXAHEBAES,
Hid =B F ST R EIIUAAE, REAEFHEY
ARIFAGA LA B ABAR TS s ) D R B B (5 B AR, 7EINE
SRR T AR S ERN, R AN MRS
BB b S, R BTSN SRS HEEB T WA
SRFE R, BELIE R Y 8 B RSN A#HTIANE, R
T“sr Bp” % 8% 48 (IPKs, Immediate Pairwise Keys) 1“2 8k
1 %4 (MPKs, Multi-hop Pairwise Keys) g, IPKs &y
AR SUNERT B A R INIER HE— 4 . MPKs RH
Chen-Kudla WY B LIRA I, LA T ERERHHE N
BZENESERE, BREHEEY S ENEEREH D

A T AN SHBENERFEHE, B EHRT R
BYBEIRTEEE . R AR A UENLE] . “SLED” X B R4
THEISHZRE. ‘SR HHTR T IRERNE S8
5. 2 WSN Rt TRENELFEEE., WMCRAREIW
WM ER , AN EREER.

B8 SLEP M EA OIS R B AR L T
HFENSEEATZLEEE. ‘SR HNFEHBEDUEEREN
B e PMSE B BRER B AT R M B B BE AR N . BRI R
A, RENSREVESS, A RERT ARG, M T K
&Y R,

Kampanakis™! %t 5 F 2 4y 9 5 0 4 1 22 F — R 5 a8
L& Hr R AT AT 4T TR, RAFIR & M4 (Hybrid



Networks) 5ok T Y8 1552 BR 1015 A R BB B 3T 24 48
AR A BE A AR R EE S S T 2R T
WSN, 4 TIRSF%5EH WSN AT AT B4 i
OB EAR. R A % H K RIESY & (MicaZ, TelosB) Fl >
B A (Imote2) M. 55384 2 BT AR A0 75 484,
WIRRE S LW, BB AZARFELBEYT, BESH
VENSE5ARETRELERY. BT AFKATHE
B dp MEANERBIES doQo .. BT BEHTEAEEST
&4, RS S AT AR — SR S B B S A
RA WKL WSN BRI R AN 1 TR
d,0,
) Y00,
e(d,0,.0,)
¢Cﬁg%g &2 d,0,
éA_..__
£(40.0) 0 (0d0)
@: FHVLO: BHETK

B 1 RAEMBEME WSN HHNREER
“L-H”XT SRV RY » BIMIRIR 9 4« SR T9 5 & X4

PR
OVR i dQ ERATEAOT R L HTHBHRE

B QW A A Ee = e(Q Q) M Ea 54T M ;%

B BB SE R K = ()% = e(Q Q)% ,
SL-L7XS ST, EDFERREA Ak 192 T A
R BRI R

OF A il dQ BERBHE b QT E L HHE, —¢
(Q 1 diQ) ¥ E; 5B+ 5 5, O & j HE BB & EEE

K=(E;)% = e(Q Q)% ; ¥ & j ¥ d,Q, fEBET 5 ks
O b HE E; = e(d,Q;,Q) f Ex B3B8 5 13O & ¢

HEBESERY K=(E0% —e(Q, Q)% ,

5 B B T, S T DA R A ST P e
B0 A R , AT X I 55 , i 255 B 38 S 5 5
W TR A HIRETR,

s AR AU BT B R, B SR AT
AN T PN B A RE A, MR B3
TSI, T AV R 13 S B e 45
(EHRHL, MR —MEA M 4454 WSN 2548 P
P AR , I A — 5o

Zhang' R 11 T — A 5H) WSN BEHTELT A, RO o
e S A P4 A0 L/ B 4 A Rk 0 S
B T B SRS A B A W PR 25 S A RO R A 2 1)
AR RE 02 5, SRR RN BB S RO AE . T XA B B
A R B A AT LA R AR B ST S A R
2SO LB S B A, $ T P AR I G A

d,Q,
d, %>Q4

AP AMNEHRET . BRSBTS R
HEETHEXERH. IFWRERKT ARES S
6] 5E BT B SLIRER R MR 2 TE B, LUS E B ML
BB RS HA T AT ReEE. ECRRATERIMERE
BT AT sOAIE. AT R AIREOLE AT S B Ty B L
IWIEAISIEES . BT R ZERAET B0 K& b

Por B8 T AEXUa SRR Y SRS SL, S B T HIAR Y
REHINE#B TR ERRMMGEEE. TR
R FAREYLIN S BL 8 1 07 Bk RS R TE WG W T R
B3 R PR T S B T B I, SR T R SRR
R NEXTE B2 R I R AR GRS

B KRR S Z 18R R A TS B Oy vk
S PR BA U AR 2 MY RIS 5
Ko dERUE SRR AT A RS M R A E TS,
ANRE 5 8K U S LR L IF LB SR AR U S B T R
AEARY R AR 4 B A S B 3 Y UM AR 3R
BorE.
4.3 THBIHMURSMHENELELR

4. 19580 4. 2 TSI M IUE M R AR U5 T
ML R INE 1 B3], Zhang-I° P F Zhang-11097 i
Sr RIS R X AR SR X A R ML TR
GEAMAMERTTERN MEARL T ERSN. HH,P
FRNEHBH, S, Rr#t G EWRIEBHE,ERRZHGr
EHREE . BHERHUEHEAN IS 5EHRLNE
AR B BT . BRI RS R d—A4
LAY S 5 ZEMFD . B T8I SRS
B H B AR, Kampanakis™ #3043 5151 T “L-H” %
FEAMLL" N EHADE S NS5 L kit BAH,
Yuanyuan Zhang™? #i - BIFI T 2 FI A T IEW A
HBEYAEADRPENS SLERITERS.

ETAARBNERABRLDURTREZOLMA T
WON o, BRI T 2 B 8RB0 H AU F 5 LB F O BE
Fe. AR WSN & T B4 B il T /b ER
PR B T7 3 FERR BB A FBRE, fl iR BN
LHEXTR, RIEDE S B 10 QBT R MR FF K
RNEBABRFELLARHINE BLITH S HER
B, R XTE R, BRI HSREREN S+, HA
AR B R EEA (D REBHRHURELAR ST L LR
M, N E 2D SEERIEN ., () —&BBREEE
KGC BRI % 2 (048, A 2 KGC mim{REE. (3) RAEE
PR B I AE , SR BB XUE B HHAEDLH . (D XE
BB BE X WSN WA BHEZ RS X T AR E
BIR W RASHRERTN A SRR EB A EEAR,

1 ST WSN ET B0 E SR il lhg

L Fesst SHAIFR HWRE

BhEfgre WHREYE HEAEREIE WL EHR it R
Cheng!?7] - 4y J - - — % 2P
Pang28] — 14 J — — — ] 3P+ §+E
Yang[#%] - WA X N/ N NG 5 2P+E
Zhang-1030] - W N X X N —#& P
Zhang-11L30] - WE N NG N N —#& 2P+28;

-29.



Kampanakis 31 BH e X X
Zhangl32] 4 Y] N N

S1+E,2P+S1 +E
# S1+E, %1 +E, 2P
4P+2S; & 3P+2%

X X #

~/ N 2

HRIE AT WSN BT 5 m T D B S x
WSN 5 S PRI R A0KE 25, WU TR T 2 U BB e
AMAAT WSN BHR T, P et B TEA
BBt T — S OB 1 £ A

(ISR WSN [ 545 25, X F S0 05 1 it
FT0F9C WITSE AR WSN BRI b X, 7288 R 46543
FE BB ST, MRS S

@O TMREAESERBRDL. T HT SH0 HET
RGBSR T XU PR B0 VR 2 2 R 5
RPN OBARR . 3 AATEHL TR G PR SR bt
ERNERHTE AR SS, SN RN, W
TR BRI AL S B — 5K

(DAER R HBGHI AL, WSN SR8 B R A
SR S LA R M A S P S 1
W ELHBES ST, KI5 (KCOWELRBET
ZWHIE. HEBEFIE ST WON ) BAKA i %4
B, RIERRZ BRI AR R R Z 2 S8
LA BRI,

(OBRABHDREDR. TA LT TR
SR WSN — RS RS, RN S RAZ ARE
BRI, Gt B AE 7 AR 38 AR R
EUAGH RO . FIGEAT WON (RT 50 RAL
PR T 12 SE B TR SRR 12—

(5) My WSN S54RI TN S4l WSN s S e
RSB S AR AT LU I 5245 0 s T AR,
AR WSN P4 HIAIAR L0 & -0 P B 4
— BB A AEE T ARBLY, MFOaE
SR RAHRH A (VB3 THR 0 AR ST 35 1 5 44
WSN BT AERS G0 i L B — 5B SE, 7TAFE A
HESHH) WSN B H R R M AT, S T B BB A
R AT WSN B R . SRR FLE £ LA
PR — BT,

HRIE  WSN B SR G E TR K S TR
FARMZAIR F5 Ad hoe FI4 K9 BHTER B BURRE BT
RIFAT WSN o, £ S OB EE S WN 0TS
iRk , TR KBTS R AR B G, T H
SO BT T B SRR R R R A RE
B, B WSN ETHBM BT N EERET
SOMRT G UMY, 3 EL— AT A 2 6 WSN 44
R, 54 WSN ATHES: 2 Hx 8591141 85 61 AT DML R ok
BB AT Z—

2 % X

[1] Perrig A, Szewczyk R, Wen V, et al. SPINS, Security Protocols
for Sensor Networks[ C] // Proceedings of the 7th Annual Int’1
Conf. on Mobile Computing and Networks, 2001:189-199

(2] Eschenauer L,Gligor V D. A Key-management Scheme for Dis-
tributed Sensor Networks([ C] // Proceedings of the 9th ACM
Conference on Computer and Communication Security. 2002:41-
47

e« 30 o

{31 Pietro R D,Mancini L V, Mei A. Random-key Assignment for
Secure Wireless Sensor Networks[ C] // Proceedings of the 1st
ACM Workshop on Security of Ad hoc and Sensor Networks,
2003:62-71

[4] Chan H,Perrig A,Song D. Random Key Predistribution Sch-emes
for Sensor Networks[ C]// Proceedings of the IEEE. Symposium
on Security and Privacy. 2003.197-213

[5] RenK, Zeng K, Lou W J. A New Approach f9r Random Key
Pre-distribution in Large-scale Wireless Sensor Networks [1
Wireless Communication and Mobile Computing, 2006, 6 (3):
307-318

[6] Wander AS, GuraN, Eberle H, etal. Energy Analysis of Public-
key Cryptography for Wireless Sensor Networks[ Cy // Procee-
dings of the 3rd IEEE International Conferenge on Pervasive
Computing and Communications, 2005 ; 324~328

[7] Piotrowski K, Langendoerfer P, Peter S. How Public Key Cryp-
tography Influences Wireless Sensor Node L_ifetime\[C] // Pro-
ceedings of the 4th ACM Workshop on Secur;ty of Ad Hoc and
Sensor Networks. 2006.:169-176 X

[8] Liu A, Ning P. TinyECC: A Configurable Libréry for Elliptic
Curve Cryptography in Wireless Sensor Networks[ C] // Pro-
ceedings of the 7th International Conference on Information
Processing in Sensor Networks, 2008;245-256

[9] Watro R,Kong D,Cuti S F,et al. TinyPK: Securing Sensor Net-
works with Public Key Technology{ C]// Proceedings of the 2nd
ACM Workshop on Security of Ad hoc and Sensor Networks.
2004 .59-64

[10] LiJ J,Tan L,Long D Y. A New Key Management and Authen-
tication Method for WSN Based on CPKI:C], // Proceedings of
the 2008 ISECS International Colloquium on Computing, Com-
munication, Control, and Management. 2008 :486-489

[11] Arazi O,Qi H. Load-balanced Key Establishment Methodologies
in Wireless Sensor Networks[ J]. International Journal of Securi-
ty and Networks, 2006,1(3/4);158-166

(12] Oliveira L B,Dahab R, Lopez J,et al. Identity-Based Encryption
for Sensor Networks[ C] // Proceedings of the 5th Annual IEEE
International Conference on Pervasive Computing and Commu-
nications Workshops, 2007 ;: 290-294

[13] Shamir. Identity-based Cryptosystems and Signatures Schemes
[C]// Proceedings of CRYPTO 84 on Advances in Cryptology.
1985.47-53 o

(147 Boneh D, Franklin M. Identity Based Encryption from the Weil
Pairing[ C] // Proceedings of the 21st Annual International Cryp-
tology Conference on Advances in Cryptology. 2001:213-229

[15] Dutta R,Barua R, Sarkar P. Pairing-based Cryptographic Proto-
cols: A Survey [ DB/OL]. Cryptology ePrint Archive, Report
2004/064. http; //eprint. iacr. org/2004/064. pdf, 2004

[16] Diffie W, Hellman M E, New Directions in Cryptography[J].
IEEE Transactions on Information Theory, 1976, 22 (6); 644-
654

[17] Chen L, Cheng Z, Smart N P, Identity-based Key Agreement
Protocols from Pairings[ ] ]. International Journal of Information
Security, 2007,6(4) ; 213-241



(18] Menezes A, Van Qorschot P C, Vanstone S. Handbook of Ap -
plied Cryptography[ M. Boca Raton, FL, USA; CRC Press, 1996

[19] Law L,Menezes A,Qu M H,et al. An Efficient Protocol for Au-
thenticated Key Agreement[ ] . Designs, Codes and Cryptogra-
phy,2003,28(2) :119-134

[20] ZEp¢dp, Dk, THIAE. BT HHEBEBRAT Canetti-Krawe-
vk BEKM Y RJ) RER ¥ EH. {872, 2004,34
(10):1185-1192

[21] Bellare M,Rogaway P. Entity Authentication and Key Distribu-
tion[C]] // Proceedings of the 13th Annual International Crypto-
logy Conference on Advances in Cryptology. 1993:232-249

[22] Blake-Wilson S, Johnson D, Menezes A. Key Agreement Proto-
cols and Their Security Analysis[ C] // Proceedings of the 6th
IMA International Conference on Cryptography and Coding.
1997.30-45

[23] Chen L,Kulda C. Identity based Authenticated Key Agreement
Protocols from Pairing[ CJ // Proceedings of 16th IEEE Compu-
ter Security Foundations Warkshop. 2003:219-233

[24] Canetti R,Krawczyk H. Analysis of Key-exchange Protocols and
Their Use for Building Secure Channels[ C]// Proceedings of the
International Conference on the Theory and Application of
Cryptographic Techniques: Advances in Cryptology. 2001 453-
474

[25] Yang G,Rong C M, Veigner C,et al. Identity-based Key Agree-

ment and Encryption for Wireless Sensor Networks[ ], IJCSNS
International Journal of Computer Science and Network Securi-
ty»2006,6(5B);182-189

[26] B, TILE  BE R, % ET SR NENELERBMEEH
SrEFE0T ] BF444R ., 2007:35(1):180-184

[27] Cheng H B, Yang G. An Authenticated Identity-based Key Es-
tablishment and Encryption Scheme for Wireless Sensor Net-
works[J]. The Jourrnal of China Universities of Posts and Tele-
communications, 2006,13(2) : 31-38

(28] PEITEE, =2, THR. TR AR MY SRAER B
UMY (). fE Bt R 23], 2008,21(8) : 1422-1426

[29] HiE  BEE. —HARNEREBREMEHHHRTRI] &
FH4R,2008,36(7) :1389-1395

[30] Zhang Y H,Liu W,Lou W J, et al. Location-based Compromise-
tolerant Security Mechanisms for Wireless Sensor Networks
{J]. IEEE Journal on Selected Areas in Communications, 2006,
24(2):247-260

[31] Kampanakis P T. Identity-based Cryptography Feasibility & App-
lications in Next Generation Sensor Networks[ DB/OL]. http;//
www. lib. ncsu. edu/theses/available/etd-08042007-125351/un-
restricted/etd, pdf, 2007

[32] Zhang Y Y,Gu D W, Li J R. Exploiting Unidirectional Links for
Key Establishment Protocols in Heterogeneous Sensor Net-
works{ J]. Computer Communications, 2008,31(13):2959-2971

(E#F 20 T

[35] Chai Y,Wang Q,Jia J,et al. A novel gait recognition method via
fusing shape and kinematics features[ A]// Int. Conf. on Multi-
media and Expo[ C]. Springer Berlin, 2006 ; 80-89

[36] Ekinci M. Human identification using gait [J]. Turkish Journal
of Electrical Engineering and Computer Sciences, 2006, 14(2)
267-291

[37] Lu J, Zhang E. Gait recognition for human identification based
on ICA and fuzzy SVM through multiple views fusion [J1. Pat-
tern Recognition Letters, 2007,28(16):2401-2411

[38] Tyagi A, Davis J, Keck M. Multiview fusion for canonical view
generation based on homography constraints[ AJ] / ACM Int.
Workshop on Video Surveillance and Sensor Networks [ C].
2006:61-69

(39] Wang Y, Yu S, Wang Y, et al. Gait recognition based on fusion
of multiview gait sequences[ A7/ Int. Conf. on Biometrics[ C].
2006,605-611

{401 Huang G, Wang Y. Gender classification based on fusion of
multi-view gait sequences[ AJ// Asian Conf, on Computer Vision
{CJ. Tokyo,Japan; Springer, 2007 ;462-471

[41] Kale A, Roy-chowdhury A K, Chellappa R. Fusion of gait and
face for human identification[ A/ Int. Conf. Acoustics, Speech,
and Signal Processing{ C]J. 2004 :901-904

[427 Lee T K M, Ranganath S, Sanei S. Fusion of Chaotic Measure
Into a New Hybrid Face-Gait System for Human Recognition
[A] //Int. Conf. on Pattern Recognition[ C]. 2006 ;541-544

[43] Liu Z,Sarkar S, Qutdoor recognition at a distance by fusing gait

and face [ J]. Image and Vision Computing,2007,25,817-832

[44] Geng X,Wang L,Li M, et al. Adaptive fusion of gait and face for
human identification in video[ A] / IEEE workshop on Applica-
tions of Computer Vision[ C]. USA,2008,1-6

{457 Zhou X,Bhanu B, Han J. Human recognition at a distance in video
by integrating face profile and gait[ A] // Audio and Video-
based Biometric Person Authentication[ CJ. 2005:533-543

[46] Zhou X,Bhanu B. Feature fusion of face and gait for human reco-
gnition at a distance in video[ A7/ Int. Conf. on Pattern Recog-
nition[ CJ. 2006:529-532

[47] Zhou X, Bhanu B. Integrating face and gait for human recogni-
tion at a distance in video { J]. IEEE Trans., Systems Man Cyber-
netic, Part B,2007,37(5):1119-1137

[487 Zhou X,Bhanu B. Feature fusion of side face and gait for video-
based human identification [ J]. Pattern Recognition, 2008, 41
(3):778-795

[49] Zhang T,Li X, Tao D, et al. Multimodal biometrics using geome-
try preserving projections [J]. Pattern Recognition, 2008, 41
(3):805-813

[507] Doretto G, Chiuso A, Soatto S, et al. Dynamic textures [J]. In-
ternational Journal of Computer Vision, 2003,51:91-109

[51] Bissacco A, Saisan P, Soatto S, Gait recognition using dynamic
affine invariants[ A} // Int. Conf. Symp. Math, Theory of Net-
works and Systems[ C]. 2004

[527] Wright J, Yang A, Ganesh A, et al. Robust face recognition via
sparse representation [ J]. IEEE Trans. on Pattern Analysis and
Machine Intelligence, 2009,31(2) : 210-227



