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Dynamic Information Flow Analysis for Vulnerability Exploits Detection

TANG Heping HUANG Shu-guang ZHANG Liang
(School of Electrical Engineering of PLA, Hefei 230037, China)

Abstract Untrusted data originating from network user input and configuration files, causes many software security
problems, when operated by security-critical function without strict data validation. Keeping track of the propagation of
untrusted data is the main idea of dynamic taint analysis for vulnerability exploits detection. Data derived from network
user input and configuration files were labeled as taint. Executed taint propagating algorithm by virtue of data flow anal-
ysis,and carried out several taint detection policies for each security-critical function. A vulnerability exploits detection
prototype system was implemented on open source emulator and many optimization mechanisms were deployed.
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text:00411A7E mov  eax, ds:dword_4250D8
text:00411A83 mov [ebptvar_C}, eax
.text:00411A86 mov  ecx, ds:dword_4250DC
text:00411A8C mov  [ebptvar_8], ecx
text:00411A8F lea eax, [ebp+var_78]
text:00411A92 push eax

text:00411A93 call sub_411505
text:00411A98 add esp, 4

text:00411A9B lea eax, [ebptvar_C]
text:00411A9E push eax

text:00411A9F lea ecx, [ebp+var_78]
text:00411AA2 push ecx

text:00411AA3 call sub_41120D
text:00411AA8 add  esp, 8

text:00411AAB test eax, eax
text:00411AAD jnz shortloc_411ABE
.text:00411AAF push offset aN: Aatched ; "name
text:00411AB4 call sub_4114AB
text:00411AB9 add  esp, 4
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alias(F},var_78) , F:sub_411505(F;param)
={EAX,4250D8} Fiparam:EAX

F

i Fa:sub_41120D(F;param1,F;param?2)

alias(F,,EAX) .Fyparam| :eax,F,param2:ECX
={var_C} ~EAX

alias(F,ecx) ; —
={var_784250DC} EAX! EAX=—0
J_411ABE F;_sub_4114AB
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Eel b e Jmp(addr) |excute(addr) ; addr—=tainted
b R Strepy(,str); str—>tainted
File_function: =execute_file(path,) |
8 Fiw Open(path, ) | CanonicalizePathName(path, )
Path.”\.. \path”-+tainted
FHEHBRACER  printf(mt,); fmtl 7 (Kn)t”
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html_print_function(str) ;
str —»tainted

B 3 B R R R
SQL_query_function(query) ;
query: ”+*-(sglmetachar) -++”
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Taintedlink: = { Node | Node; = ( Tainedaddress, value,

SQL #EA

taintedtype, pparentTaint, operation) } ;

TS REEES .

TaintedObject: =

{object| object: = { Tainedaddress, value, taintedtype) }
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