%37 &

Vol. 37 No. 7
July 2010

R

Computer Science

#
K:

2010 4E

-~
an

—Ff SMS4 mMEBEEZEZEDHFER T

= R OFCR OF B OREH
(FErRFEFER T EH R #W421008) (M AFEUTENSBREERE K7 410082)2
(EMEIFERTENE BT 361024)°

B E A9 SMURZFLR RAALSIHINAEFXBITERER, AL EFRE-FAYGRELH TS
HEFX A ERARAER LR P IIOBAZT AT LN EH i ALY RBEIRMER, 246 FEE
AR EAEE SMU, @A B T4 SMA mE R RBITED>HESHATHRTSRA, FLATHENG
AEBRREF &, FRBIERDEMT SMA mFH L ER, Af s SM i F H xR H R T H #69 &49%5t
A, FHAY, RwbipHE SMSY fe i & Gy £ 5 S e gk,

K@i SMS4, £5 T &, RABEE, HHEMEY, FAFES

fEESFES TP309 XEFRIAE A

Differential Power Analysis Attacks on SMS4

LI Lang'? LIRenfa? LI Jing® WU Ke-shou®
(Department of Computer, Hengyang Normal University, Hengyang 421008, China)?!
(School of Computer and Communication, Hunan University,Changsha 410082, China)?
(Department of Computer, Xiamen University of Technology, Xiamen 361024, China)?
Abstract The paper introduced Differential Power Analysis (DPA) attack of the decrypt encrypted circuits with
SM$4, it is one particularly powerful type of Side Channel Attacks (SCA). All its theories are based upon the physical
characters, power consumption models and data-dependent power consumption of CMOS logic gates which form the in-
tegrated circuits (ICs). The paper introduced the design and realization of DPA attacks of SMS4. Correct secret key of
encryption algorithm is cracked successfully with experiments. It comes gradually and closely into ultimate target of the
attack. The result indicates that SMS4 encrypted systems without some extra protective measures can’ t resist the at-
tacks of DPA, because of the leakages from the physical signals and the difference of power consumption while proces-

sing the different data of ICs. The results can give the researchers to provide a useful reference for the safety design.
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