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Unified Framework for Block Cipher Resembling AES Algorithm and its FPGA Implementation
YANG Hong-zhi HAN Wenrbao DONG Bo

(Institute of Information Engineering, Information Engineering University, Zhengzhou 450002, China)

Abstract AES algorithm was modularized and the operation of it was generalized. A unified framework was proposed
for block cipher resembling AES algorithm. In this framework, not only AES encryption or decryption can be realized,
but also the specific block cipher algorithm can be set through external parameters. The use of cryptographic algorithms

is more flexible and security. FPGA realization for the unified framework was also given. The testing results show the

scheme is feasible and has a higher speed.
Keywords AES,FPGA, Block cipher

1 5|

Kerckhoffs R B LA EH FEYF , BENE &K
B TEELHRAT OHRF . BRELFENHS, —F
i 2 B8 3 (DES, IDEA, Blowfish %) 8t £ 5 /0 7270 59
FH, 5 —HHBELHE N AT, ¥ mEE N B E
E , T [l AR 25 M A R F R AR 1 S B0 1 BRI
EXHPHFERERE.

AN, BT EHH RN E L E LR
FHEERORREEZ —, KR ATKEETEEZNED
BHBa L R E IR SN H.

AT E B R E R, RS
PRABEFAMBEETH. B RHRET Kerckhoffs R A
WE. XHPET AESEE, AERSH TH AESBHRNGE—
L, AARTEBEMITRT EdBEHHNEE, RIEY
Bm Bk, f 53] LIFE IHE SR T RIRS LB AES #9085 F1
RERY., BERTEEGEK, I EEAHLIELREH.

RS IR RNNIFLE T DR —EWE R IR
ME BB EN ARG BETREENE SR EE
M FELeE. MEBREENRIT SR BBHAT THNE
Erc-ar. 8

2 AESHZ*
Rijndael B—FERAHFHE L, ZBE BRG]

i

i H#1.2009-05-19 &M H #7.2009-07-22

AR AR B R SH K B, T AES HRFIT 128 4y K

#1128,192 5% 256 I BHKE . RNR—BiE, A 0HHEH
BEoAKBEMEARERER 128 fi.

THEEEANAD—T Rindael B3, B 1% AES In&FHE

TR, B iE F N 58 B, AR B IR B R

R ]

laa oo

SubBytes
ShiftRows
MixColumns
AddRoundKey
T
SubBytes
ShiftRows
MixColumns
AddRoundKey
SubBytos agolaoifaoziaos|  [Koofkorjkeafkos| boo[bot [beafbos
ShiftRows 10818121y 4 = {bibulbiglby
AddRoundKey B20{821(822/823 [b20[D21]022]Pas)
I a30ja31 [a32/833) Kaglkss]  [baobaifbalb:

B 1 AEShEH®E

SubBytes: ¥ {t#, H—4 S RRBERAIAFHFT
R, R FERR b, =S[ay ], Ho SLIH - EBREE
EARE AES fin/ s 0t 7 it SCIBUE » BR T3 48, 5% BLA RS .

ShiftRows: AT AL, — 4RI SR B #e 1. Bl A X4
ERERIEE 1 ATIR IS AR 88 2 TR B 1 N7 58 3 4718
WEB 2 ANFY . TR HAECE B 3 MFEY ., #iEHE

A ICFREAK 863 1HRI(2006AA017425) , K B AR 2 & EAPR 1R (90104035 BF B .

BEEAI8—), B 4k, FEWFR I H N FEHIEL, E-mail: hz_yang@sohu. com; B3¢ (1963 —), B, 18+ 4 BIF, T EHF 55 0 W EBHE

w.MEie W MA77 9,8 L, ERBRT M ARBERE,

« 103 -



ERER ERYCHIER A BRI,
MixColumns . $§1B % , — MR FEE, GF(2®) LB AR
R, HRERN

2 3 1 17 law ao aoz aos boo  bor  boz  Bos
1 2 3 1ifame an az as| (o bu b &g
11 2 3||aw an an an| |bo bu bn by|
3 11 2 30 dal dzz dss w  bn bp by
31 1 e b d 9
1 2 31 9 e b d
WA R BOE 11 2 3 BEHh 19 ¢ b Bp
11 2 b d 9 e
i)

AddRoundKey: % %47 1, F F H 7 s L MY RS 10
— WM R . BT REEE MR, . REH
AddRoundKey ¥E X 4§,

EHY R FBRAYVR-ER UAE,E—ITFH 32
fr, i REREAD RSB RA XSG, RE2ERESHENE
BN FEAT EFHER . BHT ROARGIBEAKRER
K AEHAHER,

3 AES HikiER

53 HFERG I I 2 E BT Shannon i1 KRB IR
SO T YRR T ) 45 5 0 A B S B 2 S T Y
REXRE 2T BUR N B EH RSN E —ILERE
WXHIEA . 7 AES HiE S, SubBytes T LB IR
M, ShiftRows F1 MixColumns {B-42% FE e By #0U N ,

BAOTH0E R EBERSG  AMERFE¥ M RBENAE
Bt v DUABIE S HMBRER. BT, A1 AESEEK
i —HEZR, ¥ SubBytes, ShiftRows, MixColumns, AddRound-
Key it , BB RIS S HE—F S, S RF
TWwE, R mE. #% RTFER LSRR R
R, X RE AR SRR AR B AT, 20 2 B

¥

[ SubBytes ] [ ShiftRows ] ey
[WixColumns | [AddRoundKey |
KK

W2 XKAESHRGER

G ERNARR BT FEHALH FENEHXEY
BAHEEFEANBEES ., HhEREHERMNEBREBRE
ERHERE B —KR—FHRR, AT REPELRESHAE
REFEBK T BRSSO SE R,
} SubBytes, ShiftRows, MixColumns #£ 5t #9281 ; 348 % 41
ARG E LTS, 21 FHT RE . S 5F0ER.

FTERHNE, SRR BERFSEE B EHY
RATA BB E) AddRoundKey B A H, B &Y B

W FRAE AES Bk,
BETRiHE 3 Mis BN S HEUE.
SubBytes:

SubBytes TR — M ET S EMIFLMBEHR, AESHE
HETAHRR GFCH PHREB LI, XEERIEZRTH
HIRTER T RZE s di X R g B B BUE BN T . S 3OUE &5

« 104 -

2048 oFF, Fld, IR ERE B, FRAH X EY
By SubBytes B #, Hb —MRATY RBREHEE, - T#
WIEE , WA B HOUE &5 4096 He4s BALE 2048 WS RA
M. SR F—RIHKRN S WG, HEAE SENY
AL BIET, b Ansfers gt B A St AR el R B, B S RUREKE
KigEL

ShiftRows:

ShifRows 254 4 {8 509 B $38&0E . AES Ja . #% 55 %4 57
MSBBRER0,1,2,3 % 0,3,2,1, SHMME L5 2X4=8 It
¥o

MixColumns;

AES ffj MixColumns 28 #e % 110 24 1580, i 2 58 % H
HRBUERRE R, BN REEE RA 2 WA MARER

e b 9

ﬁﬁ%ﬁ&ﬂ?%%ﬁmzi
b

[SUEEYCRIEN
© o > &
N O R

17 15 0
1110
3114

ol O

3

1 2 4
] o | »EETT AT LA R B AL
1

0
5
0
4

_ DN W

2] 1o 0 5
MixColumns §) 2 ¥EUE &l 4 X 4= 16 HaF, A CEE
B —H) MixColumns B8 , 45 HIHIR B0RE (4 So IR .
EEERMSERETERE ESEY B RREE. RE
BERDAE P BT B35 B AT ik R 2 ) S N T 2208 =
207 (EE BN SR Kia B a4 0T @15 5h
BUHAEBE LT REEERA.

4 3 AES {EZ2H) FPGA {4k 3E3R

4.1 KGR ER

BNLWUKER RIS HE N E .

BT ERKE AR EE, Hh RS EE e, wHEI
B AT E R ECH E B n, EHDE B ERE— 0
RN E— N RKEE R . Y—EBERLASE » MK
W —AN SN/ ST A EF R E R A U B R TN
BIR T on MK AT AR AL B = A3 4E, HiRTH R
A LATERR R o I TR ST B AT T R R, K
BB RN ny REBHIER n BT RIFT,

4,2 SEMigT

S BMBHE AES 4SS B B b S IEREE AL,
BRI AESHE S &AW EERET LUT LHAMET
FEMBETH., BT LUT X AAEREN B MREF T #T
T LM SR 5 ST B b L AR B BT3B 5 v B U
R AESH ¥ S & MBUFERT, R B H b B B ek sk
WKL, WHEEWERES AERETRE,
BRI , & BT BT .

EEXH. BT SEREHABSEE . ER—KH
BOLT , A BUR A LUT FE &5, A X — 284
HBEFEMEN SE . AREERTANEL T, RA
B B ISP TR
4.3 EBHY R&ITER

FRY R ASEPERT REMBBZEHITAE



WEE. BRERES-RmMENLED, FE#ETT—-RE
HHY R XTI TR T FEESNFE R, X
FEXMTMERBRLN, BREMN FREZEATIT. BEMN
FHY RABBR S MEHF . EER KT ESHER, T
YT BIBBATHN, BRI AERE R EN RS —
KHEREAT BT R, KH#E %R # AddRoundKey
I - REAE AT REH FHREEE. XHFXRR
& AL B R 2R IR (B4 X — R B LB S
FOIRERISE Y, B RME—IRIT R,

4.4 ERBEHUS

Rt Z#),% B H AddRoundKey R 535 AW B, t
REEEBXNRE. EE—-RPREIBSBOREL
SubBytes, ShiftRows, MixColumns #1 AddRoundKey 4 i 4~
R EERER AW AR L, BB FSBWAHEN, 4 MEBR
ZIRELRRN, EES B BL LN EREH RN
1T, GEEE, BANFRE— N RN TRz
X3

M FARAE AES %, X B FE 42 Mutsp R —1
SR R
4.5 XHRHR

P4 Altera 22 7)) Cyclone 11 Z%1:5: i EP2C70F672C8 1k
REREE B Verilog HBLH T X AESHERGE—HESR,
F:F1 B ModelSim 3 Z#H4T T H .

STH 45 R O SubBytes B3R 5 R 1362 38 8B T,
ShiftRows ¥ 5 B 130 4~ %8 .75, MixColumns i 5 A
391 B #HIT, AddRoundKey & 128 MEBHIT. 4—
FEZILLHIE 20 4> SubBytes Bk (% R E BB IH4T
LIk 16 4~ SubBytes BB, Y R H4T L6k 4 4~
SubBytes # 3, 1 4 ShiftRows # . 4 4 MixColumns ¥
#.1 4> AddRoundKey ##k, i /i 59 4~ 1/O 5|, 33+ 41007
ABIERIT, BT AR # R 66MHz, LItR#E AES B & s
HREE R B, /B 42 s R, Fok R
201Mbits/s,

5 REWS

BATAHKET AESE RN G —ERREA, 2K SP
Z5H , HHEAKEE Shannon £ K EIB B AP 8RN, &

XEENTRLHAMAELE NE—BRMABELH AESHE
BRER TR, BET AG AR R S BR ER .

B 02 2 R B R 4 A B A AR R AR
R EA B R EEEFE, B TS B RBER
W, BEELMaBRE GRS s, & 558
FHMRE EAEBCRBSHERT , RIEER BRI E
BEBI R .

&iRiE A CIKHE Kerckhoffs %, Bl & &4 Y
BREREFEANEIRTY. S AES BRI, DI
—EREHE R M FERER B L BCR AR T, R T H vk
HREE, —ERE LFRETERERANZ S,

XA T AES BB BT R BAFE AR ET
i FESEERRL AP, AT | A b R AR 2R SR AT 938
BOAWMAAZEEREFAREGZH, RERE LYK, T
BEHK—SMITLE.

2 % X W

[1] Schneier B. Applied Cryptography[ M. Second Edition: proto-
cols, algorithms, and source code in C. New York: John Wiley &
Sons Inc,1996

(2] Wi, T, F=h4. £ F AESH DESE R KT EME S &TE
BT ], D RIBSELT AL RS, 2006(3) 1 446-449

[3] Zhang X,Parhi K K, An efficient 21, 56 Gbps AES implementa-
tion on FPGA[C]// Thirty-Eighth Asilomar Conference on Sig-
nals, Systems and Computers. Nov. 2004,1:465-470

[4] Tim G, Mohammed B. AES on FPGA {from the fastest to the
smallest [C] // Proceedings of CHES 2005. Springer, 2005:427-
441

[51 Gael R, Francois-Xavier S, Jean-Jacques Q, et al. Compact and
efficient encryption/decryption module for FPGA implementa-
tion of the AES Rijndael very well suited for small embedded
applications [ C] // Proceedings of the International Conference
on Information Technology: Coding and Computing, 2004, 2.
583-587

(6] BEE,RXH. SABBMHETSHIIM] LR FdkEn
fat, 2000

[71: Daemen I, Rijfnen V. The Design of Rijndael: AES- the Ad-
vanced Encryption Standard[ S]. Springer-Verlag, 2002

(L## 94 70

[16] Liang Z Q,Shi W S, PET; A Personalized trust model with repu-
tation and risk evaluation for P2P resource sharing[ C] // the
38th Hawaii International Conference on System Science, 2005

[17] Lee S,Sherwood R, Bhattacharjee B. Cooperative peer groups in
NICE[C]//IEEE Infocom. San Francisco, USA, 2003

[18] Stoica I, Morris R, Karger D, et al. Chord: A Scalable Peer-to-
Peer Lookup Service for Internet Applications{ C] / SIGCOMM
2001, San Diego, California, USA, 2001

(197 Aberer K, CudreMauroux P, Datta A, et al. P-Grid: A Self-or-
ganizing Structured P2P System[ ] . SIGMOD Record, 2003, 32

(3):29-33 .

[20] Ratnasamy S, Handley M, Karp R, et al. Application-level multi-
cast using content-addressable networks[ C] // Proceedings of
Third International Workshop on Networked Group Communi-
cation, 2001:14-21

[21] 325,53k, 0¥ &, %, Peer-to-Peer FIEF BRE Trust BE
W), SAFER , 2006,17(1) :96-107

[22] Ratnasamy S, Shenker S, Stoica I. Routing algorithms for
DHTs; Some open questions[ C] // Druschel P, ed. Proc. of the
1st Int’] Workshop on P2P Systems, Berlin: Springer-Verlag,
2002,45-52

» 105 -



