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Abstract The age of big data provides new opportunities and challenges to the memory/storage system. Traditional
main memory architecture based on DRAM faces the problems of capacity,energy consumption and reliability. The new
non-volatile memory (NVM) devices are non-volatile and byte-addressable.and possess the feature of low idle consump-
tion,so they can replace persistent storage,main memory or storage class memory (SCM). Though NVM devices pro-
vide new choices to the revolution of traditional memory/storage system, there are some security concerns as well. For
NVM device itself, the endurance is limited. So writing frequently at one place can wear it out. The lifetime of the NVM
devices can be seriously affected by that. When NVM devices work as memory,the non-volatile feature makes the data
persistent in the NVM devices. The attackers can steal it and extract sensitive information or tamper the data. When
NVM devices work with DRAM as heterogeneous memory, hard-to-find pointers may occur because of non-volatile fea-
ture of NVM., In addition, NVM device can work as SCM, because it’s byte-addressable like DRAM. Applications can
directly operate the NVM devices through load/store interface bypassing the file system. This paper surveyed some so-
lutions about wear-leveling, reducing write operation, reducing write amount, encrypting main memory, designing con-
sistent and right management mechanism. Finally,it explored some issues that need to be concerned from the aspects of
hardware, OS and programming model.

Keywords Non-volatile memory, Safety, Wear-leveling, Encryption, Consistency

B 1 B B B9 7 I 52 J 08I O O 0 e AR AR B0k WU T BB FEF B AT LR A #8155 g i AL
AR TR N T AL L AT S R A VR BB L R R B SC, BT E] 2020 4L A EREUE B R

FIRG H 1. 2017-07-27 & & H 1. 2017-11-18 A 352 BB HE Rl RE S8 T &I E (2017010201010103) 3 YL 7 FE H R0 E
(JCYJ20170307172248636) %5 ) ,

Z= BA1993—) . L WA, FEMFE T [ N % 4 E-mail: yueli@ hust. edu. en; £ B oL WA, 832, CCF & 61, 2 HF9E 75 14y g it
16 R G FHAT SO R G5 AR S e PEAE Bk R U ISR A7 4 AL B, E-mail : wangfang@mail. hust. edu. en GE{F/EH) .



54 2 I

2018 4F

40 ZB, KEHE G B 2ok i . ¥ BB 7 15 ST BAHLIE i &
SR T R Bk .

g LIS g bl i R G A BT NS Z 81 1/0
fE A DG i, [F]BeF 57 BR T 25 00 L BE T AR 45 IR 26, i LAl A R 8K
WK . B 5 R AR (NVMD I H R #E 8 T R4
it A B 1) K TR A5 0T 1 N A7 R A G A 3R 5 A 1 7 A A
SN

H i, NVM 35 4k B B #1177 i#% #§ (Ferroelectric Random
Access Memory, FRAM) | ] 45 17 fit; #§ ( Phase Change Memo-
ry, PCM) . BH 2% B L 17 % 2% (Resistive Random Access Memo-
rys RRAM) | A i€ 56 % J1 56 B HLA7 it #% (Spin Transfer Torque
Random Access Memory, STT-RAM) %, 3 1005126 7 JLFh
FERERR R B YEAS A

R 1 LR B R P R

Table 1 Comparison of properties of several storage devices
Attribute DRAM RRAM STT-RAM PCM FeRAM
Capacity ~16 GB ~1TB ~64 MB ~8GB ~64 MB
Cell Area/F2 6~10 1~14 16~60 4~8 15~34
Read Latency/ns <10 10~50 2~20 10~100 20~80
Write Latency/
e LAY 0 10~50 5~35 20~120 5~10
ns
Write Energy/
~0.1 ~0. 1 1.6~5 <1 <1

njb !

Endurance  >10"  10%~10'" 10" ~10" 10®~10" 10'*~10"
Idle Energ

. ¢ nerg?y high low low low low
Consumption

Non-volatile No Yes Yes Yes Yes
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Fig.1 Four kinds of storage system architecture for NVM-®
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Volatile and non-volatile pointers
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Attribute Volatile Non-volatile
Volatile V-to-NV pointers
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Non-volatile . .
pointers NV-to-NV pointers
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UE . SCHRL22 142 H 7 1 FiokL B 10 250 0 K A o5 BV R A7 3
(cache block)HiJE #1 BT (page) Hi . [&] i LA 03 34 79 77 =X 05 )
Z AR EE R R4 A5, BT AR A R AT IR A S KRR
Hb /N AR T AT B PR 0

3 ET NVM ) SCM £ £ 9 &

NVM {EH SCM i, 5 4 35 19 7 15 50k W L, LA
T2 F A T — EUE AT
3.1 FHIUBEENH

# NVM 2 SCM B, fifi ] load/store it % B 4% B2 1E H7
AAREE | T 0 AR I Y 26 T H A B 48 1O, Xl ok 7215
oK1 Pk B A TR) B 7 AR T — 8 B XURS: - B2 il A load/store
AT AR AL S . NVM 4 B 12 5 58 45 30 72 R P A% 19
Dt ik s i) 5 107 B g R A AR B L U AT R S RS
A (stray writes) ; WAL, 1% 58 B/ 52 G5 R FH A 01 P9 47 45 24 28 %
PR AT 4 B, R T A A D) SR JH S0 3R 8 R HL 3R 3h 2 A7
I TC T T T BRSO B4R 55 S R SRS
FUBR Bl 285 A A 33 A AR W AL

Dullor 2%/ 42 14 iy PMFS & —A~ 8| % 1Y POSIX 3
RS A NVM 55 50k G 17 R0k 4 T 16 1 Yo A7 1
TEA B Y, N R P BE 8 R VT IR NVM, PMFES i A fij 5
0 A S5O 4 B T — B G s [ A O S B A T I T R
PMFS ¥ # A~ NVM W5 8] o9 8% g i bl 25 1) HAR T %5
PRAPHLA S LB 1k 2 1R R G B IR S AR 7 P A A IR B stray
writes X & E IR,

Chen %5 3% IR A 7 BEARED 58 52 4 NVM 4 S 3
ARG, % T PMBD BAF IS R ¥ . H A LT LA
P AT 1L stray writes 72242 B9 R FIEE I - 1) 3 F 5T 1 A9 14
P18 A 4 LB S AR Y b bk 2 RO S A PR A HE N R
2) 3T Fh A B 5 Cprivate mapping) 19 45 57, 5 50 T 20 245 Bl 55
B Py A% A ) o T AN 2 388 s 42 o 4 DU TET A T O 1) Mok R L
4, L R 2R NVM 28 [8) 3 48 4F & 46 i % AL i
AT UWLE B Ik T stray writes A] BE i A 515 .

FA U IS T A NVM B 5 R 44 R i T
AEF=2E stray writes 41, 38 43 55 % SCH R 45, 9 0 BRI W 422 L
A e A

Aeriel & — i L% 19 SO R GG K SCM B #: 5 %
B RRT A S NAZSST B R OL T RS SO BRI T
BAERGE MBS TIR P NS 58, A THOREEH M
Ui 0] JCECHE T B0 & A R, Aerie ETE T 40 B G4 U7
o) SR A - AR AT {5 09 B (LibFS) AT {5 A9 il 45 (TFS) . FH 2 ml LA
3 ibFS Piin) NVM L £ d , i 28 TFS 347 78 #0419
BB EOR R Vi,

SCMFS™ & %12 SCM B SO R 48 . X FAE4 M
FeATEA 45, 1/O FER# ORI FF I R F XM RE R A G
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AT SCM, [H A7 fifh 15 A T 42 % 2 A7 O S 26 TR AR S R
S0 T4 B 0] B A A B 3R 48 9 CPU T4, DA T 42 7 8 4
fit. SCM 7r i 4l 25 [ 44 4 SO & 45, I R N 47 45 31 H 7T
(MMUDH4 3C 1 2 G ik e 5 3] SCM L (1 7 33 1l ik, g 3 A0
AP b 1k 25 18] f 4 A R 7 2R 5 HL SCMES Wi & A4S 304 Y 25 )
V2, PRI e S &R 5 v kb BB /S 3 SRRl R K T A .
SCM fij $. 5y S B M RE R B R 4F . SCMFS Xt /N 3C AR 37 3K 1)
P 3R T4 I S X R SO B 200 SR AR X A 55
3.2 SCM #H At —HERIE
1 58 0 A7 — B R 80 v, o R 7 o B DT 5 A b
PHLAS A% AT UL 00 S 2 OB Bl e A iR SO R S sE . 1
NVM J&, i T HBE R4 15 N7, X RB 1  Fe AL 7 1%
R T FAY KR W R 5 B SO R G TR T A
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T AL AR 75 220 A — SO BT 3T 4 B 15 A Ak 77 i
R,
Heapo? 4% & T Mnemosyne AHR/0 A8, H B C 45 B Y
73 A], B — AN T 58 43 TE i P9 A7 B s i S 328 282 93 TE 1) 400 b
hk 2 [A] L SR FH 25 Hh hk e S5, 4 3 b Bk A0 FL b B X B e R
A%, Heapo {8 PR IIE 2 477 14 L AR S0 38 25 7 (B 3R (WA A5 2R AN
BB 10 HE — Bk % T A i BOHE 25 4 L a0 2T SR R R
B, T2 P A SCBUHE 25 7 A SCH AR, Rt TG ik £
TEH #0481y — i .
XEREAAAABINH » — B TR BT IS ABRAE . A PES
LG A, A THNAEMSEAMEENE EAEES, HE
FIH NVM E R NAE 8 e AL A7 i 9 A BB 1S B I R 45 2R,
Mok L —2 b fl e, TEAAH NVM icfEfdE. NVM
Duet™ J 35 i1 B A1 & g 45 A 77 it B2 418 BT 35 0 — B0 AR A
PEGIE B R B2 L 2 NVM AR R A7 D) BOAS 2 58
DI RS0 P AE . NVM Duet 2R FH 2 A8 il 5 32 A )
NVM I 35 & 5 P S8 T B AN 0 2 0 il 35 85

4 Hft@BRAZEE&A

D& JA Sh Bl B T A7 B ITTE B s S0 2 A —
BRI i) A 2 3 2 B R A H BT HL S 9 PN A BT T (R PR
T IR A BT P Y RO 2 R A T A I i), Tt 3 T LA
A B 1) B e B B AT o T LR SR IO AR IR 5
MAHRIUCE I S E TR R . B AT, 5 X% 8 s Bl e W &
T B R A i o R 7 — BB 5 BRI A5 1R T A AT DUIRANS 5
B W7 A R 2 T R G AT Y L % R B
E@ﬁl%“ﬁi BR g B OE KRB E] L 5 NVM R 5 2k

32 W LS T AR

2>{DIMELIAZ$E+EMﬁﬁ@%ﬁﬂ@%fiifﬂ*ﬁﬂkﬂﬂ‘lﬁl\
) 23 FE R o 9 T 9 2 45 L DA Xk 2R B AT A i Al 2
A ol R RS A T . £E X NVML I 8 20 . e f
ABCdi JRFS A U B EEPROM £ i 8. 5C L g % 45

X B AR 5 R AR 0 PCML, Y AR AFAE cell W1 HY
WS 5 T I G R R 2 e A AR A L T RE AR A B R

BHEE ., XuZEBU%E PCM Y 85 500 (seasoning effect) HE4T
TSR T X AES MK E Wit . LRI AES R
FH K2R 5 =X 52 30, B v ) &5 2R 4 A7 A 78 PCM. A7k 1 5)
b AES Jin 2 B0 Bek 3 ok U= AR A0, 0 45 W S0, I
i 5 R DL IGE sl il I R B . 2 R G 4 E 1 W) ST 2
Jai > By AT ARG A N A RO, T A P . EF R k.
rh R H P AL TR S R PN A R AT A e

Mao 02 % B, NVM 47 2% op X 4 o (row buffer hit) (&
2 i 5 b ik R S 0 T A R S e ) 3 S A R AT LR iR
AT B T B E B A e S 0 0 B 0 2 4 7 2 U RE A
137 s B9 NVM BB B . A T Xzt SCBk[32 148
T —Fp AT P38 H (TRS) 14 5 W L IR 785 4 4t 15

¥ Jia 3h My R A O B 2R WA B O U R BT
NVM, H A& & A TR e k4. ¥Hsh BRI
J:%ﬁé B H AT A 1 B I ik s X A 3 Bk g

L ) BB I i 7 SR T 3 ) IR O =X

5 HIRRBE
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1) AR 25 i ik A D7 58 9 T B0 3T 7 6

A A% B 0 35 45 0 ZE A T A X NVM 28 0F 1 7 %, DL R
NVM &b TR T BRI 7 % . &7 BHA — 2 W
EAG R, ARSI, *Eﬁxﬂmﬁﬁ“f:;ﬁﬁﬁtﬂ@
B, LA R H 36 90 R o B AR TR 4 2 o8 A B Tk — 25 T8
R IEN T

W T X A Y 7 SR EAT Rk =2 A L & BB Y B Oy 2L 9
EF P e AR TR S B R SR IS
A MG AR IT %, WA TR HE A BNE A
Yoif I NVM il 55 4, BEAKTT 44 .

2) b I I sh Bty 15 3 2 7 =X

R BT R R E ST A R b B shdeds .8
Bl H AR &R R R IR BT AR A B B I M R
B — R A TE R B NVM 4508, J2 B8 5,

A W05 38 B0 1A 56 B A R 5T N B AR SR D AR A
EY 2R, BT REE ™ E AR, il *'JFHE\TI‘EH%
TR A 0 00 s 40 340 A e S Oy 6 R U O 48 1 55 Rt
BTl B A N AR . B i gl J%Ttkﬂﬁ
AT B AR R
5.2 BERLKEM®

DB 0 m % 7 %

EEXF NVM $5 A N A7 9 BO0E DL 3 P O 40 565 1 04 F 5% 3=
TEAR P R I S R Y A HEAT 0 5 B & HL A
AL R RS A LR P A SR BT RS R
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TR LR PPN A S RS R R 4 DA I B K e

Xt FEA LG AEE RS, BT C & % 8 R I
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A4 BT NVM A2 2 250k 59

FEIARAG T — B MR o R RS 5 A AT 1) T A 1 o % L
i3z 2 NVM N AF s o, o — A E AR S5 T M A 55 1)

2) SEREPE IR T &

NVM Jin % i 7 808 /L5 P L (0 3R BE A E 204 1)
SERPE . HATA B L A% NVM B3 HL % vk 0 8F 5% L {H i %
BAE s T R . MT NAF A BE 48 5 45 508 i 52 %
PE RGN T BROCE ARG AR U ) 0 L 3 B NVMREFE AT
et 2k . ASSURE b fiw #f B & 4 19 B NVM AIE 77 &, #
Pt MV IEC RPN P B SR R R wA R 2
T ATTESS 1R 55, PR Il T 8 4 00 250408 50 8 M 3 31 A R 1Y £R E
VER

IHINVM T M # W N2 8k

NVM #5: T 1 P77 %8 4 ) B30, B T 15 SC i i 19 4% Ja 3h
ot MEIE TS N AE R S R R B R e AR R
B BGE ERR R AR W NG T,
THE S 2% o A M S R 1 L 7 W T T S 3 e 3 o 1Y A
77 AE NVM LT /Y38 P B AR, % 2250 % NVM 19 45
VLT A1 X 5 TN A7 B0 O 2 i e
5.3 HERBEMR

1) JE {1 Y AF — B A A

& 551 P9 A7 — BUME R AU 36 T SCM B, 75 Bk T
BT A AR AR K P A — B AR B S A B R A AR AE A T
PR Ry R P 80 SO R R SR BLRERT NV M EAT #2451 i 5k
EOES /AT PN

2) 1 ) SCM By 75 -1k W & AL )

FAEHNAE SCM & F i NVM SEHL B W AU AR A
BN AME G — . 2 SCM 1 Ny P AE RN It L H s ol e
JCRE 0] B s IIARTE . YA A A B oA R A B Y
YR A7 SR SO A 22 0 465 5 48 3 L PR 5 8 18003 1 A
B B BIL ] o AT i i, S BAS R R AR B0 AL
5.4 Hfth

FEHE R G2, W F L5 485 =0 0 R 4% % L 3l R S A
NVM AR 5o, SEIAIRE L —H, &/
ik L NVM BEE S R 0 F 0k SRR IR R A AR b
WAFEF RN S, (A 3018 4 55 HL R B8 AT AE
AT A F Bl 150 A 1 R AR L 25 1] A BRI L T LR ST
H itk NVM 7 % 3h % 2 i 6 F i 47 76 79 ¢ 4 o] 804 {15
Pz

H i E A 2E# 53 NVM R 8 3% 4% i A 56 ) 3
RIF TR MERRSHELMN NVM #3055 %2t x
BAR i

GEHRIE KRB R SR 315 % S LUTHS g el 1
Arb T 2 1) LABCHR O v B AR AR SR, B N AR, X xd
15 58 R GRS R 4R T HR AR B B AR B O A7 it 4% A 1) SRE 2 Ry B
Xof X BBk SR HR AL TR AR B S A A IR T RE T T
Bk SR A AR BT B AR B R AR A A RE AR Dy B N F B
DRAM 4 & RIRA WAF . SUE R R APESME

FIA NVM g g5 RUAE it 1 R 00 5 A2 op b & £7 78 45 Fh )

B, e B AL T NVM A fif 28 4 il Uk 47 1718,
R NVM F5 P 0 B 3o 4% 2 AT 40 D it At 1
it A MEA R B AREA R, NVM 5 il 52 B 5 2) 38 5
Jeth, 2 NVM R R A7 I 1 e I 25008 0k 8 14 B8 00 W i ol
2 T BE A — B R R R R 3 Y Fak L
R A5 R AR RE 5 2% ok S R 0 S AR PIL A o T 43 i )
NVM. 776 % 4 Ba kb . B3t DL L RS, B AT A B 135 4 .
A7 — SOME R UE S5 i e Ik .

RS NVM H dii i 76 BF 78 By B, HL R 21015 G776 R 50
PR AETE G AR RS, NVML [ B 47 76 45 Q0352 5 R X FR A
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