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Abstract Data synchronization is a basic requirement for authentication protocols and authenticated key exchange pro-
tocols, but it is much trickier and many times overlooked. By carefully analyzing an RFID authentication protocols an
RFID anthenticated key exchange protocol,and an authenticated key exchange protocol for mobile satellite communica-
tion systems which were found to be provably secure at present,attacks of data synchronization to these protocols were

found respectively, These attacks destroy the availability of protocols. Furthermore, improvements to overcome the se-

curity vulnerabilities of these protocols were proposed.
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