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Abstract Memory corruption attacks account for most parts of malicious attacks toward software security. Recently
dynamic taint analysis was proposed and was gaining momentum. This proposed technique attempts to defeat attacks by
checking the taintedness and integrity of pointers when accessing memory. Unfortunately, there exists some class of at-
tacks without tainting pointers, such as array bounds violation attacks using pointers. We proposed a novel approach to
defeat this kind of undetected attacks using taint-based tracking analysis. Our notion is based on the memory access con-
trol, that is, first, we will check the taintedness of the pointers when accessing memory like existing taint-based approa-
ches, second, we will check whether or not the memory area pointed by the pointer is in the legitimate range of the ac-
cessing pointer, Our implementation does not need source code and is based on Valgrind, hence works on commodity
software. To demonstrate our idea, we performed a preliminary empirical experiments, the results are quite promising:

our system can effectively detect a wide range of attacks, and the average runtime overhead is close to Memcheck, a

widely used memory error detector.
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void bounds_attack()
{
1. int len = 10;
2. char buffer[20];
3. int num[107;
4. int 1;
5. seeees
6. scanf(buffer);
7. for (i=0;i1<len;i++)
8, printf("%d", * (num-+i));
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void dynamic_attack(n)
; .

1. int1;

2. char = buffer;

3. buffer=(char * Ymalloc(n);
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if (buffer == NULL) return;
for (i=0;i<=n;i++)

* (buffer+1)="%a’;
printf(buffer) ;

free(buffer) ;
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Application Vulnerability Attack type Detected
heap buff
be -1. 06 more_arrays(storage: 153) cap bulier yes
overflow
gzip -1. 2. 4 get_istat(gzip. c;816) array overflow yes
get_section_list stack arra
-1. 5hl
man (man, c:960) y overflow ves
strcpy( compress4 2. stack array
ncompress-4, 2, 4 yes
¢:896) overflow

convert_fileName stack array

polymorph-0. 4.0 (polymorph. c:181)

yes
overflow
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Program Benchmark Time(s) Memcheck Our system

tar-1. 16 a’ﬁ;"saﬁl 1.675 5. 2X 6.0X
grip1.3.5 ci‘;“’mnspd’s: 1.143 "22.8X 30. 0X
bzip2-1. 0. 5 1640;4“1‘3“;:;1 4.693 20. 0X 22.3X
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find pattern in

grep -2.5. 1 141MB file 3. 684 5.2X 5. 6X
apache -2, 0. 40 ab 10. 656 11X 1.2X
encrypt
-1.7 . 370 7.1 .
cerypt-1 15MB data 5.3 X 7.8X
proftp -1. 2, 10 dkftpbench 3. 255 11.0X 13.3X
average 4, 354 7.7X 8.6X
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