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Study on Intrusion Intention Recognition Based on the Probabilistic Inference
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Abstract Intrusive behaviors of attackers always imply their objects and intentions, hereby a hierarchical model of in-
trusion intention recognition was proposed. In order to handle the uncertain message in the circumstance of computer
networks, intrusion intention recognition algorithm based on probabilistic inference was presented, On this basis the fu-
ture plans and goals of the attackers can be predicted in order to take actions in advance, Bayesian networks were con-

structed to cope with the concurrent intention recognition problems according to the relationship of network security e-

vents, goals and intentions. Feasibility and validity of this method were proved from the experiments.
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Target Event Goal
172.16.112.0/24  1MMP_PING_SWEEP IP_SWEEP
172.16.112.0/24  SADMIND_PORT_SCAN PROBE_OF_SADMIND_DAEMON_ON_SOLARIS

SADMIND_OVER_ATTEMPT ~ GET_ROOT_PRIYILEGE_VIA_SADMIND_VULNERABILITY
SADMIND_OVER_ATTEMPT ~ GET_ROOT_PRIVILEGE_VIA_SADMIND_VULNERABILITY
SADMIND_OVER_ATTEMPT ~ GET_ROOT_PRIVILEGE_VIA_SADMIND_VULNERABILITY

172.16.112. 10
172. 16. 112. 50
172, 16.115. 20
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172.16.112. 10 DDOS_AGENT_INSTALL INSTALL_TROJAN_MSTREAM_DDOS_SOFTWARE
172.16. 112. 50 DDOS_HANDLER _INSTALL ~ INSTALL_TROJAN_MSTREAM_DDOS_SOFTWARE
172.16. 115.20 DDOS_AGWT,INSTALL‘ INSTALL_TROJAN_MSTREAM_DDOS_SOFTWARE
131.84.1.31 DDOS LAUNCH_DDOS_ATTACK_AGAINST_AN_SERVER
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Event Goal Inteation Probability
1 IMMP_PING_SWEEP IP_SWEEP LAUNCH_DDOS 0.108
2 SADMIND_PORT_SCAN PROBE_OF_SADMIND LAUNCH_DDOS 0.36
3 SADMIND OVER_ATTEMPT  GET _ROOT_PRIVILEGE LAUNCH_DDOS 0.45
4 DDOS_AGENT_INSTALL INSTALL_DDOS_SOFTWARE LAUNCH_DDOS 0.9
5 DDOS LAUNCH_DDOS LAUNCH_DDOS 1.0
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Evidence sets P(ij=1}evidence) P(iz=1{evidence) P(i3z=1]evidence)

PEle02

e1 0. 243 0. 235 0. 154

e1,e2 0. 285 0. 190 0. 181
€1,e2,€3 0. 595 0. 468 0.181
€1,62,€3 104 0. 5985 0. 818 0,181
€1,62,e3,64,€5 0. 595 0. 868 0,181

€1,e2,ef 0. 285 0. 190 0, 861
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