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Analysis Method of Embedded Code’s Semantic Properties Based on ARM Microprocessor
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Abstract By taking deep research on the characteristic of the ARM instruction system and its compiled codes, we built

a binary embedded code analytical model based on ARM microprocessor and discussed the method of embedded code’s

semantic analysis based on the ARM architecture, We discussed the method of extracting the code semantic properties in

terms of the instruction and its sequences respectively,and analysed its instances based on the analytical model. The re-

sult shows that this method greatly improves the accuracy and readability of the code analysis.

Keywords ARM microprocessor, Semantic property, Enbedded codes,Compilation characteristics, Instruction sequences

1 35|

HAMNEEAIRROFIR DA S, 8K
R TRETERKER. EERGLARR, EE TEE
BIIABRA TR, 1990 4, Chikofisky X B {435 7 43 ih
TITFEXY K E TS B R A ERENH
HRAREXR, I BEL R EMR b2k RAE
ARG R,

FERARBF BT 56 A$, ARM At a8 £ 6431
HBUN MET#E MEELA R R BR SR, B 2 M FZE Tk
el KRB IR B T RS SUR. T
ARG LB G, N HE SRR BT Rt
BAPEXEEN—F, LT RET ARM B3R MR A
AACEHTE SRS 7 B X M A KA 1 B AR
RULEAEER M AMERE L.

2 ARM FRMB4FERSE

REGE R RBFRATR, A—BRF®ENAF
AEEEFE TR BB RAAESCENH, X SRR E
RBRAAMEFRNIIE. REESHERFHIFN ARM —#

i}

ZF5 B #5.2011-01-05 845 H #4.2011-04-15

WABZ)E, B TRREHMHNESR  BRAFEE EEERA
B ERAFAR, H— SR H R B BRAH
R MR SO, I B etk SO B im0
A8, XA B AR T 90 J5 AUIBARAE X AR IE 59 %
EXATEEENRER.

EIREERE WAL, RIERFHFN ARM (&
REWT UG BRA LT — S AUBRE.

(D B R 4w R FR1E

1 CiEFERBIRRRH TR

CEFHREAA ARM %% X H LDR/STR #4 B &
char unsigned 8-bit F ¥ B
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# # condition _ mask 43 B & 0xF0000000 Fl 0xOF0
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%% FRFR BEEET X
1  o_reg Rm FHRE
2 o_mem [address] 8 # label HEHAEEFH
3  o_imm # imm bRk &
4 o_addr address Mxt PC #h 3 4t
5 o_shift_imm  Rm,shift #imm WAL K 3L %
6  o_shift_reg Rm, shift Rs B hF A
7 o RRX Rm,RRX Y RERAY
8 o _displo [Rn] SR EmA SO

[Rn, # imm] / [Rn, # imm]! /
[Rn], #imm

[Rn, +/—Rm] / [Rn, +/—
Rm]! / [Rn],+/—Rm

[Rn, +/— Rm, shift # shift _
imm]J
[Rn, +/— Rm, shift # shift _
imm]!
[Rn], +/— Rm, shift # shift _

imm

©

o_displ_imm

S B9 # %

—

0 o_regoff FHRBRY

11 o scalregoff

FERBURY

[Rn,+/—Rm,RRX]{Rn, +/—
Rm,RRX]!
[Rn],+/—Rm,RRX

{reg,reg, )

12 o_RRXregoff RRX # i #%

13 o_reglist FEEETY
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